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EXECUTIVE SUMMARY

Hundreds of people wee killed and wounded in a spate of violent attacks in European Union (EU) states
between January 2015 andDecember2016. They were shot by armed men, blown up in suicide bomb
attacks and deliberately run over as they walked in the street. These callous crimes did not just target
individuals; they were also attacks on societies, on how people live and what people thifike need to

protect people from such wanton violence is obvious and urgent. Upholding the right to life, enabling people
to live freely, to move freely, to think freely: these are essential tasks for any government. But they are not
tasks that can be @hieved by any means. Crucially, they are not tasks that should, or can, be achieved by
riding roughshod over the very rights that governments are purporting to uphold.

The last two years, however, have witnessed a profound shift in paradigm across Ear@pmove from the

view that it is the role of governments to provide security so that people can enjoy their rights, to the view that

fnudgml dmsr I trs gdrsqghbs odnokd-r gqhfgsr hm nqcdg sn oq
redrawing of tke boundaries between the powers of the state and the rights of individuals.

Individual EU states and regional bodies have responded to the attacks by proposing, adopting and
implementing wave after wave of counteaerrorism measures that have eroded thaute of law, enhanced
executive powers, peeled away judicial controls, restricted freedom of expression and exposed everyone to
government surveillance. Brick by brick, the edifice of rights protection that was so carefully constructed
after the Second Wod War, is being dismantled.

Sghr gdongs ~hlr sn fhud ° ahqc-r dxd uhdv ne sgd m shnm
vhcdrogd> c "mc cddo sgd ®rdbtghshy > shnm~ ne Dtgnod g r a
which fear, alenation and prejudice are steadily chipping away at the cornerstones of the EU: fairness,

equality and nordiscrimination.

The report focuses on eight themes:

states of emergency/emergency laws

principle of legality

right to privacy/surveillance

freedomof expression

right to liberty

freedom of movement

stripping of nationality

f
1
1
f
f
1
f
f

principle of non-refoulement(prohibition of the return of people to a place where they face a real risk
of torture or other ilitreatment)

lllustrative examples of human rights violations or concerns that appear throughout the report have been
drawn from 14 EU member states and from counteterrorism initiatives at the UN, Council of Europe and

EU levels. The countries profiled in various sdons of the report are Austria, Belgium, Bulgaria, Denmark,
France, Germany, Hungary, Ireland, Luxembourg, Netherlands, Poland, Slovakia, Spain, and the United
Kingdom (UK).

UN Security Council Resolution 2178, which was adopted at rocket speed in Septeen 2014, required
rs sdr sn o rr k> vr sn bntmsdg sgd sggd s ne ®enqgdhfm sd
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terrorism measures have been proposed or implemented in most European states. Instead of strengthening
the European human mghts system, these measures have been steadily dismantling it, putting hard won
rights at risk.

Key common features of these countetierrorism initiatives include:

1 expedited processes where legislation is fasacked to adoption with little or no consultéon with
parliaments, experts and others in civil society;

1 derogation from human rights commitments in law or practice with often detrimental effects on
odnokd-r Kkhudr:

1 consolidation of power in the hands of the executive, its agencies and the secustd intelligence
apparatus, often with little or no role for the judiciary in authorizing measures or providing effective
scrutiny;

1 ineffective or lack of independent oversight mechanisms to monitor implementation of counter
terrorism measures and operatius, identify abuses and hold people accountable for human rights
violations;

T hlogdbhrd “mc nudgkx agqgn c cdehmhshnmr ne ®sdqqnqghrl —
and leading to numerous abuses;

1 standards of proof reduced fromthetradtn m> k bghl hm>k rs > mc gc ne ®qd rnm’
®rtrohbhnm+~ "mc hm rnld rs > sdr sn mn enqgl k qgqdpthgqdl

1 tenuous, and sometimes no, link between soalled preparatory acts or inchoate offences and the
actual criminal offene;

T trd ne “c¢cl hmhrsq shud bnmsqgnk | d rtqdr sn gdrsqghbs od
proxy for criminal sanctions, which would offer the people in question better safeguards against
abuse;

1 criminalization of various forms of expressiaat fall short of incitement to violence and threaten
legitimate protest, freedom of expression, and artistic freedom;

1 fewer possibilities to challenge counteterrorism measures and operations, in particular due to the
rs sd-r trd ne calynbtgisceseditachpersomdifdcted by thén measures or their
lawyer;

T rs sdr hmunjhmf m shnm k rdbtqghsx bnmbdgmr ~mc sgd ®s
and refugees, human rights defenders, activists, political opponents, jourrssédi, minority groups, and
people lawfully exercising their rights to freedom of expression, association and assembly; and

1 lack of attention to the needs and protection rights of particular groups, including women and
children.

The recent wave of counteterrorism measures also breaches one of the foundational principles of the EU,
that of nondiscrimination. Often, the measures have proved to be discriminatory on paper and in practice,
and have had a disproportionate and profoundly negative impact, partiadly on Muslims, foreign nationals
or people perceived to be Muslim or foreign.

Men, women and children have been verbally and physically abused. Passengers have been removed from

ok mdr adb trd sgdx ®knnjdc khjd weasndafglllbagpswnsuit Vnl dm g~ u
on the beach in France. Refugee children in Greece have been arrested for playing with plastic guns.

Instances of discrimination appear in every section of this report, highlighting that certain forms of

discriminatory actonax sgd rs sd "~mc hsr ~fdmsr ~qgd hmbgd rhmfkx rd
security context. They are not.

One of the most alarming developments across the EU is the effort by states to make it easier to invoke and
ognknmf °~ ®r s  salresposse tw terdogsh dmthe threat of violent attacks. In a number of
states, emergency measures that are supposed to be temporary have become embedded in ordinary
criminal law. Powers intended to be exceptional are appearing more and moremsmanentfeatures of
national law.

Given the febrile state of European politics, electorates should be extremely wary of the range of powers and
extent of control over their lives that they are prepared to hand over to their governments. The rise of far
right nationalist parties, antirefugee sentiment, stereotyping and discrimination against Muslims and Muslim
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communities, intolerance for speech or other forms of expressiarisk that these emergency powers will
target certain people for reasons that have ndtig at all to do with a genuine threat to national security or
from terrorismrelated acts. Indeed, this is happening in Europe already.

The threshold for the triggering and extension of emergency measures has been loweteohd runs the risk

of being redwed even further in coming years. While international human rights law is clear that exceptional
measures should only be applied in genuinely exceptional circumstancemm™ | dk x ®hm shl d ne v~
public emergency threateninghe life of the nation - the disturbing idea that Europe faces a perpetual
emergency is beginning to take hold.

There are many countries in Europe, particularly those with little history of terrorism, in which héree
governments of whatever political persuasion will bertpted and increasindy able to impose states of
emergency in response to the first serious terrorist attack they face. These governments will enjoy a range of
sweeping powers whose use is unlikely to be restricted to those involved in the commission wbtest acts.

This has already proven to be case in France, where the extensibby a mainstream political party of
emergency powers well beyond the period of uncertainty that followed the Paris attacks has contributed
significantly to the normalizingf the notion that a general threat of terrorist attacks threatens the very life of
the nation.

Ultimately, however, the threat to the life of a natiohto social cohesion, to the functioning of democratic
institutions, to respect for human rights and té rule of law+ does not come from the isolated acts of a
violent criminal fringe, however much they may wish to destroy these institutions and undermine these
principles - but from governments and societies that are prepared to abandon their own values in
confronting them.

Amnesty International is calling on all states, including EU member states, to renew their commitment in law
and in practice to upholding their international human rights obligations in the context of countering
terrorism. The steady remession in many aspects of rights protection in the EU must end.

DANGEROUSLY DISPROPORTIONATE
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METHODOLOGY

In light of UN Security Council Resolution 2178, adopted in late 2014, and a series of violent attacks in a
number of EU member states in 2018016, Amnesty International continud tracking the roltout of new
legislation and policies intended to address the threat of terrorism. The attacks that prompted some of the
government responses dealt with in this report include:

il

Between7 and 9 January 2015, attacks in Paris on theoffice of the satiricalmagazineCharlie
Hebdo, at a kosher grocery store, and in the Paris suburb of Montrouge |&ff peopledead.

On 14-15 February 2015 in Copenhagen, Denmark, as an event was staged in solidarity with the
victims of the Paris attacks, a gunmn killed two people and injured five police officers.

On 18 September 2015, a man with alleged links to a terrorist organization stabbed and injured a
policewoman in Berlin, Germany.

On 13 November 2015, coordinated attacks killed 130 people in Paris, including 89 at the Bataclan
theatre, and injured hundreds of others.

On 22 March 2016, coordinated suicide attacks killed 32 people and injured over 300 at Brussels
airport and a metrostation incentral Brussels, Belgium.

On 13 June 2016, a man stabbed to death two police officers in Ie-France.

On 14 July 2016, a man driving a truck deliberately ran over pedestrians in Nice, France, killing 86
people and injuring over 400.

On 26 July 2016, two men with alleged links to a terrorist organization killed a priest and injured
another person in a church in Normandy, France

On 19 December 2016, a man drove a truck through a Christmas market in Berlirilling 12 people
and injuring over50.

The research for this report was limited to the EU because:

il

il

the EU offered a distinct regional entity in which the series of violent attacks noted above had taken
place;

initiatives were being taken at the EU level to address aspects of courtemrorism policy, such as a

cqg es chgdbshud nm ®engdhfm sdggnghrs ehfgsdqgr ™

sgdgd hr ° bkd g o ssdgm ne DT | dladqg rs sdr
counter-terrorism measures.

The eight thematic areas of the report rose to the top tinand again during the course of the research in
each country and at regional level.

In some cases, primary research was conducted via interviews with victims of courtnrorism measures

that violated their human rights, and with their lawyers and famitgembers (for example, in France and

Hungary). In some cases, interviews were conducted with legislators, policymakers, members of the judiciary

and independent experts (for example, in the Netherlands, Poland and the UK, among others).

ResearchersinAmne s x Hmsdgm shnm > k-r m shnm k neehbdr
Secretariat in the UK gathered information on legislative developments, often adopted in-feetk
procedures, in 14 countries: Austria, Belgium, Bulgaria, Denmark, Franc&ermany, Hungary, Ireland,
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Luxembourg, Netherlands, Poland, Slovakia, Spain and the UK. Some countries feature in several sections
of the report; some in only one or two.

Rs ee s @ mdrsx Hmsdgm shnm  k-r Dt rgnepottedon cbumers hst shnmr N
terrorismrelated legislative and treaty developments at EU and Council of Europe levels. The information

from this work that is included in the report aims to illustrate the regional trend towards deep and permanent

securitization.

The report focuses on measures in this securitization process that:
1 carry a criminal penalty;

7 effectively carry a criminal penalty and should therefore include safeguards attendant to criminal
sanctions; and

1 limit a human right in a manner that disproportinately restricts or essentially extinguishes it (for
example, a blanket ban on public protests).

Sgd gdongs cndr mns cnbtldms ng "m kxyd nsgdq sxodr ne h
ld rtqdr hmsdmcdc sn hialsdontsobeesdner@bip todhatbabek Noy dbes’it lobktc h u h c
ognidbsr nesdm bg gq bsdghydc “r “hldc s ®oqdudmshmf wuhn
Detailed analysis of such programmes has been undertaken by other human rights and adwyca

organizationst This report acknowledges such programmes and signals, where relevant, inextricable links

between them and the repressive measures featured.

Not every EU member state is mentioned in this report, but almost all have promulgated bills, i laws

and carried out security operations similar to many of those described. With respect to the criminalization of

sq udk "mc nsgdq "~ bsr “rrnbh sdc vhsg sgd ogdmnldmnm bg"
every UN member state, inalding EU member states, is required by UN Security Council Resolution 2178

to promulgate laws to criminalize such activities. If an EU member state is not cited in this report it is largely

due to lack of access to adequate information in that state; itim®t an indication that the state has bucked

the securitization trend.

The research in this report was current as df9 December 2016.

* See, for example, the work of the International Centre for Counfegrrorism at The Hague on radicalization/dmdicalization and

countering violent extremismhttps://icct.nl/topic/countering-violentextremism/ See also Open Society Justice InitiativEroding Trust: The

TJ-r Ogqdu dextemi8mStrategydimjHealth and Educatio®ctober 2016, https://www.opensocietyfoundations.org/reports/eroding
trust-uk-s-preventcounter-extremismstrategyhealth-and-education; and Article 19, Amnesty International and 56 organizations, joint

statementHmh s h™ shudr sn =-bntmsdq "~ mc oqdudms uh,nkebmay 2814 8ngekllGRr | - q  hrd rdghntr
40/3417/2016), https://www.amnesty.org/en/documents/ior40/3417/2016/¢n
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1. STATES OF
EMERGENCY/
EMERGENCY LAWS

“We can't prolong the state of emergency forever. That
would make no sense, it would mean that we were no longer
a republic with laws which can apply in all circumstances.”

Frangois Hollande, President of France, 14 July 2016, a few hours before the Nice attack, which immediately triggered an
extension of the state of emergency for a further six months.

One of the most alarming developments across the EU is the effort by states to make it easier to invoke and

ognknmf ° ®rs sd ne dldgfdmbx™ “r ° qgdronmrd sn sdgqnqghr
states, emergencymeasures that are supposed to be temporary have become embedded in ordinary

criminal law. Powers intended to be exceptional are appearing more and moremsmanentfeatures of

national law. And parliaments across the region are adopting such measures in fasck processes, leaving

khsskd shld eng bnmrhcdg shnm ne sgdhg hlo bs nm odnokd -
Europe is sinking ever deeegr into a state of heavy and permanent securitization.

The consequences of this shift are deeply disturbing: they are defined by the extension of sweeping new
powers concentrated in the hands of the executiveand implemented by the security and intellignce
apparatus, with little or no role for the judiciary or other independent oversight. Such a consolidation of
power is a recipe for abuse at the best of times. Given the febrile state of European politics, electorates
should be extremely wary of the rage of powers and extent of control over their lives that they are prepared
to hand over to their governments. The rise of far right nationalist parties, amfugee sentiment,
stereotyping and discrimination against Muslims and Muslim communities, intohnce for speech or other
forms of expressiont risk that these emergency powers will target certain people for reasons that have
nothing at all to do with a genuine threat to national security or from terrorislated acts. Indeed, that is
happening in Europe already.

As the examples below amply illustrate, the threshold for the triggering and extension of emergency
measures has been lowered and runs the risk of being reduced even further in coming years. While
international human rights law is clearttat exceptional measures should only be applied in genuinely

2@f dmbd Oqdrr Eq mbd+ ®Eqdmbg rs sd ne dl| &rgricedvi2g ¥4 Jidyr?016,d khesdc nm |t kx 15+
http://www.france24.com/en/201607 14france-state-emergencywill-be-lifted-july-26-sayshollande.
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exceptional circumstancesm™ | dk x ®hm shl d ne v’ > q nqg rnhelfedoftheot akhb dI dgf
nation 3 - the disturbing idea that Europe faces a perpetual emergency is beginning toeahold.

There are many countries in Europe, particularly those with little history of terrorism, in which héra
governments of whatever political persuasion will be tempted to impose states of emergency in response to
the first serious terrorist attek they face. These governments will enjoy a range of sweeping powers whose
use is unlikely to be restricted to those involved in the commission of terrorist acts. This has already proven
to be case in France, where the extensiofby a mainstream polittal party - of emergency powers well
beyond the period of uncertainty that followed the Paris attacks has contributed significantly to the
normalizing of the notion that a general threat of terrorist attacks threatens the very life of the nation.

Ultimately, however, the threat to the life of a natiofi to social cohesion, to the functioning of democratic
institutions, to respect for human rights and the rule of lawvdoes not come from the isolated acts of a
violent criminal fringe, however much they mawish to destroy these institutions and undermine these
principles - but from governments and societies that are prepared to abandon their own values in
confronting them.

In order to ensure that emergency measures are not abused, international and Europ&amnan rights law
require that a state mayonly derogate, up to a certain extent, from a limited range of human rights
obligations:

1 in very specific situations of acute emergency; and

1 after officially proclaiming and formally notifying relevant internatiainbodies of an emergency that
®sggd sdmr sgd* khed ne sgd m shnm-"—

Sgd cdgnf shnm I trs ad dwbdo spredomindntobjective naust beametyrng x + ~ mc s g
to a state of normalcy.

In addition, any derogation from a specific right and & specific emergency measure taken under that
derogation must be limited to what is strictly required by the exigencies of the exceptional situation. The
derogation must therefore be absolutely necessary and proportionate in relation to the threat thstified the
proclamation of the state of emergency A state that is derogating must notify the other states parties to the
relevant treaties of the provisions from which it is derogating and explain the reaséns.

Some human rights obligations can never béerogated from, even in a state of emergency. They include:
1 the right to life;
1 the prohibition of torture and other cruel, inhuman or degrading treatment or punishment;
1 the fundamental guarantees of a fair trial; and
1 the principle of nondiscrimination?®

These rights must be fully protected in any and all circumstances. At an individual level, they apply to
everyone at all times, irrespective of what a person is suspected or accused.

France is the only EU member state to have formally declared a stafeemergency on national security

grounds for terrorismrelated acts in the last couple of years. Its actions have raised serious concerns about
chrognongshnm sd dldgfdmbx I d rtgdr "mc gnv ®dwbdoshnm® k
embedded in law and pdicy.

@ mdrsx Hmsdgm shnm k g r cnbtldmsdc sgd hlo bs ne Eq mb
searches without warrant, assigned residence orders and the closure of mosques and businesses, and has

3 European Convention on Human Rights (ECHR), Article 15

4 Article 4 of the International G@venant on Civil and Political Rights (ICCPR) and Article 15 of the ECHRe also,A and others VUK,
(3455/05), European Court of Human Rightsl9 February 2009 para. 176, http://hudoc.echr.coe.int/eng?i=00191403#{"itemid":["001-
91403"]}. The Courthighlighted that a public emergency threating the life of the nation@ ™ m d w b siteasoh of aniSiskor emergency
which affects the whole population and constitutes a threat to the organised life of the community of whiaththRs * sd hr bnl onr dc ™ -
5 UN Human Rights Committee General @nment 29 (2001), UN Doc. CCPR/C/21/Rev.1/Add.11paras 1, 2.

5 UN Human Rights CommitteeGeneral Comment 29, para. 4

”In the case of the ICCPRthis requires notification via the UN Secretareneral in the case of theECHRIt is via the Secretary General of
the Council of Europe.

8 Article 4.1 of theICCPR,UN Human Rights CommitteeGeneral Comment 2, para. 8. Measures derogating from provisions of the
Covenantmust not involve discriminatiorsolely on the ground of race, colour, sex, language, religion or social origin; this prohibition is
absolute.Moreover, measures taken under a state of emergency must not involve direct or indirect discrimination on any other prokibite
ground; any distinction on these grounds is permissible only if it demonstrably has a reasonable and objective justification.
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expressed concern that France could be in a perpedli state of emergency. Others have expressed fear that
France will carry on in a permanent state of emergendyihat is, the emergency regime will become the
®&mdv méqgl ~ k= -

Some European states appear to have taken a cue from France and proposed or addptonstitutional
amendments or new legislation to make it easier to declare a formal state of emergency in response to
alleged terrorismrelated threats.

Other states have passed laws in expedited processes and engaged in operations in response toreal o

perceived security threats that mirror measures that would typically only be envisaged in a formally declared

rs sd ne dldgfdmbx- Sghr hmbktcdr fgqg mshmf sgd dwdbtshud
intelligence apparatus special powers thatauld otherwise be permitted only in the context of a formally

declared state of emergency.

Xds nsgdg rs sdr “kgqd cx g ¢ ®qg-terodsquadsthapprovidéépr hm sgdhg k
exceptional measures when the government deems them nexsary without resorting to a formal declaration
of a state of emergency.

In a number of EU member states, authorities have invoked the threat of terrorism in the context of the

refugee crisis, casting those fleeing war and violeneeand seeking safe have in Europe-- as potential

sggd sr sn m shnm k rdbtqgqhsx- Sghr g 'r bnmsghatsdc sn dl
which their authorities say, could be criminals and terrorists. As the examples from Austria and Hungary

below well ilustrate, such emergency measures can and will continue to have a profoundly negative effect

nm sgd ghfgs sn rddj "mc dminx “rxktl hm Dtgnod+ kd  uhmf
unprotected.

Amnesty International calls on all statesncluding EU member states, to:

1 Ensure that a declaration of a formal state of emergency strictly conforms to the requirements of
international law.

T Ft "gq " msdd sg° s ° cdbk g shnm hr ctkx gd rnmdc ~mc mns
obligaions.

T Dmrtqd sg s sgd cdbk qdc dl dgqfdmbx hr ne " m hmsdmr hsx
m-shnm™ -

1 Ensure that the declared state of emergency is treated as exceptional, that is, temporary and limited
to what is absolutely required by thexdgencies of the situation.

1 Guarantee that all measures taken pursuant to the declared state of emergency are:
1 provided by a clear and publicly accessible law;
1 necessary to address the emergency and proportionate in each circumstance; and
1 consistentwiths gd r s sd-r nsgdq nakhf > shnmr tmcdq hmsdgm’

1 Guarantee that no measure taken under a state of emergency has a direct or indirect adverse impact
on non-derogable rights.

1 Uphold the principle of nondiscrimination in the operation of all emergencmeasures.

° Amnesty International France: Upturned Lives: TheDisproportionatell o * b s n e StdeqpfEmdrgency, 4 February 2016, (Index:

EUR 21/3364/2016), https://www.amnesty.org/en/documnts/eur21/3364/2016/en/and Camille Blanc President of Amnesty International

Francet O®nknmf dg k-as' s c-tqf dmbd+ HeMondeldeeR2UmygaPléc gqnhs cd bhsa 0 k- "gahsqg hgc
http://www.lemonde.fr/idees/article/2016/07/22/prolongdretat-d-urgence-c-estdonner-droit-de-cite-a-I-

arbitraire_4973414 3232.html#mpg7HGmxt8u4K2QF.99 Rdd "~ krn+ Qnadqgs Y gdsrjx+ ®Eq mbd-r odgodst k
bnt msqgx-r dwtermprism qneabunes afexon thewmshto becoming entirelga@ h m Fogeigr+Policy 16 July 2016,
http://foreignpolicy.com/2016/07/16/francesperpetualstate-of-emergency!/

Mdv Xngj Shldr Dchsngh®™k An’ gqc # NenEYgK Tinesi25duly@ale, | * mdms dl dgf dmbx r s’ sd
http://www.nytimes.com/2016/07/25/opinion/francegpermanentemergencystate.html

“Kdss® S xkdg+ Gtl "' m Qhf dxr ovivsilgg © &g aist Beduwity 2ugplt 20§6+ d m
https://www.justsecurity.org/32236/francegmergencypowersnormall.
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1.1 BULGARIA

In July 2016, the Bulgarian parliament overwhelmingly passed on first reading a new courtemrorism bill.

Sghr dlonvdgr sgd Ogdrhcdms+ vhsg "ooqnu k ne sgd M shnm
the aftermathofan® bs ne ®s dgqgnqhr 2No datd hachbean set, at thel time of grgifg sfor g x -

second reading of the bill.

@ksgntfg sgd ahkk gd eehgldc Atkf qh -r bnll hsldms sn qgd
general terms, it failed tgprovide key safeguards that would make this a realityThe bill states that it gives
ogdbdcdmbd sn ®r  uhmf khudr?strongly imptingdtatBulgaiacauld™ k k nsgdq b
dispense with other human rights in a state of emergency, posgitincluding rights that are nonderogable in

all circumstances.

Tmcdg ° ®rs > sd ne dldgfdmbx “r cdehmdc hm sgd kdf hr k™ sh
powers to impose blanket bans on public rallies, meetings and demonstrations, vekgly in violation of the

rights to freedom of expression and peaceful assembly. Prohibitions on protests could be applied to

circumstances that are unrelated to the purported reasons for the state of emergency. Political opponents,

human rights defendersand others who disagree with the government risk becoming victims of a crackdown

on such freedoms.

Sgd ahkk vntkc odglhs ®oqdudmshud | d’r t-gldtedactivétyp ad "~ ookhd
instead of laying criminal charges and prosecing them in a fair trial (see Chapter 6). These measures

vntkc hmbktcd sg udk a > mr "~ mc bnmsqgnkr rSiihetith@souhct " kr - e
authorizes the disruption of electronic communications in a state of emergency in a way tbatld

potentially violate the right to privacy.

1.2 FRANCE

The day after the coordinated attacks across Paris on 13 November 2015, the French government declared
engl "k ®rs sd ne dldgfdmbx - Sgd dldgfdmbx gdfhld cdun
the Ministry of Interior and Prefects (who resent the state at the local level), a broad array of powers,
including to search houses day or night and issue assigned residence orders without prior judicial
authorization.

The state of emergency was extended on 26 November 2015 for three months, 2® February 2016 for
three months, and on 26 May 2016 for two months. In July 2016, following the attack in Nice, the state of
emergency was extended for six month’.In November 2016, Prime Minister Manuel Valls said that it would
probably be extended agm to cover the period of national elections in ApiiMay 201717 A new bill

providing for the fifth extension of the state of emergency was expected to be tabled in the National
Assembly in December 2016.

With the July 2016 extension, authorization for h@e searches without prior judicial approval was
reintroduced (this power had been excluded in the third extension). The power to seize personal data was

2 Draft Law on Countering Terrorisrmo. 602-01-42, adopted by the Council of Ministers o July 2016,
http://www.parliament.bg/bills/43/60201-42_PZ%?20protivodeistvie%20na%20terorizma.PDF

3 Amnesty International Bulgaria: Proposed counteterrorism bill would be a step back for human right29 July 2016, (Index: EUR
15/4545/2016), https://www.amnesty.org/en/documentsurl5/4545/2016/en/, See also@ulgaria approves antterrorism law amid

growing concern over attacks Reuters 28 July 2016, http://news.trust.org/item/201607281259169jndg/ .

4 Draft Law on Countering Terrorism, no. 60R1-42, Article 2, para. 3.

L ghx® Bgdgdrgdu ™ + ®At k fs dgohg n Ballcnhokijnt;290)uyn261§,n ud gr h~ k ~ ms h
http://www.balkaninsight.com/en/article/bulgariamps-strongly-back-a-controversialanti-terror-bill-07-28-2016.

6 Following the attacks in Paris on 13 November 2015, the French government decided by Decree R@15-1475 of 14 November 2015,

to apply Law No. 55-385 of 3 April 1955 relative to the state of emergency. The state of emergency was initially extended for a period of
three months starting on 26 November 2015, by Law No. 2015501 of 20 November 2015; t was then extended for a period of three
months starting on 26 February 2016 by Law No. 201862 of 19 February 2016; and then further extended for a period of two months (on
the basis of security needs around major sporting events in France in June andyj starting 26 May 2016 by Law No. 201629 of 20 May
2016. Following the murders of two police officers on 13 June 2016 in {tde-France and the attack in Nice on 14 July 2016, the state of
emergency was extended by Act No. 2016 987 of 21 July 2016 fa a further period of six months. This last act also amended certain
measures in the Law of 3 April 1955 to allow greater latitude for carrying out administrative searches. See the French goveérms - r neehbh ™ k
notification to the Council of Europe regardinthe state of emergency and attendant extensions, 21 July 2016,
https://wcd.coe.int/com.instranet.Ins@Servlet?command=com.instranet. CmdBlobGet&Instranetimage=2930092&SecMode=1&Docld=238
0820&Usage=2

Y Lucy PashaQnahmr nm+ ®Eq  mbd sn dwsdmc r s sd ne ThtIndepehddmhb3:Nevember2016,0Oghl d Lhmhr s d
http://www.independent.co.uk/news/world/europe/manusfalls-prime-minister-france-extend state-of-emergencyparis-attacks-french-
electionsa7415106.html.

DANGEROUSLY DISPROPORTIONATE
THE EVER-EXPANDING NATIONAL SECURITY STATE IN EUROPE

Amnesty International 14


http://www.parliament.bg/bills/43/602-01-42_PZ%20protivodeistvie%20na%20terorizma.PDF
https://www.amnesty.org/en/documents/eur15/4545/2016/en/
http://news.trust.org/item/20160728125916-9jndg/
http://www.balkaninsight.com/en/article/bulgarian-mps-strongly-back-a-controversial-anti-terror-bill-07-28-2016
https://wcd.coe.int/com.instranet.InstraServlet?command=com.instranet.CmdBlobGet&InstranetImage=2930092&SecMode=1&DocId=2380820&Usage=2
https://wcd.coe.int/com.instranet.InstraServlet?command=com.instranet.CmdBlobGet&InstranetImage=2930092&SecMode=1&DocId=2380820&Usage=2
http://www.independent.co.uk/news/world/europe/manuel-valls-prime-minister-france-extend-state-of-emergency-paris-attacks-french-elections-a7415106.html
http://www.independent.co.uk/news/world/europe/manuel-valls-prime-minister-france-extend-state-of-emergency-paris-attacks-french-elections-a7415106.html

also formally reintroduced? although on 19 February 2016 the Constitutional Court had declared
unconstitutional the copying of data from an electronic device during house searches without prior judicial
authorization®®

Restrictions on freedom of expression and assembly were also expanded with the July 2016 extension. The
authorities are expressly permitteto ban public demonstrations by asserting that they are not in a position

to ensure public order and security® In the past, administrative authorities had justified the existing power

to ban demonstrations on the basis of lack of resources. In additiane police are now allowed to search
luggage and vehicles without a judicial warrait.

In a law adopted on 3 June 20167 the government amended criminal laws to strengthen existing,
permanent counterterrorism powers and expanded administrative measuresyen though the Consultative
Commission on Human Rights had severely criticized such amendments in March 20%6The measures
included:

1 The possibility to subject to an administrative control measure individuals who returned from areas

vgdgd ®sdoggngmhosgfgudc "mc vgdgd sgdx g ¢ s udkkdc

1 Stronger police powers, with prior authorization by prosecutorial authorities, to conduct identity
checks and searches in the context of investigating terrorisrelated offerces under French law?®

1 The possibility for judicial authorities to authorize house searches at any time, including at night, with
the purpose of investigating terrorismelated offences?®

Parliament also took the opportunity in July 2016 to amend and exténhe 2015 Intelligence Act to allow
not only individuals"identified as a threat" but a person or anyone in the entourage of a person "likely to be
related to a threat" to have his or her electronic metadata analyzed in real time by the intelligence sesA”

Moreover, the parliament amended criminal and administrative laws to further strengthen existing
permanent counterterror powers and measures. They included, for example, the extension of the maximum
period a person can be subjected to an administrade regime restricting freedom of movemerig, the ban

from French territory of foreigners convicted for a terrorismelated offence under French la# and the
increase of the maximum period of prérial detention for children aged 16 and older to up to thregears,
depending on the offence®

Sgd egdmyhdc gtrg hm Itmd "mc Itkx 1/05 sn o rr rthbg
embed permanently in law some key powers that would typically be employed in a formal state of
emergency.

Figures released by the government on 6 December 2016 indicated that since November 2015, 4,292
house searches had been conducted and 612 people had been assigned to forced residency (with 434
people affected)?* Also as of December 2016, 95 people remained siécted to assigned residence

orders?? In February 2016, Amnesty International reported that less than one percent of the house searches
between November 2015 and February 2016 (over 3000 at that time) had resulted in a terroriseiated

8 Law 2016-987 amending Article 11 of Law No.55-385.

19 DecisionNo. 2016-536 of Constitutional Court, 19 February 2016vww.conseilconstitutionnel.fr/conseilconstitutionnel/francais/les
decisions/accespar-date/decisionsdepuis-1959/2016/2016-536-gpc/communique-de-presse.146992.html

2 Law 2016-987, amending Article 8-2 of Law No. 55-385.

2 Law 2016987, amending Article 81 of Law No. 55-385.

2 Law 2016731 of 3 June 2016, Renforcant lalutte contre le crime organisé, le terrorisme et leur financement, et améliorant I'efficacité et
les garanties de la procédure pénale

ZBnl Il hrrhnm Bnmrtks  sh@@Hrdr cqgnhsr c¢cd k-Gnlld
www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000032628821&dateTexte=&categorieLien=id

% Law 2016-731, Article 52.

% Law 2016731, Article 47.

% Law 2016731, Article 1.

2 Law 2016-987, amending ArticleLL 851-2.-I. of the Code of National Security.

2 |Law 2016-987, Article 10.

2 Law 2016-987, Article 14.

% Law 2016-987, Article 12.

31 Dominique Raimbourg andlean-Frédéric Poisson®&eport tabled [in the National Assembly] in accordance with article 145 of the
Regulation on behalf of thd_egal Committeaegardingparliamentary control on the state of emergendjRapport d'information déposé en
application de l'article 145 duReglement,par la commission des lois constitutionnelles, de la |égislation et de I'administration générale de
la République sur le contrdle parlementaire de I'état d'urgenfe + 5 Cd b d hti:lvevw.assetnbleenationale.fr/14/rap
info/i4281.asp House searches were not included in the third phase of the state of emergency but were reintroduced in the July 2016
renewal.

32 Dominique Raimbourg andlean-Frédéric Poisson®&eport tabled [in the National Assembly] in accordance with article 145 of the
Reguldion on behalf of theLegal Committeaegardingparliamentary control on the state of emergency
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charge under Frenchk * v
measure was disproportionate’?

o°"qs eqnl needmbdr eng ® onknfx ne sdqgqqgng

Mhfgs rd gbgdr+ nesdm uhnkdms “mc gtlhkh> shmf+ “mc “rrhf
work and go to school, among dier things, have traumatized hundreds of people. Their rights to privacy,

movement, expression, association and liberty have been trampled in the name of security. The February

1/05 @ mdrsx Hmsdgm shnm k gqdonqgs bplicatoka admicistratige™ s Eq”~ mbd -
control measures such as assigned residence were not only disproportionate, but also discriminatory and

had a profound and lasting impact on many people, including childreit.

In its concluding observations in May 2016, the UN @nmittee against Torture raised concerns about
®qdongsr ne dwbdrrhud trd ne engbd ax sgd onkhbd ct
sn orxbgnknfhb k rdptdk " d Zbnmrdptdmbdr\ eng sgd od
infthmf dl dms ne qhf gsr d mr3Mamorganisatodsqandsexperts Bavemngetithe h n m- —
French authorities to end the state of emergency and to provide victims of the emergency measures with a
remedy 3¢

q h mf
grnmr

Another key indicator that the emergency measqdr g  ud addm chrognongshnm sd hmun
application + or attempted applicationt of emergency measures to people who were not even suspected of

conduct related to the security threat. Among them were people planning to protest against plieposed

reform of the Labour Law’ and environmental activists at the UN Climate Conference (COP21) in Paris in

December 2015, who were suspected on dubious evidence of having engaged previously in acts of violence

at protests® By applying the derogatory measures to people on grounds not related to the emergency

situation in question, the government exposed its lack of commitment to adhere to the stated rationale

behind the declared state of emergency.

In an unprecedented movee hud TM rodbh >k g oongsdtqgr bnmbktcdc hm | " m
emergency and associated laws imposed excessive and disproportionate restrictions on human rights and

fundamental freedoms, and emphasized the lack of clarity and precision ofree provisions. They

gdbnll dmcdec sg s ®hm ngcdq sn ft g msdd sgd gtkd ne k' v

rgntkc dmrtgd sg° s sgdqgd ° qederr@iengrheasgresPt chbh > k bnmsqgnkr n

Hm ° r hl hk g udh mights§@mbudbnaan)ranndaependent adingnistrateve authorityn
charge of protectingrights and freedoms, promadhg equality andensuringgreater access to rights, had
condemned the renewal of the state of emergency and issued specific recommendations tiagto house
searches, particularly when minors are presenif.In November 2016, the Defender of Rights stated that all
house searches should comply with the European Convention on Human Rights, and that people who
suffered abuse or damage to their homeswuld be able to seek compensation.

33 Amnesty InternationalFrance:Tost gmdc Khudr 9 Sgd Chr ognongs hnmibBetruad/|2@16, lrelexne Eqg mbd-r Rs
EUR 21/3364/2016) https://www.amnesty.org/en/documents/eur21/3364/2016/ew/ o- 22: Rdd “~krn Gtl " m Qhfgsr V' sbg+
under state of emergency: Halt warrantless search and house arres3 February 2016, www.hrw.org/news/2016/02/03/franceabuses

under-state-emergency

3 Amnesty InternationalUpturned lives, 4 February 2016.

% UN Committee against TortureConcluding observations on the seventh periodic report of Frand@AT/C/FRA/CO/710 June 2016, paras

12-13. The Committee also recommendedtha®s g ° s sgd Rs sd o° gsx s & chuntestedrarismnseasurésrdo t qd sg° s+ hm
not infringe on the exercise of rights protected under the Convention. In particular, the State party should ensure thagealich operations

are conductedin strict respect of the Convention. The Committee further recommes that the State party should ensure that any victim of

excessive use of force during such search operations is able to file a complaint, that an inquirgdeducted, that prosecution, as

applicable, is pursued and that perpetrators are punished ™

®NilsLt h, mhdjnt mbhk ne Dtgnod Bnll hrrhnmdg eng Gtl " m Qhf dsMorde®Kt ssnmr bnmsq«
February 2016,www.lemonde.fr/idees/article/2016/02/03/luttonsontre-le-terrorisme-dans-le-respectdu-droit_ 4858281 3232.htmt
International Federation for Human Rights (FIB( Coumers dgqqgnqghr | 1 d rtqdr % gtl m ghfgsr9 Vgdm sgd dwb

9 June 2016, https://www.fidh.org/IMG/pdf/report_counter_terrorism_measwwrehuman_rights.pdf; See also,Bérénice Boutinand

Christophe PaulussenBEgnl sgd A" s bk ™ m sn Mhbd9 @ Bgqgh s hpMCdssardnstititg2l duy@316, Rs  sd ne DI d
http://www.asser.nl/abouthe-institute/news/policybrief-from-the-bataclanto-nice-a-critique-of-frances-state-of-emergencyregime/

Snmx Bgnrr+ ®Eq  mb dsedrto bansactigigts fromelabar law gp rf <d chiddx16-May 2016,

http://en.rfi.fr/france/20160516frances state-emergencyused-ban-activistslabour-law-protests ®Oqnsdr sdgr hm O  gqhr | “gbg =~ f°
labor reforms amid tight 8 b t q Desitsche Welle 23 June 20186, http://www.dw.com/en/protestersn-paris-march-againstfrench-labor
reforms-amid-tight-security/a1935084 :®he French government had attempted to ban the protest from going forward under the current

rs sd ne dldgfdmbx qgdf hl d fralyGolewihg hitgrneg@iatiqris between pagtioigptng whions angd the

government.

#B@ mdr sx Hms dqg nCORPM nles MilitaisyEcatobistes Pri® Pour Cible-6 December 2015, https://www.amnesty.fr/liberted-
expression/actualites/cop24es-militants-ecologistespris-pour-cible

®*Neehbd ne sgd Ghfg Bnll hrrhnmdg eng Gtl > m Q lertadfeeedoms@Hfildcounteringgsr dwodgsr tqf
sdggnqghr | +7  Ohftp:/Mmwwiohchrepeg/EN/Net s vents/Pages/DisplayNews.aspx?LangID=E&NewsID=16966

“ The full list d reports and recommendations on the state of emergency by the Defender of Rights can be found here:
www.defenseurdesdroits.fr/fr/motsles/etatdurgence
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1.3 HUNGARY

Hm Itmd 1/05+ Gtmf > gqx-r Ogdrhcdms I admnr Ucdgq rhfmdc hmsn
countersdgqgnqghr!l | d rtgdr+ hmbkt chmf “an®amendmentstolawdsmc| d ms ™~ sn
governing thepolice, national security services and defence forceéd.The stated aim was to streamline the

process to declare a state of emergency. The package of measures entered into force on 1 July 2016.

Sgd ®r hwsg Il dmcl dms™ ~ mc nsygaduecohcdpitr t e d qgadkix sgmd™ m dWwsq
+which is not defined*®* He cdbk >  gqdc+ gnvdudg+ °~ ®sdqggnegangmgygd s rhst s
onvdgr sg s sgqd°’
hnk"*

sdm sn uhnk > sd Gt*Sgdx®gddcdgmrsg qarg gsch’'nan” k
rhst shnm u sdr sgd oghmbhokd ne kdf khsx+ vghbg qgdp
unambiguous terms.

Tmcdg sgd ®rhwsg "Il dmcldms + vhsghm 04 ¢ xr ne sgd fnudq

parliament must vote by twethirds majority to declare such a situation in force. In those 15 days, the

dwdbt shud g r sgd onvdg sn dm bs dwbdoshnm k I d rtgdr mn
rhst shnm cdbk gdc ax o  gkh 1 dms +deriandanpreldvanf sg s sgd dw
parliamentary committees. Such exceptional measures can include:

1 suspending laws and fastracking new ones to adoption;

1 deployment of the army and permitting the use of firearms to quell disturbances;
1 restrictions on freedom of moveaent within Hungary;

1 assertion of military control over all air traffic;
1

freezing the assets and restricting the property rights of other states, individuals, organizations and
legal entities deemed a threat to international peace or national security;

=

banning or restricting events and assemblies on public premises; and

1 giving the government wide latitude to apply any special measures (still to be defined) in order to
prevent terrorism as defined under national law.

Sgd onkhbd+ nsgdgqg k v dmengbdl dms neehbdqr mc sgd | hkhs
rhst shnm - @mx onvdqr “rrtldc ng | drtqgdr hlokdldmsdc h
o gkh Il dms “oognudrgsgdsgagdks gr sdtnmsmem” - ®s dq

Hm drrdmbd+ sgd hmunb>shnm ne °~ ®sdqgqqng sgqd° s rhst>shnm
regime and implementing exceptional measures in breach of its human rights obligations, rather than

officially declaring a érmal state of emergency and strictly complying with the requirements foreseen for

such situations under international human rights law.

Sgd ®rhwsg "l dmcldms™ ognuhcdr vhcd rbnod eng rvddohmf g

and peacefil assembly, privacy and freedom of movement. In a political landscape where refugees and
others are regularly portrayed as a threat to security, the government could apply the measures arbitrarily for
onkhshb ™k g sgdg sg m radlcdugidrs kg qridg hmimr r d Wsdh ®h hd &K 5w (n-m

1.4 LUXEMBOURG

Hm sgd "~ esdql sg ne sgd Mnudladg 1/04 “~ss bjr hm O ghr +
Commission on Institutions and Constitutional Revision to prepare a revision of Article 32 of theg@itution,
which governs the declaration of a state of emergency. The National Consultative Commission on Human

4 Sixth amendment to theFundamental Law of HungaryMagyarorszag Alaptorvényének hatodik médositdsa4 June 2016,
http://njt.hu/cgi_bin/njt_doc.cgi?docid=195912.322970

“2 Law LVII on amendments to certain \@s related to a terror threat situationr2016. évi LVII. torvény egyes torvényeknek a

terrorveszélyhelyzettel kapcsolatos médositasdrdl4 June 2016,
http://net.jogtar.hu/jr/gen/hjegy_doc.cgi?docid=A1600057.TV&timeshift=fffffff4&txtreferer=00000001.TXhd Law LXIX on amendments

to certain laws related to countering terrorisn2016. évi LXIX. térvény a terrorizmus elleni fellépéssel édse Ef f + df xdr sBquamxd]j
madositasard), 14 June 2016, http://net.jogtar.hu/jr/gen/hjegy doc.cgi?docid=A1600069.TV&timeshift=fffffff4&txteeer=00000001. TXT

“ @errorveszélyhelyzet ' Gt mf * g h ™~ m(

“@ mdr sx Hmsdgm shnm k+ ®Gtmf > gx9 Bnmrshstshsmglgngdrmhf omvdmtrkkc f0d  ms xsdd
(Index: EUR 27/4011/2016), https://www.amnesty.org/en/documents/eur27/4011/2016/en/ mc @l mdr sx Hmsdgm shnm” k+ ®Gt mf * ¢
Ognonrdc -rhwsg "I dmcldms- sn sgd Bnmrshstshnm vntkc ad920l6ggnms  k "~ ss bj
https://wwwamnesty.org/en/documents/eur27/3359/2016/en/
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Rights reminded the government in a January 2016 report that a state of emergency must always be

exceptional and that its implementation mustlevays include a review of its necessity and proportionalify.

Sgd Bnll hrrhnm nm Hmrshstshnmr “mc Bnmrshstshnm k Qduhrh
at the time of writing?®

In December 2016 a bill on a vaguely defined®s d g g n § h r adopted. g fte lawexpands law

dmengbdl dms-r hmudr shf s hscahsiderably theirgpognemtescollechandluger + ~ mc dws d m
oqghu sd ¢ s+ vhsg rnld I d rtgqdr itrshehdc ax " m nsgdqvh
dl dqf dmitheseare permanent powers that Wl not require the state to invoke a formal state of

emergency, with all its attendant requirements and safeguards. The National Consultative Commission on

Human Rightshad criticized the bill for a range of human rights deficienci*®

Thelawc ndr mns cdehmd vg s vntkc bnmrshstsd "m ®dIl dgf dmbx ™~
Consultative Commission on Human Rightsad warnedthat clear and precise definitions of such situations

must be delineated inthelaw®® Kt wd |l antrqf'-kqdk  owx bnms hm ° cdehmhshnm ne ®
and overly broad®®Bnl ont mchmf sg°'s vhsg ° u ' ftd mnshnm ne vg' s bnm
dldgfdmbx™ vntkc nodm sgd v x enq onsdmsh >k “atrd-

Under the new law, the authoritiescan:
T limit access to counsel for some detainees to 30 minutes;
1 wiretap places and vehicles;

1 engage in expanded forms of surveillance, including of telecommunications, and seize such
information relating to both a suspect and anyone communicating with the susgeand

1 decline to notify a person who has been under surveillance in a terrorism investigation that he or she
has been subjected to such scrutiny.

1.5 POLAND

Poland enacted a draconian counteterrorism law in June 2016 that embeds powers in permanent law tha
would typically be invoked during an exceptional state of emergentyThe law, which was rushed to

adoption in a fasttrack process, consolidates sweeping powers, including enhanced surveillance capacity, in
the hands of the Internal Security Agencywith no independent oversight mechanism to prevent abuse and
ensure accountability. Combined with other 2016 legislative amendments, such as those to the Policé?Act
and the Criminal Procedure Codé&3 the new law creates conditions for violations of the htg to liberty,

privacy, fair trial, expression, peaceful assembly and nafiscrimination >

“Bnl 1l hrrhnm Bnmrtks shuBBCA(F+ c@Motsmhrrm rkm GAntips:Ktcdb.Bublib.lu/ft/avis/20h6tavisg x 1/ 05 +
PL-6921-menace-terroristefinal.pdf.

“Sgd Bnllhrrhnm nm Hmrshstshnmr “~mc Bnmrshstshnmhere:Qduhdv-r ognfgdrr nm s
http://bit.ly/2b32gUT.

47 Document no.6921/05 relating to bill 6921entited®Ogni ds c¢cd knh ongs ms O0( I nchehb> shnm ct Bncd c&t
de la loi modifiée du 30 mai 2005 concernant la protection de la vie privée dans le secteur des communications électroniq@gs,

modification de la loi du 27 février 2011 sur les réseaux et les services de communications électroniques, 4) adaptation gedaédure

oam kd e bd “tw adrnhmr khar 0 k° I dm bd sdgqgnghrsd™
http://www.chd.lu/wps/PA_RoleEtendu/FTSByteServingServletimpl/?gégixport/exped/sexpdata/Mag/165/629/166248.pdf
“BBCG+ ®Nohmhnm nm Ahkk 5810 + | "mt gx 1/05- Sgd BBCG qdbell dmcdc sg s sc¢

jurisprudence of the European Court of Human Rights; clear limits be set to protect the personal detailthivél-parties indirectly linked to
terrorism investigations; a clear limitation of data that can be seized is necessary; that the integrity of the collecteal lbatguaranteed; that
the right to privacy be observed in all surveillance and monitoring operations; and that perssubject tosurveillance be guaranteed their
right to information by introducinga cleardeadline for notification.

“BBCG+ ®Nohmhnm nm Ahkk-35810 + | "mt gx 1/05+ oo 1

®PenalCod,Bg - o0sdg 2 ®Sdq®@®Nerdimb+t rRd IhsAytitclel8®lgm2pbhr s ~ hl ~— +

51 aw on Counterterrorism of 10 June 20161(r s “ v y cmh"> 0/ bydqvb" 1/ 05 )dournalof cawh2016, mh  bg ~msxsd
item 904.

2 Act of 15 January 2016 amending the Police Act and certain other actd/$tawa z dnia 15stycznia 2016 r. o zmianie ustawy o Policji
oraz niektorych innych ustay Journal of Laws 2016, item 147.

% Act of 11 March 2016 amending the Criminal Procedure Code and certain other Actdstawa z dnia 11 marca 2016 r® zmianie ustawy
+ Kodeks post@owania karnego oraz niektérych innych ustgwJournal of Laws 2016 item 437.

5 See Amnesty InternationalPoland: Dismantling Rule of Law? Submission for the UN Universal Periodic Revie7™ Session of the UPR
Working Group April/May 2017, 31 October D16 (Index: EUR 37/5069/2016),
https://www.amnesty.org/en/documents/eur37/5069/2016/enAnd Amnesty International Submission to the UN Human Rights
Committee, 118" Session, 17 Oc4 Nov 2017, 27 October 2016 (Index: EUR 37/4849/2016),
https://www.amnesty.org/en/documents/eur37/4849/2016/en/
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Sgd k" v-r u ftd "mc nudgkx agn c¢c cdehmhshnm ne ®sdgqnqghr

1 indiscriminate, mass surveillance powers;
1 the targeting of foreign natinals; and

1 the extension of precharge detention.

Sgd TM Gtl " m Qhfgsr Bnllhssdd+ sgd Bntmbhk ne Dtgnod-r U

Commissioner for Human Rights and others have criticized the new law (see Chapters 2, 3, 4 and 5 below).
In July 2016, the Polish Commissioner for Human Rights brought a challenge to the law to the Constitutional
Tribunal 3 A respected member of the Polish judiciary told Amnesty International:

®&Jndoubtedly, the Counters d q q n q h is moreéiham jist taking a dgehammer to crack a nut. It
appears to be an intentional, deliberate act, arming the executive with powerful tools to fight, for instance,
sgnrd vgn gnkc® cheedghmf uhdvr -~

1.6 UNITED KINGDOM

In the UK, longstanding laws and measures akin to an emergencygime, albeit adopted outside of a
formally declared state of emergency, contain vague and overly broad formulations. Taken together with
special counterterrorism legislation, these provisions are open to abuse.

The Civil Contingencies Act 2004 was draftito modernize emergency powers set out in pe§vorld War Il
legislation, including by the addition of the threat posed by terrorism as a type of emergency. It defines an
emergency as:

(a) an event or situation which threatens serious damage to humarebare in a place in the United
Kingdom,

(b) an event or situation which threatens serious damage to the environment of a place in the
United Kingdom, or

(c) war, or terrorism, which threatens serious damage to the security of the United Kingd®m.

In this legislation, terrorism is just one form of emergency where special powers may be invoked. Unlike
another phenomenon such as flooding, earthquake or invasion by another state, the courttrorism

kdf hrk > shnm oqnuhcdr sgd dwpdviets obahdldinrssrge. ®d mg ™ mbdc —

The Terrorism Prevention and Investigation Measures (TPIM) Act 2011 provides the statutory framework for
"cl hmhrsqgq shud gdrsghbshnmr nm odnokd rtrodbsdc s
o n v d grthe Hoene Secretary (equivalent to the Interior Minister) to assign such a person to a particular
residence, restrict with whom they may live, impose geographic and curfew restrictions, and limit association
and communication with others?®

dl dgf

onr d

Many ofthesed mg™ mbdc SOHL | d rtqdr g ¢ dwhrsdc hm gdk > shnm sn

Terrorism Act 2005%° (see Chapter 6 below) but were removed when UK courts deemed aspects of the
control order regime too restrictive. Rather than abandoning the staestrictive aspects, parliament

kdf hrk>sdc sn gnkc sgdl hm gdrdgqud eng " m tmrodbhehdc

hr mdbdrr > gx sn cn rn Ztr d dntatidgionahe eodtephorder segingedvasr n m
introduced as a temporary measure which required annual renewal by parliament. The TPIM regime has
retained many of its features on a permanent basis.

®*Bnl |l hrrhnmdg e nThe GoimmissionefdHurgas Rights ®hallenges the AnfTerrorism Act before the Constitutional
Sghat m' k  + Hitds:/Mwnkor.gol.gl/@dentent/commissionerhuman-rights-challengesanti-terrorism-act-constitutionak
tribunal.

% Member of Polish judiciaryin an email to Amnesty International, 25 July 2016.

5" Civil Contingencies Act 2004, s. 1 & 19http://www.legislation.gov.uk/ukpga/2004/36/section/and
http://www.legislation.gov.uk/ukpga/2004/36/section/19

% Terrorism Prevention and Investigation Measures Act 2011, s. 26.
http://www.legislation.gov.uk/ukpga/2011/23/pdfs/ukpga_20110023_en.pdFor criticism of the TPIM regimaluring the legislative process,
see: Amnesty International,The Terrorism Prevention and Investigation Measures Bill 2011: control orders redanne 2011 (Index: EUR
45/007/2011), https://www.amnesty.org/en/documents/eur45/007/2011/en/

r h
tqgfd

Eng @ mdrsx Hmsdgm shnm’ k-r b qUnied Kilgdom: Fiveyeassgut Timentorendyjtimelcontnotjocddrsi r  gdf hl d+ r dd

regime, (Index: EUR 45/012/2010), August 2010; andJnited Kingdom Submission for the review of counteterrorism and security
powers (Index: EUR 45/015/2010), September 2010.

% Terrorism Prevention and Investigation Measures Act 2011, s. 26(1). The Home Secretary has this power available at theioshsprhen
parliament is not available.
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Similarly, the legislation governing the maximum length of poharge detention of terrorism suspects is open

sn ®dmg  mbdldms  ax sgd dwdbt shud hm onngkx cdehmdc rhst
period of precharge detention in counteiterrorism cases was reduced from 28 to 14 days following a Home

Office review of counteterrorism and securiy powers. The Protection of Freedoms Act, which came into

force in May 2012, not only retains the 14day limit (already the longest available to a state in the region),

but it also allows the maximum period to be increased to 28 days in responsetoanudsph e hdc ®t qf d ms —
situation that could arise in the futuré! Rt bg t mcdehmdc rhst shnmr ne ®tqfdmbx"
bdgs hmsx "mc fhud sgd fnudgmldms vhcd onvdgr sn cdehmd

1.7 MIGRATION AND COUNTER-TERRORISM

“In Europe today it is forbidden to speak the truth...It is
forbidden to say that today we are not witnessing the arrival
of refugees, hut a Europe heing threatened by mass
migration...It is forbidden to say that immigration brings
crime and terrorism to our countries.”

Hungarian Prime Minister Viktor Orban in a speech on 15 March 2016

1.7.1 AUSTRIA

@ dmcl dmsr sn @t rsqh” -r @r x k t-rack@tosadoptiorcin April 2066 h ~ sdc k™ vr v
They reflect the growing link being made by many EU member states, tveen the refugee crisis and the

threat of terrorism.The law amending the Asylum Act, which came into force in June 2016, allows the

@t rsqh m “"tsgnghshdr sn dloknx rodbh k+ sdlong gx | d rtaq
borders is deemel to threaten public order and internal security. Among the numerous threats the law is

otgongsdc sn “ccqdrr “~gd ®bnmbdgmr ne hmbgd rhmf kdudkr
rrnbh sdc vhsg sdggnghrs fgmthory dmsdalmf ks dncr sisgdahb” md

The law provides no definition of the criteria that should be applied in determining that a situation has

reached such a thresholdt in effect an emergency+ such that the special measures, which clearly deviate

fom@t r sgh”™ -r fdmdg k gtl m ghfgsr nakhf > shnmr+ | x ad dl o
to decide that emergency measures are needed.

The amendments introduced an additional sectontoPa& ne sgd @r xkt | @bs cd”  khmf vhsc
ognbdctg k k" v™ dmshskdc ®Rodbh >k I d rtqdr enq sgd | hms
hmsdgm  k rdbtghsx vghkd bnms % fwo prerégsisitds msstdbg metforthenqcdqgr ~ qd

introduction of these special measures, whicpermit the authorities to deviate from human rights
protections. First, the federal government must adopt a decree, in agreement with the Main Committee of

& Protection of Freedoms Act 2012, Part 4, s. 58ttp://www.legislation.gov.uk/ukpga/2012/9/part/4/enacted

62 Office of the Prime Minister, 15 March 2016http://www.kormany.hu/en/theprime-minister/the-prime-minister-s-speeches/speechby-
prime-minister-viktor-orban-on-15-march.

% Amendments to the Asylum ActAsylgesetz 2009, Aliens Police Act Fremdenpolizeigesetz 200pand the Federal Office for Immigration
an Asylum- Procedural Law BFA-Verfahrensgeset2012), all amended by Federal Law Gazette | No. 24/2016. The government initially
provided no public review process, but relented amid protest and provided a emeek window for ministries, social partnerspi
organizations (chambers) and the civil society to evaluate the proposals. The typical review period for proposed legislatimiween four
and six weeks.

% Federal Act Concerning the Granting of Asylum (Asylum Act 2008BUndesgesetz tUber die Gewarungon Asyl (Asylgesetz 200%)
https://www.ris.bkagv.at/Ergebnis.wxe?Abfrage=Bundesnormen&Gesetzesnummer=20004240%20&VonParagraf=0&FassungVom=02.02.
2222&Titel=&Kundmachungsorgan=BGBI.%201%20Nr.&Kundmachungsnummer=100/20Q5or the English version see:
https://www.ris.bka.gv.at/Dokumente/Erv/ERV_2005_1_ 100/ERV_2005_1_100.html

% BFA-Verfahrensrechts. 16-42, Sonderbestimmungen zur Aufrechterhaltung der 6ffentlichen Ordnung und des Schutzes der inneren
Sicherheit waliend der Durchfiihrung von Grenzkontrollen
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parliament 8 declaring that public order and internal security are endangered. Second, the proposed special
measures will only apply so long as border controls at the internal Schengen borders are maintaiffed.

The special measures would fastirack asylum proceduresn a manner that would significantly undermine

the rights of asylumseekers in Austria. If a decree was issued declaring a threat to public order and internal

security, the police would be empowered to take an immediate decision at the Austrian border reliyag

vgdsgdg °~ odgrnm-r bk hl sn “rxktl b m ad gqdidbsdc "~ mc s
person in Austria had their asylum claim rejected, police would be empowered to force him or her to leave

Austria immediately, regardless of the s ~ Bod-refoulementobligation.

Amnesty International and others have raised concern that the police are not trained to make determinations

on international protection, which is a complex area of international law. They have also noted that the law

does not provide for an effective and meaningful appeal and/or remedy against a negative deci&fon.

Indeed, the police are not even required to issue a decision in writing. Any appeal against a negative

decision must be filed in an Austrian court fromabroad mc cndr mns g ud ®rtrodmr hud  de
person cannot enter Austria to file the appeal with protection against return in the meantime. Given the often

abject circumstances of refugees fleeing persecution and war or other violence, this appeatscgss acts as

an obstacle to enjoying international protection in Austria.

A report of the Austrian parliamentary Committee on Internal Affairs concluded that emergency measures
must be employed only in exceptional circumstances, must be both necessanydaproportionate, and must
not infringe on norrderogable rights®® However, as it stands, the law paves the way for a significant +todick
in rights for people seeking international protection in Austria.

1.7.2 HUNGARY

Hungarian authorities have been particuldy aggressive in their attempts to draw a link between refugees
and the threat of terrorism. In December 2016, in response to criticism of Hungarian refugee policy, Minister

ne | trshbd Kiadryk¢ Sgc¢bradmxh+ rs’ sdayskegegasdedssagd hmsdf g shnm
rtbbdrretk---" "mc mnsdc sg°'s ®Z \bsr ne sddqqnghrl vdqgd

Hungary has also taken concrete steps toward keeping refugees out of the country and making it extremely

difficult for themincouns g x - Rhmbd 1/ 04+ sgd fnudgmldms g r hmunjdc
hl 1l hfg shnm + ° chrshmbs rs> sd ne dldgfdmbx dlonvdghmf s
"tsgnghsx: hmrshstshmf dwodchsdc itiegjudidatirgview af aspwinct qdr hm ®s
decisions, issued by the Office of Immigration and Nationality.

Sgd ®bghrhr rhst shnm v 'r hmsqgnct Bdndinihatysappliedigd K™ v nm @r
two counties by government decreé It was extended tosix counties within a few day$, and in March

2016 to the whole territory of Hungary* It is set to be in force until March 20175, despite plummeting

mtl adgr ne gdetfdd "mc | hfg ms “~gghu kr sn sgd bnt msgx+

migg- shnm tonm vghbg sgd ®bghrhr rhst > shnm g r addm itrsh

% The Main Committee advises the executive, including on European policy.

5 The Schengen area comprises 26 European states that have abolished passport and any other type of border control at theiamut

borders.

% Amnesty International AustriaStatement on the amendment of the Austrian Asylum Act (2005), the Aliens Police Act (2005) and the

Federal Office for Immigration an AsylumProcedural Law (2012) 21 April 2016,
https://www.amnesty.at/de/view/files/download/showDownload/?tool=12&feld=download&sprach_connect=417

% Accompanying report from the Committee on Internal Affair&5 April 2016,

https://www.parlament.gv.at/PAKT/VHG/XXV/I/I_01097/fname_528037.pdf

“Lhmhr s gx Mingstedof Jussicde pdaks o@ in Dutch paper about criticism of Hungarianréfud d onkhbx ~+ 7 Cdbdl adg 1/ 05+
http://www.kormany.hu/en/ministryof-justice/news/ministerof-justice-speaksout-in-dutch-paper-about-criticism-of-hungarianrefugee

policy.
" Law CXL of 2015 on amendments to certain laws in connection to the management ofsaanmigration, promulgated on 7 September
2015,(1/ 04- auh BWK- sbquamx df xdr sbquamxdjmdj = 9bldfdr adulGmcngkOr jdydk:

http://www.kozlonyok.hu/nkotine/MKPDF/hiteles/MK15124.pdf

2 Government decree 269/2015. (IX. 15.),
http://net.jogtar.hu/jr/gen/hjegy_doc.cgi?docid=A1500269.KOR&teshift=fffffff4&txtreferer=00000001. TXT
s Government decree 270/2015. (IX. 18.)http://www.kozlonyok.hu/nkonline/MKPDF/hiteles/MK15131.pdf
4 Government decree41/2016. (ll1. 9.),
http://net.jogtar.hu/jr/gen/hjegy_doc.cgi?docid=A1600041.KOR&timeshift=fffffff4&txtreferer=00000001.TXT
> Government decree272/2016. (IX. 5.), http://www.kozlonyok.hu/nkonline/MKPDF/hiteles/MK16135.pdf
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At the same time, amendments in 2015 to the Criminal Code led to the criminalization of refugees and
migrants who enter Hungary irregularly through its southern border fence, instituting a widege of
penalties, including prison sentences and mandatory expulsigh.

Eleven people have been convicted for illegal crossing of the border fence aggravated by alleged
participation in a mass riot. They were part of a large group of refugees and migrastteinded at the border
between Serbia and Hungary on 16 September 2015, the day after Hungary moved to completely close its
southern border. All of them, including a blind elderly Syrian woman and a wheelckbimund Syrian man
living with a disability, wee alleged to have participated in a mass riot in their attempts to enter the country
unlawfully, a crime carrying a prison sentence of one to five years and mandatory expulsion.

In November 2016 one of the eleven, Syrian national Ahmed H., was convicted a first instance court in

Rydfdc eng bnll hsshmf ® bsr ne” andvwpgsemencedtotencydassihmdc ax sgd
oghrnm “mc ehm k dwotkrhnm egnl Gtmf > gx- Ognrdbtsngr "~ kk
using a megaphor to request that the police communicate with the refugees and migrants at the border

and by throwing objects at them, which the prosecution argued had constituted an attempt to force state

authorities to allow the irregular entry of refugees and migrantgo Hungary’® News footage taken at the

time captured Ahmed H. using a megaphone to call on both the refugees and the police to remain calm, but

as the clashes intensified Ahmed H. admitted in court that he was involved in stone throwifigAmnesty

International observers on the scene at the time registered the use of excessive force by Hungarian police

while quashing the unresg?

Amnesty International has called the conviction of Ahmed H. a blatant and shameful misuse of terrorism
provisions in the Crimmal Code, noting that using a megaphone and throwing stones cannot credibly be
considered acts of terrorisn¥* Ahmed H. appealed the conviction and the prosecution had also announced

sg s hs hmsdmcdc sn ood k vg s hs bnmrhcdqgdc ° ®kdmhdms

s Law CXL of 2015 on amendments to certain laws in connection to the management of mass immigration, promatjah 7 September

2015, http://www.kozlonyok.hu/nkonline/MKPDF/hiteles/MK15124.pdf

7 Section314. Para. (1) a, Law C of 2012 on the Criminal Codel(/ 01- &duh B- sbquamx),- AEmsdst Sbquamxj bmxugqt
http://net.jogtar.hu/jr/gen/hjegy_doc.cgi?docid=A1200100.TV

8 Notes from the trial hearing, 30 November 2016, on file witAmnesty International

B MM 8yrig@ man jailed over Hungary border riot despite pleading forcalm+ 1 Cd bi6,| adg 1/
http://edition.cnn.com/2016/12/02/europe/syriarman-border-riot-terror/index.html

% Amnesty InternationalEd mbdc Nt s 9 Gt mf ° g x - of Réfuyeek and Migramts8 Onteber a8 (In@k EWRs r

27/2614/2015), https://www.amnesty.org/en/documents/eur27/2614/2015/en/

8 Amnesty InternationalHungary: Shameful misuse of terrorism provisions as man involved in border clash jailed for 10 yea@s

November 2016, https://www.amnesty.org/en/latest/news/2016/11/hungashamefutmisuse-of-terrorismprovisionsas-man-involvedin-
border-clash-jailed-for-10-yearst Rdd "~ krn+ J  qshj Qi+ ®Gnv ° e Il hkx I °"m hm Bxoqgqtr dmcdc t
-sdggnghr | -~ + btps:/Mrewainheatyl ang/ed/Iat€sBnews/2016/11/heafamily-man-in-cyprus-ended-up-in-a-hungarian

jail-cell-accused-of-terrorism/.
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2. PRINCIPLE OF
LEGALITY

“Calls by the international community to combat terrorism,
without defining the term, might be understood as leaving it
to individual States to define what is meant by it. This carries
the potential for unintended human rights abuses and even
the deliberate misuse of the term.”

Office of the High Commissioner for Human Rights

Adb trd sgdgd hr mn tmhudgr kkx ~fgddc cdehmhshnm ne ®sd

international bodies have created their own. In that process, over the years, definitions of terrorism have

become ever more vague and overly broad. Thisck of clarity in many counteiterrorism laws has led, in

turn, to alack ofcertaintyqd f " gchmf vg' s ogdbhrdkx bnmrshstsdr " m "~ bs
their conduct would amount to a crime, they cannot adjust their behaviour to adairiminality. The

consequences can be significant, ranging from the profiling of members of certain groups thought to be

Il ngd hmbkhmdc snv > gqc ®q chb > khy shnm zie®dltbggqd! hrl ~+ nq
association+ to the outrightmisuse by states of laws that define terrorism loosely to deliberately target

political opponents, human rights defenders, journalists, environmental activists, artists, and labour leaders.

Rtbg s gfdshmf tmcdg ~ agn lkrla” mmdm Iheé mgsg H$nomdsbilsd schn
any way with criminal acts may be subjected to unwarranted surveillance of their electronic communications,

controls on their ability to live in certain areas or meet with certain people, intrusive searches efrthomes

and cars, and monitoringt or outright closure-- of their places of worship. Overly broad definitions of

terrorism have real world consequences.

Sgd ®oghmbhokd ne kdf "khsx ™ tmcdg hmsdqgmcisaitis Kk kv qdpt
clear what constitutes a criminal offence and what the consequences of committing the offence would®be.
This recognizes that ildefined and overly broad laws are open to arbitrary application and abuse.

8N G B G @tuma® Rights, Terrorism and Counteterrorism + |t kx 1/ / 7+ o- 28+
http://www.ohchr.org/Deuments/Publications/Factsheet32EN. pdf

8 See Martin Scheinin, (former) UN Special Rapporteur on the promotion and protection of human rights and fundamental freedwariée

countering terrorism, Report to the Commission on Human Rights, E/CN.4/2006/98, par 359 ®Sgd ehqgrs qgdpthqgdl dms ne
paragraph 1, [ICCPR] is that the prohibition of terrorist conduct must be undertaken by national or international prescripgiof law. To be

'prescribed by law' the prohibition must be framed in such a way thathe law is adequately accessible so that the individual has a proper

indication of how the law limits his or her conduct; and the law is formulated with sufficient precision so that the indialdean regulate his

ng gdg bnmctbs ™ -
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For instance, causing a "disturbancels part of the definition of terrorism in some laws, sometimes with the
intent to compel the authorities to take a specific action. But disturbance®me in many forms and at
varying levels of severity.

Often, causing "fear" or "threat" in the general pofation is a key element in the definitions of terrorism. This

means, for example, that peacefully advocating for the rights of lesbian, gay, bisexual, transgender and

intersex people in the face of stiff public opposition could be deemed as intended tousa fear, and acts of

od bdetk bhuhk chrnadchdmbd bntkc ad bnmrhcdgdc °~ ®sgqd"’
activists could fall foul of antterrorism laws.

Human rights bodies have repeatedly criticized states for adopting impreziand overly broad definitions of
terrorism in domestic legislation.

Amnesty International calls on all states, including EU member states, to:
T Qdegq hm egqgnl “cnoshmf nq | "hms > hmhmf u ftd “mc nudqkx

1 Ensure that eachconstituent element of terrorisnrelated offences under national law is precisely
and sufficiently circumscribed to uphold the principle of legality.

2.1 BULGARIA

One of the broadest definitions of terrorism in the EU can be found in Bulgaria. Under the Crigliode,

® mxnmd vgn+ hm uhdv ne b trhmf chrstqa mbd ng ed g I nm
competent authority, a representative of a public institution or of a foreign state or international organization

to perform or omit part of hi/her duties commits a crime... [and] shall be punished for terrorism by

cdoghu shnm ne khadgs$ eqnl ehud sn ehesddm xd qr £

The 2016 counters dqgnghr |l ahkk 'rdd Bg osdq O0O( etgsgdq cdehmdr °
arson, pollution @ otherwise endangering the population or threatening the life or health of a person; causing

substantial property damage; hostagtaking; and the threat to take such actions with the intent to cause

such a disturbance or fear, or threaten or force a statctor to take a particular actior?®

Against a backdrop of high levels of racism and intolerance towards marginalized groups in Bulgaria,

including migrants, refugees, Roma, Muslims and people perceived to be members of these groups, it is

selfevidentth s sgd u ftd " mc nudgkx aqn ¢ cdehmhshnmr ne ®sdqq
arbitrarily target for monitoring, surveillance, investigation, and prosecution individuals from such

marginalized groups against whom the state has neither cribte nor sufficient evidence of criminality®

2.2 DENMARK

Hm I tkx 1/05+ sgd TM Gt m Qhfgsr Bnll hssdd dwogdrrdc bn
"mc cdehmhmf “bshnmr bnmrshstshmf “bsr ne s&Iggqnqghrl =~ hm
gdbnll dmcdc sg' s Cdml gqj ®bkd > gkx cdehmd sgd® "bsr sg s b

2.3 FRANCE

Hm @ ftrs 1/04+ sgd TM Gtl m Qhfgsr Bnll hssdd dwoqdrrdc
bans on leaving the countryando§ gd needmbd ne -hmchuhct k sdggnghrs t mcd:
vague and inaccurate terms criminalizing and defining actions constituting acts of terrorism, provocation and

8 Criminal Code of theRepublic of Bulgaria, Article 108ahttp://www.legislationline.org/documents/section/criminabdes/country/39

% Draft Law on Countering Terrorisrmo. 602-01-42, adopted by the Council of Ministers oY July 2016.

8 Amnesty International Bulgaria: Proposed counteterrorism bill would be a step back for human right29 July 2016, (Index: EUR
15/4545/2016), https://www.amnesty.org/en/documents/eur15/4545/2016/en/

87 Criminal Code of Denmark (2005), Article 114https://www.unodc.org/tldb/pdf/Denmark_Criminal_Code_2005.pdf

8 UN Human Rights Committee, Concluding Observations on the sixth periodic report of Denm&kK,PR/C/DNK/CO/67 July 2016, paras
27-28.
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uhmchb s hn rf Iteadled srdFgager tp ansure that laws thatrengthen antiterrorism provisions,

rtbg "r sgd Mnudladqg 1/03 kv sg°'s hmbktcdc sgd needmchm
principles of the presumption of innocence and of legality, and are consequently clearly and precisely set

nt € -

2.4 POLAND

The 2016 CounterterrorismLaw*hr a > rdc nm ° aqn c¢c rds ne ®s¥W¥mgnghrs bqghl
2010, the UN Human Rights Committee had found the definition of the nature and consequences of

®sdggnghrs bgqghl dr h nnadequitd It ggekPoland o endugekthat thee taw defines” mc

such crimes narrowly and in terms of their purpose; Poland has yet to do %o.

Hm 1/ 05 sgd fnudgmldms khrsdc hmbhcdmsr sg°s bntkc ad ne
accompanied the rew Counterterrorism Law. The list enumerated activities that, taken alone, could hardly

be thought of as credible and sufficient evidence that a person was involved in terrorist activity, including a

Onkhrg bhshydm ®bnl hmf BJosen bnmadbhk mueiaked atvityandcdhg d gmn @b d |
Polish citizen losing their ID documents abroatf. In October 2016, the UN Human Rights Committee

bnmbktcdc sg°s sgd cdehmhshnmr ne ®sdgqgnghrs ahmbhcdmsr —
cdehmhshnm ad “cnosdc sg°s ®cndr mns fhud sgd “tsgnghshd

ghf &sr -~

2.5 SPAIN

Sgd Odm  k Bncd hm Ro hm cndr mns dwokhbhskx cdehmd ®sdgqq
another has expandedand created overlap between different offences of varying gravity that are deemed to
constitute acts of terrorism.

In February 2015, four UN special rapporteurs issued a joint statement expressing serious concerns about

definitions in the context of a moe to reform the penal code regarding crimes of terrorism. The UN experts
bnmbktcdc sg°s ®sgd sdws ne sgd gdenqgl oqnidbs hmbktcdc
" chrognongshnm> sd ng chrbgdshnmingxsdmdhgdddddm®sneubgH"’
hmchuhct " kr- etmc I d¥s k gqhfgsr “mc eqddcnlr = -

k

Sgdx mnsdc sg s sgd cdehmhshnm ne sdggnghrs needmbdr =~ mc
"mc fknghehb > shnm™ ~ mc ®i t dandeabub. TlelSpearal Rappertesr dngtheen g h r |
ognlnshnm "mc ogqnsdbshnm ne sgd ghfgs s nterrerdadd c n | ne
could criminalize behaviours that would not otherwise constitute terrorism and could result in

disproportiaon® sd gdr sghbshnmr nm sgd Ywdgbhrd ne eqddcnl ne dwo

vdqd
nohm

Sgd TM dwodqgsr "~ krn gq hrdc bnmbdgmr sg°s sgd gdenglr hmb
committed in the context of a large gathering, in order to increase penalties in casépuablic protest. The

8 UN Human Rights Committee, Concluding Observations onetffifth periodic report of France, CCPR/C/FRA/CO/5, 17 August 2015, para.

10.

% UN Human Rights Committee, Concluding Observations on the fifth periodic report of France, 17 August 2015, para. 10.

° Law on Counterterrorism of 10 June 2016 (Ustawazdnia®y dqvb > 1/ 05 gq- n cyh S mh bg “msxsdggngxrsxby
% penal Code of 6 June 1997Tr s “v' y cmh™> 5 bydgvb 088 8Jounal ofllans d997% no.@%iters 66asv > mh™> j ~ gmdf n
"ldmcdc- @qshbkd 004 r- 1/9 ®@ sdggnghrs needmbd hreuppertinjtofahahsdc ~bs rtai
least five years, committed in order to: 1) seriously intimidate mapgrsons; 2) to compel public authority of the Republic of Poland or of

the other State or of international organization agency to undertake or abandon specific actions; 3) cause serious distubamthe

constitutional system or to the economy of the Replic of Poland, of the other State or international organizatiemnd a threat to commit

rtbg "m “bs - Rdd Dmf k hr hitpsuwgvrcde intit/dghlenon@aningimongyvabiEvaiiationsBonnu4lF 4
ADDMONEYVAL(2013)2ANN_en.pdf

% UN Human Rights Committee, Concluding observations on the sixth periodic report of Poland, CCPR/C/POL/Q6/Mpvember 2010

para. 4.

% Regulationof the Minister of the Interior and Administration of 22 July 2016 on the Catalogue of Terrorist IncideReZpor£3izenie

Lhmhrsg> Roq'v Vdvmisgymxbg h @cl hmhrsqgq bih y cmh® 11 kMydobmal 1/ 05 gq- VvV 1 oc
of Laws 2016 item 1092, 1.4.

% UN Human Rights Committee, Concluding observations on the seventh periodic report of Poland, CCPR/C/POL/CO/7, 23 November

2016, paras 9-10.

%N G B G Qwo léal reform projects undermine the rights of assembly and exprassin Spain- UN expertss = 12 Edaqt " gx 1/ 04+
http://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?NewsID=15597

“NGBGQ+ ®Svn kdf "k gqden@ls. ognidbsr+ 12 Edaqgt gx 1
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1/ 04+ sgd Bnll hssdd bghshbhydc sgd @bs enqg ®sgd trd ne u
vghbg bntkc fhud ghrd sn vhcd u®gh shnmr hm sgd hlokdl dm

2.6 UNITED KINGDOM

The UN Human Rights Committee hasaised concerns about the definition of terrorism iK legislation,

which is also an example of incremental legislative expansion of the types of actions and behaviours that can

constitute terrorism!® The Terrorism Act 2000 definition has been expanded thugh subsequent legislation

sg s g r “ccdc mdv needmbdr+ kd chmf-gdk sda®rBshghsdgm k n

In August 2015, the Committee expressed concern that the UK had maintained the broadly formulated

definition ofterroris hm rdbshnm 0O ne sgd Sdggnghrl @bs 1/ /1 ®sg s b
vghbg hr cdrhfmdc sn hmektdmbd °~ fnudgmldms ng hmsdgm’ sh
sgd cdehmhshnm hr -t mcthknAigdr sghbshud ne onkhshb k dwoqd
Amnesty International and many others have outstanding concerns, in particular with the still vague notions

ne vg' ' s bnmrshstsdr ®e > bhkhs > shnm + ®&dmbntg fdldms~ nqg ®
sdggnghr |l —+ °r oTSAanmecddddefihitor®s gd 1/ 04 B

Sgd TJ-r Hmcdodmcdms Qduhdvdg ne Sdggnghrl Kdfhrk > shnm ¢q
definition of terrorism under UK law in a December 2016 repotf* He noted that the definition had been

narrowed somewhat by the Janary 2016 Court of Appeal decision in the case of David Miranda Bxazilian

nationalwho was stopped at Heathrow Airport while in possession of documestspplied by Edward

Snowden. Miranda was questioned under Schedule 7 Terrorism Act 2000. The Court gp&al concluded

that while the stop was lawful under the existing law, paragraph 2(1) of Schedule 7 of the Act was

®hmbnl o shakd vhsg "gshbkd 0/ ne sgd ZDtgnod m\ Bnmudmsh
subject to adequate safeguac r ~ f * hmr s h s % Thequaldgmeny wag widelyt pectejviechas a -

victory for press freedont? but the Home Secretary stated in October 2016 that the government would

decline to change the statutory definition of terrorism in line with the Coumte @o od ™~ k 4t it cf | d ms -

B“NGBGQ+ ®Svn kdf "k gdengl oqnidbsr+~ 12 Edaqt qgx 1/ 04-

% UN Human Rights Committee, Concluding observations on the sixth periodic report of Spain, CCPR/C/ESP/CO/6, 1 August 205, par
25.

10 Terrorism Act 2000 s1 (1) as amended by Terrorism Act 200@. 11), s. 34; S.I. 2006/1013, art. 2 and CountesTerrorism Act 2008 (c.
28), ss. 75(1)(2)(a), 100(5) (with s. 101(2)); S.I. 2009/58, art. 2(a)Available here:
http://www.legislation.gov.uk/ukpga/2000/11/section/1#commentanl 6756551.

12 Amnesty International has had longstanding serious concerns about the definition of terrorism in UK law, and has expressacern
“ants sgd cdehmhs HerrarisnmAct2@08 singeghatchbt wds Tirst imtrodused Parliament; see, for instance, Amnesty
International, UK: Briefing on the Terrorism Bill(Index: EUR 45/043/2000Q, published in April 2000 and Amnesty International@JK: High
court decision to uptold use of terrorism legislation against David Miranda chilliig 0 8 E d a q httpsy/mwwlamiestytorg.uk/press
releases/ukhigh-court-decisionuphold-use-terrorismlegislationagainstdavid-miranda. For examples from other organisations see: Article
19, The Impact of UK AntiTerror Laws on Freedom of ExpressipBubmission to ICJ Panel of Eminent Jurists on Terraris Counter
Terrorism and Human Rights, London, April 2006; and Human Rights Watcbniversal Periodic Review of the United Kingdom: Human
Rights Watch's Submission to the Human Rights Council April 2008.

12 UN Human Rights Committee, Concluding observatis on the seventh periodic report of the United Kingdom of Great Britain and
Northern Ireland, CCPR/C/GBR/CO/7, 17 August 2015, para. 14.

S CounterSdggqnghrl " mc Rdbtghsx @bs 1/ 04 r 0 3-‘rehted attivily is any meor nore 6fthe 9 ®Hmunk ud | d ms
following:

(a) the commission, preparation omstigationof acts of terrorism;

(b) conduct that facilitatesthe commission preparation or instigation ofuch acts, or is intended to do so;

(c) conduct that givesencouragementto the commission, preparation oinstigation of such acts, or is intended to do so;

(d) conduct that gives support omssistanceto individuals who are knowror believed by the individual concerned to be involved in conduct
falling within paragraph (a).

It is immaterial whether the acts of terrorisnmi question are specificactsob d g gnqgh r | ng " bsr ne sdggnqghrl hm fdmdgq" |
http://www.legislation.gov.uk/ukpga/2015/6/pdfs/ukpga_2GD006_en.pdf.

14 David Anderson QC®Report of the Independent Reviewer on the Operation of the Terrorism Act 200@daPart | of the Terrorism Act

1/ /| 5 Decentber 2016,pp 24-26,

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/573677/THE_ TERRORISM_ACTS_IN_2015 web_.pdf
1% Miranda v Secretary of State for the Home Department and Commissioner for the Metropolitan P§R6&6] EWCA 6; [2016] 1 WLR
1505, para. 119, https://wwwijudiciary.gov.uk/wpcontent/uploads/2016/01/mirandav-home-sec-judgment. pdf

Mw@gqshbkd 08+ ®TJ9 Egqdd roddbg fgntor vdkbnld vhm eng ogqdrr eqddcnl hm Lh
https://www.article19.org/resources.php/resource/38236/en/ulitee-speechgroups-welcomewin-for-pressfreedomin-miranda-case

17 David Anderson QC@®EReport of the Independent Reviewer on th®peration of the Terrorism Act 2000ad Part | of the Terrorism Act
2006, 2 December 2016 p. 26.
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3. RIGHT TO PRIVACY

“I grew up with the understanding that the world | lived in
was one where people enjoyed a sort of freedom to
communicate with each other in privacy without it being
monitored. Without it being measured or analyzed or sort of
judged by these shadowy figures or systems...”

Edward Snowden, the former CIA employee turned whistleblower who leaked classified information about unlawful global
surveillance programmes*%

Privacy rights and surveillance practices in Europeand globally+ have been at odds in recent year¥® On

the one hand, states have vastly expanded executive power and largely neutralized the ability of the judiciary
to serve as a prior check, thus granting the executive a virtual monopoly of power over snggrveillance
practices. On the other hand, courts in EU member states, as well as international bodies and experts, have
met this challenge and made clear in judgments and expert opinions that indiscriminate mass surveillance
violates the right to privag, freedom of expression and other human rights. So far, the reach for greater
executive powers in the surveillance arena is winning, with a number of EU member states having already

i nhmdc sgd g mjr ne ®rtqudhkk > mbd™ rs > sdr -

As the examples below illusate, many European governments cite security threats to justify enhancing their
surveillance powers. While specific security threats need to be addressed by states, any response to them
must comply with the rule of law, including international human rigetiaw. Indiscriminate mass surveillance
cannot meet that test.

Like all measures taken in the counteterrorism context, communications surveillance has to be conducted

hm °~ v ' x sg°s ogdrdqudr odnokd-r gt ‘rouebymdags®fr - Rs sdr |
surveillance measures, but that is not the end of the story. Any communications surveillance measure used
l'trs ad rsghbskx mdbdrr gx "~ mc+ sn sgd dwsdms sg s hs hm

the particular circumstances of each case. The cornerstone of lawful communications surveillance is that it
is individualized and based on reasonable suspicion of wrongdoing.

Hmchrbghl hm> sd | “rr rtqudhkk  mbigh" thdn decddkdimmhmeg hond nad w
communications and data, is the antithesis of this. States may refer to indiscriminate mass surveillance
practices by othernamest®at kj =~ g sgdg sg m ®| "rr + ®bnkkdbshnm nqg ®t
®r t g u d k& kuklinguibtid gymnastics do nomake the practices conform to human rights standards.

MWK ggx @aq’ | boanhtosc@tiigerswveillancepqg n f g " Natioral Public Radio (NPR)9 July 2013,
http://www.npr.org/2013/07/09/200285740/privacyboard-to-hold-firstmeeting Rdd ~krn+ Jdmmdsg Qnsg ~mc R khk Rgds
Rmn v c New+¥ork Times 15 Sepember 2016, http://www.nytimes.com/2016/09/15/opinion/pardoredward-snowden.html?_r=0

@Bdkdr shmd A nayek shooping @uied bysecuwitg fd © g New York Tmes, 22 September 2016,
http://www.nytimes.com/2016/09/23/world/europe/discordversnoopingmuted-by-security-fears.html?smid=nytcorepad-

share&smprod=nytcoreipad& r=0.
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In addition to surveillance measures, some European states have pushed for greater mandatory data

retention, including communications data, by private telecommunications providers. Communications dista

hmenqgl "shnm “ants sgd bnlltmhb> shnm hsrdke+ drrdmsh’ kkx
drodbh kkx vgdm "~ ffgdf sdc nudg ° odghnc ne shld+ b m oq
including their politics, sexual orierdtion, medical conditions and financial status.

Retention of such data, whether by the state or private companies, poses three particularly serious problems
in terms of human rights protection:

1 itis not based on individualized, reasonable suspicion of @rgdoing;
1 it results in massive databases that may be hacked;

7 it allows the buildup of an enormous store of information covering many years for the state
authorities to trawl through.

Proposals to limit encryption have also raised concerfi¥. Encryption s used in a broad range of
applications to secure data, from protecting banking and financial data from criminals to keeping emails
confidential. Encryption allows victims of human rights violations to securely speak out and permits human
rights defendersto do their work, within and beyond the realm of repressive governments. Encryption should
only be subject to restrictions that are demonstrably necessary and proportionate, and otherwise comply with
international human rights law. Proposals to prohibit @ a ~ b j ¥'entrgpted communications are an
eeqnms sn odnokd-r gtl "m qhfgsr ~r sgdx hmchrbghl hm sdk

The UN High Commissioner for Human Right&? the Special Rapporteur on the protection of human rights
while countering terrorism*® and the Special Rapporteur on freedom of expressitfi have all denounced
indiscriminate mass surveillance. In October 2015, the Court of Justice of the EU concluded that legislation
that gives the authorities general access to thentent of electronic communications compromises the
essence of the fundamental right to respect for private life, as guaranteed by Article 7 of the [EU] Chaler.

The European Court of Human Rights has issued two important judgments in this regard. In Daber

2015, in Roman Zakharov v Russiahe Grand Chamber held that the regime in Russia for the surveillance
of telecommunications violated convention rights as it did not require prior judicial authorization based on
individualized reasonable suspicion ofirongdoing!!® In Szabo and Vissy v Hungarthe Court condemned
the unlawful surveillance practices in Hungar{:”

Amnesty International, jointly with nine other human rights organizations across four continents, is
challenging indiscriminate mass surveillece laws and practices in a case pending at the European Court of
Human Rights!!®

Amnesty International calls on all states, including EU member states, to:

1 Reject laws and policies governing secret surveillance and encryption that violate international
human rights standards.

1 Abandon indiscriminate mass surveillance laws and practices.

“Amnesty International For Your Eyes Only? Ranking 11 Technology Companies on Encryption and Human Rihtex: POL
40/4985/2016), 21 October 2016, https://www.amnesty.org/en/documents/pol40/4985/2016/enand Amnesty International Encryption: A
Matter of Human Rights(Index: POL 40/3682/2016), 21 March 2016, https://www.amnesty.org/en/documents/pol40/3682/2016/en/

1 An informal term used to refer to technical measures that weaken or undermine encryption tools, devices and services in deder
facilitate access to information and communications by actors other than the service provider, and parties to, the informatio
communications.

12 OHCHRr THB Righth  Oqg hu ™ b x h m, AHB@W27/@M30 Buse 2814, @fpsl/documentsdds-
ny.un.org/doc/UNDOC/GEN/G14/088/54/PDF/G14884.pdf.

BAdm DIl dgrnm PB+ ®Qdongs ne sgd Rodbh k Q oongsdtqgq nm sgd ognlnshnm ' mc
vghkd bnt msdghmf sdqgqgnqhr |hitps:/decumehtsdi8 6 + 12 Rdosdladqg 1/ 03+
ny.un.org/doc/UNDOC/GEN/N14/545/19/PDF/N1454519.pdf

WEQ  mj K Qtd+ ®Qdongs ne sgd Rodbh k Q comsgqscdtggdemlsge a@mimhsmn mmemd wo q
A/HRC/23/40, 17 April 2013,http://www.ohchr.org/Documents/HRBodies/HRCouncil/RegularSession/Session23RC.23.40_EN.pdf

115 Maximillian Schrems v the Data Protection Commissioner of the Republic of Irela@hse G362/14, Court of Justice of the European
Union, Judgment of 6 October 2015, para. 94.

5Roman Zakharov v Russia(47143/06), European Court of Huma Rights 4 December 2015.

17 Szabo and Vissy v Hungary37138/14), European Court of Human Rightsl2 January 2016.

18 Amnesty International, The European Court of Human Rights Application: 10 Human Rights Organisations v United Kingdom: Adélti
submissions on the facts and complaints, 9 April 2015 (Index: IOR 60/1415/2015),
https://www.amnesty.org/en/documents/ior60/1415/2015/erdnd The European Court of Human Rights Application: 10 Human Rights
Organisations v United Kingdom: Submissions made in light of the third IPT judgment of 22 June 2015 dptember 2015 (Index: IOR
60/3222/2015), https://www.amnesty.org/en/documents/ior60/3222/2015/en/
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https://www.amnesty.org/en/documents/pol40/4985/2016/en/
https://www.amnesty.org/en/documents/pol40/3682/2016/en/
https://documents-dds-ny.un.org/doc/UNDOC/GEN/G14/088/54/PDF/G1408854.pdf
https://documents-dds-ny.un.org/doc/UNDOC/GEN/G14/088/54/PDF/G1408854.pdf
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N14/545/19/PDF/N1454519.pdf
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N14/545/19/PDF/N1454519.pdf
http://www.ohchr.org/Documents/HRBodies/HRCouncil/RegularSession/Session23/A.HRC.23.40_EN.pdf
https://www.amnesty.org/en/documents/ior60/1415/2015/en/
https://www.amnesty.org/en/documents/ior60/3222/2015/en/

1 Only undertake surveillance after prior, independent judicial authorization, and subject it to ongoing
judicial scrutiny and independent oversight, on the basis of individlized reasonable suspicion of
wrongdoing and the requirements of strict necessity and proportionality.

1 Strictly circumscribe the aim of communications surveillance measures to a narrow set of genuinely
legitimate grounds, such as combating serious crimer acts amounting to a specific threat to
national security; and never use it against people for the lawful exercise of their human rights, such
as organizing peaceful protests.

1 Increase transparency about when surveillance is authorized and undertaken.

1 Notify people whose communications have been subjected to surveillance as soon as such
notification does not or no longer jeopardizes legitimate investigations, and provide them with
effective access to proper remedies against alleged human rights violatimesstituted by and/or
resulting from the surveillance.

3.1 AUSTRIA

On 1 July 2016, the Police State Protection AP entered into force, granting fareaching powers to the
Federal Office for the Protection of the Constitution and the Fight against Terrori@BWT)2° Such powers
included permission to collect data from other state institutions and agencies, and to engage in secret
surveillance, undercover investigation, and video and audio recording if there is a reasonable suspicion of an
attack that would canpromise the constitutional ordef?* No prior judicial authorization is required nor is

there provision for judicial supervision or independent oversight to ensure the lawfulness and proportionality
of BVT operations. Under the Act, the BVT has access torsstive data from all Austrian authorities and
enterprises?? Any information collected can be stored for up to six years.

The BVT reports to a confidential sulsommittee of parliament. A commissioner for special legal protection is
responsible for safeguating the rights of people affected by BVT operations and is tasked with approving
some (but not all) BVT investigative measuré&® The commissioner can bring legal complaints to the
Austrian Data Protection Authority on behalf of people who have been invgated by the BVT if legal
circumstances do not permit the commissioner to inform the people of the nature and extent of the BVT
operations. The BVT can invoke national security or witness protection to deny the commissioner access to
parts of the files.

Sgdrd bnmrsq hmsr g hrd rdghntr bnmbdgmr “~ants sgd "~ ahkh
independent oversight mechanism and the ability of the commissioner to provide an effective remedy to
people who suffer rights violations at the harsdof the BVT.

3.2 BELGIUM

Recent surveillance initiatives in Belgium focus primarily on people characterized as potential, suspected, or
gdstgmdc ®engdhfm sdggnghrs ehfgsdgr + vghInJdywod q nm sgd
2016, newspayers reported on the basis of government data that 457 individuals were on the list at the

beginning of 20161?° The government has acknowledged that a confidential circular sent to various

agencies sets out surveillance measures and policies targeting lisiadividuals.

119 Bundesgesetz Uber die Organisation, Aufgaben und Befugnisse des polizeilichena&achutzes (Polizeiliches Staatsschutzgesetz
PStSG) https://www.ris.bka.gv.at/GeltendeFassung.wxe?Abfrage=Bundesnormen&Gesetzesnummer=20009%86 bill passed the

National Council of parliament on 27 January 2016.

120 Bundesamt furr Verfassungsschutz und Terrorismusbekampfuf®VT). The BVT is a domestic police and intelligence agency
responsible for monitoring and investigating persons suspectedtefrorismrelated acts in Austria.

121 Section6 of the Act refers to offences in the Austrian criminal code that would constitute such an attack.

2Z@bbngchmf sn sgd @bs+ ®c s’ cdrdquhmf r odbh  kconcaning their satiahanéthnib mb kt cdr h me n.
origin, political opinion, tradeunion membership, religious or philosophical beliefs, and data concerning health or sex life.

23 1f domestic authorities or foreign security services, organs of the EU or the UN providerimfation on persons who are suspected of
having committed an attack abroad equal to an attack that would compromise tBenstitution the BVT can take action without the approval
of the commissioner.

124 The OCAD/OCAM list. The Law on Threat Analysis:
http://www.ejustice.just.fgov.be/cqgi_loi/change_lg.pl?language=fr&la=F&cn=2006071032&table_name=bie Royal Decree implementing
the Law on Threa Analysis:http://www.ejustice.just.fgov.be/cgi_loi/change_lg.pl?language=fr&la=F&cn=2006112833&table_name=loi

1% See, forexample® 0 w@o 2c Adkf hr bgd Rx qh arDeMohgencld Jyly 20h6r httpr/(vww.demangen.be/buitealand/1
op-de-3-belgischesyriestrijdersis-vrouw-of-kind-b4ec3db5/; and http://www.standaard.be/cnt/dmf20160712_02382220
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In September 2016 a new, dynamic database was established. This database allegedly will allow for better

exchange, updatingandcrosbh gdbj hmf ne hmengl "shnm gdk shmf sn ®enqdhf
different public servicesinvolvedhm ~ccqgdrr hmf sdggnghrl "mc vg s hr cddldc
dwsqgdFFhr| ~ -

Both the Coordinating Body for Threat Analysis list and the dynamic database are exempt from general
privacy and data protection safeguard®’ As a consequence, it is not posble for individuals to verify

directly whether they are listed, nor can they request access to their information or ask for it to be corrected
or removed. On the basis of Article 13 of the Data Protection Law, they can only indirectly request verification
and correction of their personal data via the Privacy Commission. The Privacy Commission can only
communicate to the person that the necessary verifications have been carried éfit.

The law introducing the dynamic database was rushed through parliamentarcouple of weeks, even

though it touches on complex issues. Moreover, both the Privacy Commission and the Council of State had
raised fundamental issues relating to the legal instrument used to create the new database, who has access
to it, and what infomation is to be included?®

Local administrations are required to set up Local Integrated Security CétfsThese cells are the vehicles for
police, the mayor, municipal social services and other relevant services and institutions to exchange
information. There is uncertainty about the role of confidentiality and professional secrecy within the cells,
and there are several worrying legislative proposals pending that would lift professional confidentiality in
cases where there is a risk of terrorissrelated dfences being committed!®!

On 29 May 2016, the Data Retention Aatvas adopted'®? This obliges telecommunications companies in
Belgium to retain all metadata concerning their customers' communications for 12 months, and to provide
the data to certain public officials, most typically law enforcement agencies conducting criminal
investigations. Notwithstanding the fact that the indiscriminate nature of the data retention had been
deemed problematic by the Constitutional Court and the Court of Justice of the B&the government stated
it was technically not possible to distinguish betweetifferent types of users of telecommunications services.
As a consequence, even the metadata of doctors, lawyers, journalists and other professionals subject to
professional privilege or other confidentiality obligations will be retained, although accessuch data is
subject to stricter safeguards.

3.3 FRANCE

In July 2015, a surveillance law came into force in France that granted the Prime Minister the power to
authorize the use of surveillance measures for a wide range of goals, including the protectioacafnomic or
nudg gbghmf engdhfm onkhbx hmsdgdrsr+ " mc sgd oqdudmshnm

%6 Established by RoyaDecree of 21 July 2016 establishing a shared database on foreign fighters,
http://www.ejustice.just.fgov.be/cqgi_loi/change_lg.pl?language=fr&la=F&cn=2016072138&table_nameatu the law of 27 April 2016 on

additional measures in the fight against terrorism

http://www.ejustice.just.fgov.be/cgi_loi/change_lg.pl?language=fr&la=F&cn=2016042707&table_name=loiRdd ~krn+ | dee Rsdhm+ ®AdKk
edcdg k onkhbd bghde aqg Nevwbsweek2d jovember 2016RtthRwwevchewgweek.comgbsldiubmolice-chief-
braces-isis-terror-attacks526192.

127 Data Protection LawArticle 4, s 4.

%8 Data Protection LawArticle 13; Articles 36-46 of the Royal Decree implementing the Data Protection Law
http://www.ejustice.just.fgov.be/cqgi_loi/change_lg.pl?language=fr&la=F&cn=2001021332&table_name=loi

129 The legal basis for the dynamic database has been included in the Law on the Police Service rather tharLthe on Threat Analysis.

130 This concept originates in a confidential circuteon the treatmentof®e ngdhf m sdqggqnqghrs ehfgsdgr - Sgd Qnx  k Cdl
enqg ohkns oqnidbsr enqg bnms  MWmh mfh b® Kk nsKirdmbial sappod domditidodd onlthe establishmdntn | a * s h mf

of a Local Integrated Security Cell.

31 For example,

http://www.dekamer.be/kvvcr/showpage.cfm?section=/flwb&language=nl&cfm=/site/wwwcfm/flwb/flwbn.cfm?lang=N&legislat=54&ddBsier

=1910; and http://www.dekamer.be/FLWB/PDF/54/1687/54K168700pdf.

32| aw of 29 May 2016 on the collection and retention of data in the electronic communications sector,
http://www.ejustice.just.fgowe/cgi_loi/change_lg.pl?language=fr&la=F&cn=2016052903&table_name=loi

133 0n 11 June 2015, the Belgian Constitutional Court had declared invalid the Data Retention Act of 30 July 2013 for having

disproportionately interfered with the right to privacy andath protection, enshrined in articles 7 and 8 of the EU Charter of Fundamental

Rights, of persons present under Belgian jurisdiction. The legislation attempted to salvage the content of the EU Data ReteDtrective,

previously declared invalid by the Qot of Justice of the European Union. The Belgian Constitutional Court ruled that the law had not

rteehbhdmskx | ds sgd gdpthgdldmsr hlonrdc ax sgd DTffencessdidhot+ “~r hs rshkk ¢
provide a due pocess for access to information; allowed for the targeting of people not constituting a genuine threat to security; and

provided for excessively long times of storage of intercepted information.
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otakhb ngcdg ° mc ®nhg méasuteyincludedtigelpdwerrto eknpioy indiscriminate
mass surveillance techniquesor the purpose of preventing terrorism.

The 2015 law permits the use of mass surveillance tools that capture mobile phone calls and of black boxes
in internet service providers that collect and analyze the personal data of millions of internet usersttie
"tsnl "shb cdsdbshnm ne dkdbsgnmhb bnlltmhb > shnmr sg° s bn

The Prime Minister has been empowered to authorize such surveillance without any judicial authorization

prior to the surveillance or ongoing independent judial oversight of the operation, for the purpose of

achieving vaguely defined goals, including preventing terrorism. Amnesty International warned before its

‘cnoshnm sg' ' s sgd kv v'r ®n aqgn ¢ hs drrcdtmsh  kkx ognuh

ak " mbgd eng | "rr¥c s’ hmsdgbdoshnm -

The Prime Minister is only required to seek the views of a new body, the National Committee of Intelligence

Techniques Controf**at s vhsgnts "~ mx gdpthgdldms sn “ahcd ax sgd Bnl
recommendations.There is no notification mechanism foreseen in the law, nor any other effective way for a

person to find out whether his or her communications are being subjected to unlawful surveillance

measures.

Hm I tkx 1/04+ Eq  mbd-r B nmofthedsatt lavhregardirlg suB/aillargesof r s gt bj cnvm
international communicationst*” In November 2015, a second law was passed that paves the way for

indiscriminate, mass surveillance of all electronic communicationsoth content and associated metadata

sent o, or received from, abroad, including therefore communications sent from one French resident to

another via a server located abroatf®

In July 2016, the law renewing the state of emergency amended the Law on National Security. This again

extended the sureillance powers over electronic communications of the Prime Minister to collect

information, without prior judicial authorization, regarding individuals suspected of constituting a threat or of

®adhmf “rrnbh> sdc vhsg rnl dgmgmdgdgn hll " neb ®oRshusdmsd mf sdagq

3.4 GERMANY

After expanding the surveillance powers of the federal intelligence serf€en 2015 in response to "cyber

threats"!**o > gk h >l dms “~cnosdc hm Nbsnadqg 1/ 05 -toforédighv nm sgd r dqgt
communications#? In response, the UN Special Rapporteur on the right to privacy expressed deep concern

sg s ° ®rs akd "mc ognfgdrrhud khadg k cdlnbg bzZx\ "~ khjd
kdf " khydc oq bshbdr mdsggschdodoignommdbdmi 5dgx+> "mc sg s chr
foreigners4?

The law grants the federal intelligence servidbe power to intercept, collect and process the
communications of norEU citizens outside Germany when the interception point is in Germa(bulk and
targeted surveillance) and when deemed necessary to "identify and prevent threats against internal or

34 Law No. 2015912, amending the Law on National Securitydode de la Sécurité Intérieure
www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000030931899&categorieLien=id

1% Amnesty International France ®Nar dqu  shnmr rtqgq kd ogqnids c¢cd knh gdmrdhfmdl dms ™ + @oqhk
https://amnedyfr.cdn.prismic.io/amnestyfr¥%2Fa3e7c7d%b64-4bdf-be69-

e€556592d8b2b_aif observations_sur_projet de_loi_renseignement_13_avril 2015 _:pdf@l mdr s x Hmsdgm shnm k+ ®Eq mbd9 O
gdidbs kv sg's fhudr b’ qgsd algepterbbgrd2015,wwwlamnesty.om/endatedtimdwk/2005frafied na * k k x + 2/
must-rejectlaw-that-givescarte-blanche-to-masssurveillanceglobally/ mc @ mdr sx Hmsdgm shnm k+ ®Eq mbd9 Mdv rt
aknv sn gtl ' m g h htps/wwwvamresy.otglkerlatest/hdws/2035/07/franceew-surveillancelaw-a-major-blow-to-

human-rights/. See also the July 2015 submission of Amnesty International and other NGOs before the Constitutional Court,
https://amnestyfr.cdn.prismic.io/amnestyfr%2Ffc34fa4817b-408a-9b08-f39d1c232bcc_observations_cc- 9 juillet 2015.pdf

1% Commission National de Contrdle des Techniques de Renseignement (French)

37 Decision No. 2015713 of 23 July 2015, www.conseiconstitutionnel.fr/conselconstitutionnel/francais/lesdecisions/accespar-
date/decisionsdepuis-1959/2015/2015-713-dc/decision-n-2015-713-dc-du-23-juillet-2015.144138.html.

38 Law No. 2015-1556: https://www.legifrance.gouv.fr/eli/loi/2015/11/30/DEFX1521757L/jo/textetmnesty International France,

®0ganbbto shnmr rtqhlkid odgmodrdhhsgrdm «od knhgugdkks mbd cdr bnl Il tmhb shnmr &k
September 2015,SF15 C4 23,https://amnestyfr.cdn.prismic.io/amnestyfr%2Fcd1lec69%lacf-403b-a061-

789fed6b90bf_aif observations_pjlsurveillance_sept2015.pdf

39 Law No. 2016987, Article 15, amending article 8512 of the Law on National Security,
www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000032921910&dateTexte=&categorieLien=id

140 Bundesnachrichtendienst(BND).

41 Gesetz zur Verbesserung der Zusammenarbeit iBereich des Verfassungsschutzes.

142 Gesetz zur AuslanéAusland-Fernmeldeaufklarung des Bundesnachrichtendienstesmending Gesetz iber den

Bundesnachrichtendienst.

' nrdog @ B mm s bh+ ®Sgd etmc Ildms k ghkhgsg ®nbpdbBue bA3cNbsnmdsg ddoOdmc
http://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?NewsID=20747&LanglD=E
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https://www.legifrance.gouv.fr/eli/loi/2015/11/30/DEFX1521757L/jo/texte
https://amnestyfr.cdn.prismic.io/amnestyfr%2Fcd1ec695-dacf-403b-a061-789fed6b90bf_aif_observations_pjlsurveillance_sept2015.pdf
https://amnestyfr.cdn.prismic.io/amnestyfr%2Fcd1ec695-dacf-403b-a061-789fed6b90bf_aif_observations_pjlsurveillance_sept2015.pdf
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http://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?NewsID=20747&LangID=E

dwsdgm k rdbtghsx + | "hms > hm Fdgl mx-r !b 0o bhsx sn "~ bs!
foreign affairs and security pdtics".!** These provisions are vague and overly broad, and bulk surveillance

for the purpose of informing foreign affairs fails to satisfy the requirement of proportionaittyThe law

contains no provision for independent judicial oversight.

In August 2016, three UN special rapporteurs wrote to the German government expressing concerns that
the draft law:146

1 articulated vague and overly broad conditions for the interception and processing of data;

1 only regulated data collection on German territory while data collection abroad would remain largely
unregulated;

1 unduly restricted the right to freedom of expression of foreign journalists and lawy¥fsincluding the
privileged nature of communications btween lawyer and client;

1 discriminated against norRGerman citizens in violation of their right to freedom of expression, which
is guaranteed to everyone, regardless of frontie¥s;

1 lacked a requirement for prior judicial authorization; and
1 lacked the provision of an effective independent oversight mechanism.

Mnmd ne sgd rodbh >k g oongsdtgr- bnmbdgmr v r s> jdm hmsn
October 2016.

Fdgl "m bntgsr g ud " krn gtkdc nm sgpbweesdrcAprg20k6, tleg hl hm™ k on
German Constitutional Court concluded that some provisions of the 2009 Federal Criminal Police Act, which

extended the powers of the federal criminal police to use covert surveillance measutdsr example, inside

o d n o k des,rinclgdimd remotely searching computers, and expanding the scope of transferring data to

authorities in third countriest were disproportionaté® Although the Court held that the powers were not

per seunconstitutional, it did rule that some provisionsere too broad or vague and, as such, were

disproportionate because they did not strike the correct balance between the right to privacy and the

interests of the state to investigate crimes, including terrorisralated offences. The Court also said that

increased transparency was needed in the way data was shared with third parties.

Since the law itself was not ruled unconstitutional, the provisions will remain in force subject to restrictions
until 30 June 2018 and then will need to be revised.

3.3 HUNGARY

In Szabo and Vissy v Hungarythe European Court of Human Rights found in January 2016 that the
Hungarian system of surveillance employed by the Asiferrorism Taskforce was contrary to European

human rights law!*° The taskforce had been given broad survaiihce powers, including opening
correspondence and reading electronic communications. The Minister of Justice can order such surveillance
on any individual on the basis of national security, without prior judicial authorization and without requiring
that the taskforce produce any evidence to support its request.

144 Gesetz Uber den Bundesnachrichtendienssection 6 (1)

145 Amnesty International Germany@Privatsphare ist ein Menschenrechie 2 September 2016,
http://www.amnesty.de/2016/9/2/privatsphaerést-ein-menschenrecht See dso Statement by Prof. Matthias Backer at an expert hearing on
the bill Offentliche Anhérung am Montag, dem 26. September 2016 zum Gesetzentwurf der Fraktionen der CDU/CSU und.SPD

146 | etter to Ambassador Hans Joachiraerr, Permanent Mission of the Federal Republic of Germany to the United Nations (Geneva),
from the UN Special Rapporteur on the right to promotion and protection of the right to freedom of opinion and expression; Bpécial
Rapporteur on the situation of human rights defenders; and USpecial Rapporteur on the independence of judges and lawyers, 29 August
2016, https://www.reporterohne-
grenzen.de/fileadmin/Redaktion/Presse/Downloads/Berichte_und_Dokumente/2016/20160902_Kritik_UN_am_BBEsetzesentwurf.pdf
WRdd T krn+ L gs g -madelaws: fivestatejoftsurveiltaBee in &arngany

Vntkc I ngd onvdg enqg rox ° f dmb hlhdex oo Censotshipu7dNovernbler2816,ud i nt gm™ khr | s ghrj>"
https://www.indexoncensorship.org/2016/11/tailemade-lawsthe-state-of-surveillancein-germany/

148 |CCPR Article 19.

149 German Federal Constitutional Court, 20 April 2016, 1 BvR 966/09, 1 BVvR 1140/09,
https://www.bundesverfassungsgericht.de/SharedDocs/Entscheidungen/DE/2016/04/rs20160420_1bvr096609.Hodgment in German)
and https://www.bundesverfassungsgericht.de/SharedDocs/Pressemitteilungen/EN/2016/bw§16.html (Court press release in English).
1%0Szabo and Vissy v Hungary(37138/14), European Court of Human Rights, 12 January 2016ttp://hudoc.echr.coe.int/eng?i=003
5268616-6546444.
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https://www.bundesverfassungsgericht.de/SharedDocs/Entscheidungen/DE/2016/04/rs20160420_1bvr096609.html
https://www.bundesverfassungsgericht.de/SharedDocs/Pressemitteilungen/EN/2016/bvg16-019.html
http://hudoc.echr.coe.int/eng?i=003-5268616-6546444
http://hudoc.echr.coe.int/eng?i=003-5268616-6546444

The applicants in the case were employees of an NGO critical of the Hungarian government. They argued
that they could be subjected to unjustified and disproportionately intrusive measures under Hung x - r
surveillance legislation. The Court held that the Hungarian law endowing the ARéirrorism Taskforcewith
these surveillance powers violated the right to privacy as there were insufficient legal safeguards to ensure
against abuse. It noted that:

1 the taskforce could subject almost anyone to surveillance since the law lacked specificity as to who
could be targeted for surveillance;

1 there was a lack of judicial supervision and no provision for parliamentary oversight;
1 it was not clear whether the inial 90-day warrant was renewable once or many times; and

1T sgd ®dl hmdmskx onkhshb k™ r xr sdlsurvailancé iasnhr s d gh
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3.6 NETHERLANDS

On 2 July 2015, the Dutch government introduced a bill for public consultation that proposed an overhaul of
the Dutch Intelligence and Security Act of 20022 The July 2015 draft Law on the Intelligence and Security
Services!®® if enacted, would legitimize sweeping surveillance and interception powers for the General
Intelligence and Security Service and the Military Intelligence and Security Service. An amendersion of

the bill, which was widely debated, was sent to the Dutch House of Representatives in October 2616.

The proposed law would grant the security services the power to intercept the electronic communications of

unspecified groups of individualse k nmf ~r s gd hronosddbghbedhobs™h-n nS ghhrr @kbh' Irhds ~ s h n'm
in the draft law or in the explanatory memorandum that accompanies it, raising concerns that such

interception will occur outside the bounds of a formal criminal investigation efe surveillance measures

should be trained on specific individuals for whom the state has a reasonable suspicion of criminal activity.

This broadly drawn provision-combined with the absence of an express requirement for prior individual

reasonable susption -- risks arbitrary interpretation and application, sigiiéng a disproportionate

interference with private communications.

The draft law also lacks sufficient safeguards against abuse. It proposes the establishment of a Review

Board®® tasked withreh d v hmf sgd k"~ vet k mdr'¥ denigon t® gpprovg tthekudewof ms L hmhr s d g
sgdrd rtqudhkk mbd onvdqgr: gnvdudg+ hs c¢cndr mns hmbktcd
independence. In addition, the recommendations of the currently sitting Ovegkt Board for the Intelligence

and Security Services?” about the lawfulness of the activities of the security services, are not binding and

can be overruled by the relevant Minister. The Oversight Board cannot end surveillance operations, nor

provide forredress.

The draft law does not provide sufficient guarantees that cooperation with foreign intelligence and security
agencies will not involve the sharing of information resulting from or leading to serious human rights
violations. Amnesty Internationahas expressed concern that the government would be able to share private
communications with the authorities of other states engaged in human rights violatidfisMoreover, the
provisions of the draft law relating to human rights safeguards on the use, r@en and destruction of
communications data are also not sufficiertt®

1 Szabo and Vissy v Hungary, para. 75.

%2 The Intelligence and SecurityAct of 2002 regulates special powers, including the interception powers of the intelligence and security
services (which historically focused on internal security) and the military intelligence and security services.

%3 Bill containing rules concerning the intelligence and security services and amending certain acts (Intelligence and Sec&etyices Act
20..), 2016/188/NL (Netherlands), 21/04/2016 http://ec.europa.eu/growth/tools
databasesitris/en/search/?trisaction=search.detail&year=2016&num=188

154 Bill containing rules concerning the intelligence and security services and amending certain acts (ligence and Security Servicesct
20..), https://www.rijksoverheid.nl/documenten/kamerstukken/2@/10/28/voorstetvanwet-inzake wijzigingwet-op-de-inlichtingen-en-
veiligheidsdienten

1% Toetsingscommissie Inzet Bevoegdhedgiutch).

%6 For the AIVDt the general intelligence and security servicesit is the Minister for the Interior and Kingdom Ret@ns. For the MIVDt
the military intelligence and security services it is the Minister forDefence.

157 Commissie van Toezicht op de inlichtingeren veiligheidsdienstenCTIVD (Dutch).

1% Amnesty International,The Netherlands: Submission for the UN Unersal Periodic Review in April/May 201,7September 2016.

%9 For example, the draft law (in article 67) prohibits disclosure of personal data whose correctness cannot be reasonably méted or
which were processed over 10 years ago if no new data have bgeocessed with respect to the person in question since that time;
exceptionallydisclosures to eligible foreign intelligence and security services regarding personal data can be permitted.
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3.7 POLAND

Onk>mc-r bnmsqgnud g-teforisin Lawtvasidly erihan6es theBsarteiltasiag gowers of the
Internal Security Agency and includes some of the most draconian surveill@ygowers in the EU Coupled
with a range of expanded surveillance powers enshrined in the February 2016 Police Aétthe Counter
terrorism Law helps set the stage for virtually unimpeded access by state authorities to the personal data and
other informaton of Polish citizens and others present or residing on Polish territory. In October 2016, the

UN Human Rights Committee expressed particular concern that the law interfered with the right to privacy
and discriminated against foreignerss?

Under the Counterterrorism Law, the ISA will maintain a list of persons allegedly involved in terrodsm
related activities and those reasonably suspected of being involved, and can access data on terrorisated
threats from several government agencies (e.g. the polidbe Border Guard, the Social Insurance

Institution, local authorities), as well as private property owners. The ISA can also share this data and its list
with other agencies, and access and carry out closedrcuit television recordings of public locatias The

law has no provision for notifying people at a relevant point that they are on the list, which would allow them
to challenge their inclusion on it, nor is there any process to allow anyone to get their name removed from
the list.

On13June2016,gd Bnt mbhk ne Dtgnod-r Udmhbd Bnl Il hrrhnm r hc sg
material conditions set in the Police Act for implementing secret surveillance are still insufficient to prevent

its excessive use and unjustified interference with the privax n e  h ni€ binden the Police Act; courts

"gd " kknvdc sn “tsgnghyd rtqudhkk > mbd ne sgd bnmsdms ne
crimes that the Venice Commission considered overly broad, and without a requirement to consider

proportionality. Communications data, which can be as or more revealing of personal information than

content, can be accessed directly by police without a court order.

In June 2016, the Council of Europe Commissioner for Human Rights, commenting generallytbe basket
ne rtqudhkk > mbd onvdgr bnms hmdc hm u ghntr k> vr+ b kkdc
cdl nbg shb+ hmcdodmcdms "~ mc deehbhdfhs rxrsdl ne bnmsqgnk

Foreign nationals in Poland are particular targetsf the 2016 Counterterrorism Law as they can be

subjected to a range of covert surveillance measures, including wi@ping, monitoring of electronic

communications, and surveillance of telecommunications networks and devices without any judicial

oversght for the first three months (after which surveillance can be extended via a court order). Such

rtgudhkk > mbd hr odql hssdc he sgdgd hr ° ®ed q + mns dudm
involved in terrorismrelated activities. Sinting out foreign nationals in such a manner is discriminatory.

Given the secret nature of surveillance, it could also lead to racial and ethnic profiling. The Law does not

provide procedural safeguards to ensure that anyone made aware of surveillance challenge it and have

access to an effective remedy against unlawful surveillance. It also potentially impacts Polish citizens

communicating or living with foreigners under investigation.

160 Amnesty hternational, Poland: Counterterrorism bill would givesecurity service unchecked powerl5 June 2016, (Index: EUR

37/4263/2016), https://www.amnesty.org/en/documents/eur37/4263/2016/ensee also,Amnesty InternationalPoland: Dismantling Rule

of Law? Submission for the UN Universal Periodic RevieaR27" Session ofthe UPR Working Group, April/May 201731 October 2016

(Index: EUR 37/5069/2016), https://www.amnesty.org/en/documents/eur37/5069/2016/er@nd Amnesty International Submission to the

UN Human Rights Committee, 118 Session, 17 Oct4 Nov 2017, 27 October 2016 (Index: EUR 37/4849/2016),
https://amnesty.org.pl/wpcontent/uploads/2016/10/HR CGsubmissionrAmnestyInternational. pdf

161 Amnesty International, Poland: New surveillance law a major blow to human rights, 29 January 2016, (Index: EUR 37/3357/2016),
https://www.amnesty.org/en/documents/eur37/3357/2016/enTThe Act significantly affects the right to privacy, allowing security services

and police broad access to telecommunications data, including internet and metadata. Confidentiality of information covesed b
professional privilege (e.g. availabletodefedc r nkhbhsngr ( hr “krn rhfmhehb> mskx bnlognl hrdc “r rd
communications is not prohibited. The Act has been challenged before the Constitutional Tribunal by the National Bar Coancilthe

Human Rights Commissioner, which has hatittle real effect given the current Constitutional Tribunal crisis, and the Law remains in force.

162 Concluding observations on the seventhepiodic report of Poland, para89-40.

18 European Commission for Democracy through Law (Venice Commission), Opiritm. 839/2016 (2016),
http://www.venice.coe.int/webforms/documents/?pdf=CEAD(2016)012-¢, para. 132.

®NilsLt h, mh®Dgnr hnm ne qtkd ne kv sggd sdmr gtl " m ghfgsr ognsdbshnm hm On
http://www.humanrightseurope.org/2016/06/nilsnuiznieks-erosionof-rule-of-law-threatenshuman-rights-protectiorrin-poland/.
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3.8 UNITED KINGDOM

In November 2016, the UK parliament passed thénvestigatory Powers Bill, which received Royal Assent on
29 November 2016.1% The Investigatory Powers Act contains some of the most sweeping surveillance
powers in the EUx indeed, in the world+ and when it comes into force, threatens to have devastating
consequences for privacy and other human rights in the UK and beyori#f.

Bnl |l nmkx gdedggdc sn “r sgd ®Rmnnodqr Bg gsdqgq + sgd @bs
powers,mandating broad powers for bulk interception, bulk acquisition, aess to bulk personal datasets

and bulk equipment interference (hacking)*” Such provisions, lacking any requirement for individualized,

gd rnm- akd rtrohbhnm+ “~gd bnmsqgq gx sn gtl " m ghfgsr Kk v-
so0 broad thatthey will undermine privacy rights well beyond what human rights law allo¥&.Such warrants

b m ad "ookhdc sn k> gfd mtladgr ne hmchuhct kr vgn ®rg q
b ggx nm+ o ghede varrknts dail to targt bpedific ixdividuals based on a reasonable

rtrohbhnm ne bghlhm k “bshuhsx "mc e kk entk ne sgd TJ-r

All powers under the new lawt both targeted and masst will generally be authorized by a government

minister after review by ajuaskjudicial body composed of members appointed by the Prime Minister. This

raises serious concern that the Act lacks provision for an independent authorization and oversight

mechanism17® Warrants would generally be issued by the Secretary of State (thee Minister responsible for

sgd rdbtghsx rdquhbdr (+ nm ~ q mfd ne u ftd fgntmcr rtbg
®dbnmnl-dadh mfdkike sgd T'Bhgddon¥hmf arel ®i t chbh >k bnll hrrhnmdg
the principles of udicial review, rather than a full assessment of the merits of applications for warrants. Even

this limited review will not be required for cases deemed urgent by the issuer of the warrant, which may

delay review for three days. Similarly, major modificatis of warrants, which can include adding the names

of people, places or organizations, would not involve judicial commissioners.

Despite the sweeping powers in the Investigatory Powers Act that threaten to violate the human rights of

people inside and ouside the UK, the bill was pushed through parliament by the government, which ignored

criticism from parliamentary committees, the telecommunications industry and civil society, including the

TM-r oghu  bx bghde+ vgn g ahttopriyatydand rangontsary ogedenta hk k uhnk ™ sd
Europe Court of Human Rights jurisprudenc&? Three separate parliamentary committees made extensive

recommendations on the bilin 2014, urging redrafting, further safeguards and greater consultation. Few of

these proposals were endorsed by the government.

@ mdrsx Hmsdgm shnm k hsrdke g ¢ addm sgd s gfds ne sgd
challenge brought by Amesty International noted above, on 1 July 2015 the Investigatory Powers Tribunal

notified Amnesty International that UK government agencies had unlawfully spied on its communicatidfs.

The Tribunal did not tell Amnesty International when or why it was sgion and what was done with the

information obtained.The Tribunal ruled that one of the other organizations that is part of the legal

challenge, the South Africebased Legal Resources Centre, had also been subjected to unlawful surveillance.

% The full text of thelnvestigatoryPowers Billthrough its stages of passage thumh parliament can be found here:
http://services.parliament.ukoills/2015-16/investigatorypowers.html
1% Amnesty Internation® k TJ+ ®Hmudr shf > sngx Onvdqr @bs kdf khrdr rvddohmf rtqudhkk ™ ml

https://www.amnesty.org.uk/presseleases/investigatorpowersact-legalisessweepingsurveillance powers
uk?utm_source=TWITTER&utm_medium=Social&utm_content=20161129175000&utmampaign=Freedom_of expressiorSee also,

Dvdm L b@rjhkk+ ®-Dwsqgdld rtgqgudhkk mbd- adbnldr TJ kv vhsg a’  qdkx vghl
https://www.theguardian.com/world/2016/nov/19/extremsurveillancebecomesuk-law-with-barely-a-whimper mc  @mcgdv Fgheehm+ ®Sd mr
sgntr " mcr rhfm odshshnm tqgfhmf O gkh | dms s nermetdcbmpanies t&keepresorddeis qd | d r o x h mf
dudgx vdarhsd "kk ne sgdhg btrsnldgr fn sn+ htp/wvwi.indeperalehioco.ukitiflh mf r — + Sgd Hmc c

style/gadgetsand-tech/news/investigatonpowershbill-act-petition-snooperscharter-spying-surveillanceprivacy-a7438791.html.

167 Matt Burgess,®nooper's Charter is seto become law: how the Investigatory Powers Bill will affect yowired, 25 November 2016,
http://www.wired.co.uk/article/ipbill-law-details-passed

1 Investigatory Powers BillSection 17 (2), HL Bill 62, 12 September 2016http://www.publications.parliament.uk/pa/bills/Ibill/2016

2017/0062/17062.pdf.

Gnl d Neehbd+ ®Hmsnhgpb ddsnhmrm ontegritnims sn Rbgdctkd 6 ne sgd Hmudrshf > sngx O
2016, pp. 20-23, https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/561091/16-

18_Interception_code_of_practice_draft.pdf

1 The Investigatory Powers Bik d r hf m> sdr sgd Hmudr shf  sngx Onvdqr Bnlblnhlrlrhhrnrnhdngnd gmc ~ m t mr
to be appointed by the Prime Minister, to three year terms, to exercise oversight and error reporting functions over theingdf the

investigatory powers. Selvestigatory Powers BillSection 205,HL Bill 62, 12 September 2016

"1 Seg among other things Investigatory Powers Bilirticles 2(4), 20(2), 58(7), 97(5), 130(2), 147(2) and 165(2), HL Bill 62, 12 September

2016.Rhl hk > g vngchmf-admmf®db nknihb dgaitsofitHe kedistatios setting out the oversight relef the Commissioners.

I nrdog @ B mm s bh+ ®Qdongs ne sgd rodbh "k g oongk¥kdtgq nm sgd gqghfgs sn
@ mdr s x HmYUHK sumeillancentibunkl tevea@ls themu d g ml d ms rohdc nm @I p20it5s x Hmsdgm shnm  k+~ 0
https://www.amnesty.org/en/latest/news/2015/07/ugurveillancetribunal-revealsthe-governmentspied-on-amnestyinternational/
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https://www.theguardian.com/world/2016/nov/19/extreme-surveillance-becomes-uk-law-with-barely-a-whimper
http://www.independent.co.uk/life-style/gadgets-and-tech/news/investigatory-powers-bill-act-petition-snoopers-charter-spying-surveillance-privacy-a7438791.html
http://www.independent.co.uk/life-style/gadgets-and-tech/news/investigatory-powers-bill-act-petition-snoopers-charter-spying-surveillance-privacy-a7438791.html
http://www.wired.co.uk/article/ip-bill-law-details-passed
http://www.publications.parliament.uk/pa/bills/lbill/2016-2017/0062/17062.pdf
http://www.publications.parliament.uk/pa/bills/lbill/2016-2017/0062/17062.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/561091/16-10-18_Interception_code_of_practice_draft.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/561091/16-10-18_Interception_code_of_practice_draft.pdf
https://www.amnesty.org/en/latest/news/2015/07/uk-surveillance-tribunal-reveals-the-government-spied-on-amnesty-international/

Earlier in he same case, on 6 February 2015, the Investigatory Powers Tribunal ruled that the UK

fnudgml dms-r ognbdctqdr eng ®rnkhbhshmf+ gdbdhuhmf+ rsnq
communications of individuals located in the UK, which havebeema s *~ hmdc ax TR “~tsgnqghshdr ™
OQHRL "mc Torsgd |l '"sgd TR M shnm k Rdbtghsx @ dmbx-r |~
European Convention on Human Rights?

AmnestyHms dgm® shnm”  k+ ®TJ9 -Ghr snqhsharingktkgd d kkrk ~ b Ed@tqgk h mfx dHm@edr+ hmsdkkhf dml
https://www.amnesty.org/en/latest/news/2015/02/dkistoric-surveillanceruling-finds-intelligence-sharing-illegal/.
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4. FREEDOM OF
EXPRESSION

“Limiting the space for freedom of expression and
restricting civic space advances the goals of those
promoting, threatening and using terrorism and violence.”

David Kaye, UN Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression”

The right to freedom of expressin has been under direct and sustained assault across Europe in recent

years. Measures that seek to curb speech and other forms of expression, taken cumulatively, reflect a

landscape where freedom to access information, offer opinions, exchange ideas, @amjage in robust and

challenging debatet publicly or onlinez is in rapid decline. The risk that a person could be labelled a

rdbtghsx sgqd’ s ng ®dwsqgqdl hrs™ g r g ¢ udgx qd >k bnmrdpt
hkktrsqg®  sd+Hqhmfg hdikede dbgsd @lgghmsk k t bg I d rtgdr bqgd sdr g r kde
smaller and more impoverished than it has been in decades.

Many governments have sought to criminalize expression perceived to support the aims of armed groups or

organy - shnmr k> adkkdc "r ®sdggngqghrs - @ sgdx g ud cnmd rnt+
including children, have been negatively affected by a narrowing of what speech and other forms of

expression' qd cddl dc ® b b d sesuritgheavy entirommdént qnod - r

Governments have not only criminalized expression that directly incites a person to commit a terrorism

related act. Some have criminalized any expression that is deemed to praise, glorify, support, defend,

apologize for, or seeks to justify acts defined@®s d gqnqghr | = tmcdg cnldrshb k> v 'rdd
rtbg ~r ®f knqgh e xdefined gnd ®Jue, te&ving raom for bgodd irtiekpletation. France,

gt mcgdcr ne odnokd+ hmbktchmf bghkcqgdnmknfgx ude addignq rogh rqlf d-
including for comments they have posted on Facebodk In Spaint  ®f knghehb > shnm ne sdggnqghr
been aimed at artists and musicians’’

Under international human rights law, everyone has the right to hold opinions without inteefiece and to
peacefully exercise their freedom of expression, including by way of seeking, receiving and imparting
information and ideas of all kind$’® States may place certain restrictions on the exercise of freedom of
expression. However, any limitationsiust be enshrined in a clear and publicly available law, and be
necessary and proportionate to achieve a legitimate goal. While such a goal may be the protection of national

»"®TM dwodgs v gmr bnla“s “f hmrs uhnkdms dwsqgdl hrl bntkc ,ad trdc “r -dwb"
http://www.un.org/apps/news/story.asp?NewsID=53841#0mSzuevQc

176 See for exampleChristophe Turgis®harlie Hebdo : a Nantes, un adolescent de 16 ans poursuivi powpologie du terrorismesur

Facebook- France 3 17 January 2015, http://france3-regions.francetvinfo.fr/paysie-la-loire/2015/01/17/charliehebdo-nantes-un-
adolescentde-16-ans-poursuivipour-apologiedu-terrorismesur-facebook634720.html.

Q' og dk Lhmcdg+ ®Bqg bjcnvmr nm eqdad dNevoYbrt Biges24irebdiary 201§nr r ° Dt gnod Vv gx ne
http://www.nytimes.com/2016/02/25/world/europe/spaheurope-protestfree-speech.html?_r=0

178 |CCPR, Article 191 and 2).
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security or public ordert™ each limiting measure must pass the test of legality enessity and proportionality
for it to be lawful under international human rights law.

Vghkd rs > sdr | “x ognghahs ®hmbhsdldms™ sn bghlhm k "~ bsr+
forms of expression is crossed all too often. When it comesdriminalizing expression, a set of particularly

strict conditions must apply to ensure that such sanctions do not run foul of the right to freedom of

expression.

In this regard, UN SecretansGeneralBanKii nnm bnmr hcdqgdc sg s @®&crimimal r gnt kc nmk:
prosecution of direct incitement to terrorism, that is, speech that directly encourages the commission of a
bghl d+ hr hmsdmcdc sn qdrtks hm bghl Fm k “bshnm “mc hr k

On UNESCO World Press Freedom Day in Ma015, four UN experts on freedom of expression stated that

®EZb\ghl hm >k gdronmrhahkhsx enqg dwoqdrrhnmr qdk > shmf sn
sn sdggnghrl : u-ftd bnmbdosr rt bg roriamshofiknotdpdr e x h mf - + =i tr
t r d! Exactly such vague terms have been made criminal offences in several countries in Europe.

Amnesty International is concerned that arrests and prosecutiorsand pending proposals for such
criminalization+ on the basisof suchu * f t dk x cdehmdc needmbdFrancey ® onknf x ne
®f knghehb s h nSpainmre the Uniled Kingtlom(l + nch m®ognl nshmf sdggnghrl ~ ' og
Germany®2ghrj uhnk > shmf odnokd-r qgqhfgs sntreatgdodthe! ne dwoqdrr
prevention of terrorism may require states to criminalize incitement to commit a terrorisetated offence,

u ftdkx cdehmdc needmbdr rtbg "r ® onknfx ne sdqgqgngqghrl
expression which, even if deply offensive to many, fall well short of incitemer#

The following country examples reflect the shrinking space in civil society for communication of and debate
on a range of timely and relevant and sometimes offensivet ideas. Criminalization of exgession has a
chilling effect and, as some of the examples reflect, may facilitate the creation of an environment of fear.

Amnesty International calls on all states, including EU member states, to:
1 Promote and protect the right to freedom of expression.

1 Only restrict forms of expression if absolutely necessary and proportionate to the achievement of a
legitimate objective, and on the basis of a clear and precise legal provision.

1 Only subject forms of expression to criminal prosecution where it genuinaijounts toincitement,
that is encouraging otherso commit recognizable criminal acts with théntent to incite them to
commit such acts and with areasonable likelihoodhat they would commit such acts, with alear
and direct causative linkbetween the statement/expression and the criminal act; vague offences
rtbg "r ® knghehb > shnm™ ngq ® onknfx~ ne sdgqgnghrl rgn

% |CCPR, Articlel9(3b).

1% Report of the SecretanGeneral ® he protection of human rights and fundamental freedoms while countering terrorisnh/63/337, 28

August 2008, para. 62.

B@gshbkd 08+ ®Rodbh ™k Q oongsdtqgqr v gm “f > hmrs gqdrsghbshnmr nm eqgddcnl n
https://www.article19.org/resources.php/resource/37952/en/speciedpporteurswarn-againstrestrictionson-freedom-of-speechin-

conflicts.

82 J6rg Diehl und Annett Meiritz ®nti-TerrorKonzeptDe Maiziéres Uberwachungsoffensive Spiegel Onling 11 August 2016,
http://www.spiegel.de/politik/deutschland/thomasde-maiziere-plant-ueberwachungsoffensivea-1107223.html: "krn AA@Bmamdvr + ®F

innewantts dggng ok ™ m sn sgv gs Hr ktip/Mwwsdbe.tomiedws/wonesurope37084819.@t f t r s 1/ 05 +

18 The former UN Special Rapporteur on the promotioand protection of human rights while countering terrorism, Martin Scheinin, laid out

a set of criteria for the criminalization of expression to comport with international human rights law. Prohibited expressiost be limited to

the incitement to condud that is truly terrorisn-relatedin nature; restrict freedom of expression no more than is necessary for the protection

of national security, public order and safety or public health or morals; be prescribed by law in precise language, and avaglie tems

rtbg " r ®f knghexhmf™ ng ®oqgnlnshmf~ sdgqgnqghrl: hmbk tressyrefemto ~ bst “k ' nai dbs'
intent to communicate a message and intent that this message incite the commission of a termri®lated act; and preserve the

"ookhb shnm ne kdf "k cdedmbdr ng oghmbhokdr kd  chmentteterross;jmbeedwbkt rhnm ne
UN Human Rights Council@&eport of the UN Special Rapporteur on the promotion angrotection of human rights while countering

terrorism’, A/IHRC/31/65, 22 February 2016,

http://webcache.googleusercontent.com/search?g=cache: BZX_IKEIJgJ:www.ohchr.org/EN/HRBodies/HRC/RegularSessions/Session31/Doc
uments/A.HRC.31.65_AUV.docx+&cd=1&hl=en&ct=clnk&gl=us
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4.1 BELGIUM

Just before its 2016 summer recess, parliament passed a bill extending the scope of the provision on
incitement to commit a terrorisrarelated offence!® As a result, there is no longer a requirement in Belgian
law to prove that the incitement entails any risk of a terrorisrelated offence actually being committed. By
omitting this condition, the government saght to lower the evidentiary burden imposed on a prosecutor.

Sgd ahkk v r gtrgdc sggntfg o " gkh I dms tmcdg " m dwodchsd
oqnodgkx gduhdv " mc cda sd sgd ahkk-omThe samelémenewd mdf ~ shud
also criminalizes incitement to travel with the purpose of committing a terrorigmlated offence (see Chapter

6).

Sgdgd "gd “krn svn ahkkr odmchmf hm o gkh Il dms sg s vntk
first, proposed by members of parliament in the rightwing Flemish nationalist Vlaams Belang party, would

criminalize expression that grossly minimizes, justifies, approves or makes an apology for terrorism

committed in Belgium or abroad, or celebrates a terrorismelated act!®® The second, proposed by members

of the current majority party, the centrist Frencispeaking Reformist Movement, would enshrine in the

Bghl hm> k Bncd ® onknfx ne sdggnghrl "+ cdehmdc “r vgdm rn
grossly minimizes terrorisrrelated acts!®®

In September 2016, the centreright Flemish nationalist party, New Flemish Alliance (MA) published its
security plan}®’ setting out five policy proposals. These would make it possible to explicitly criminalize

® ofnknne sdggnghrl ™ sggntfg "m hmsdgqoqds shud kv sg s br
hmbhsdl dms- Sghr vntkc I d° m sg°s mn kdfhrk shud bg mfd v
sdggnghrl - Mn kdf hr k= s haydt beemgsubonitted tokparlamentd m> bs sghr onkhbx

All of these proposals would threaten the right to freedom of expression in Belgium.

4.2 FRANCE

An amendment of the French Criminal Code adopted in November 2014 provides, among other things, for

sgd needmbdsdggq®gbnknfxSgd needmbd hr otmhrg akd vhsg eh
75,000 euros, or seven years in prison and a fine of up to 100,000 euros when the communication was

made online. The authorities said the amendment was needed to strengthemminal and administrative

measures to address terrorisanelated acts!®®

During the fortnight following the attacks in Paris on 7 January 2015, there were 298 judicial procedures for
® onknfx enq sdqgqgnghr !l ~+ hmbkt c¢ottheMinigrgof hustice®®Theh munk uhmf | h
number of cases spiked again following the 13 November 2015 attacks in Paris and the introduction of the

184 Bill Containing Various Provisions in the Fight against Terism (lIl) (Projet de loi portant des dispositions diverses en matiére de lutte
contre le terrorismé, July 2016,
http://www.lachambre.be/kvvcr/showpage.cfm?section=|flwb&language=fr&cfm=flwbn.cfm?lang=N&dossierID=1951&leqgis|gtS&4 also,
Peter Buysrogge Pr@etdeLo® ongs ms cdr c hr o rgrdb lstte conire le tetrouising (11l RappbrinFait au Ndéndde la
Commission Temporair®@ Kt s s d b n ms q,d 18kuly 2316, dtp:rivewin.ta¢chambre.be/FLWB/PDF/54/1951/54K1951003.pdf
Belgian Penal CodeCode Péna), No. 1867-06-08/01, Article 14, http://www.ejustice.just.fgov.be/cgi_loi/loi_al.pl?
language=fr&caller=list&cn=1867060801&la=f&fromtab=loi&tri=dd+as+rankas modified by the Law of August 3, 2016 Containing Various
Provisions in the Fight against Terrorism (lJIjrticle 2.

185 Belgian Chamber of Representatives, Bitfiminalizing grossly minimiing, justifying, approving, makingn apologyfor or celebrating a
terrorist offence(Proposition de loi punissant le fait de minimiser grossiérement, de cherchejustifier, d'approuver, ou de faire I'apologie
d'une infraction terroriste ou de s'en réjoujr 27 November 2015,
http://www.lachambre.be/kvvcr/showpage.cfm?section=flwb&language=fr&cfm=/site/mwwcfm/flwb/flwbn.cfm?dossierID=1483&leqisi&t=5
inst=K.

18 Belgian Chamber of Representativesill to punish apology for terrorism in public and on the internePgopostion de loi visant a

réprimer I'apologie du terrorisme en public et sur interngt20 November 2015,
http://www.lachambre.be/kvvcr/showpage.cfm?section=flwb&language=fr&cfm=/site/wwwcfm/flwb/flwbn.cfm?dossierID=1467&legislat=54&
inst=K.

187 NVA Nieuws,@iveau V: 5 voorstellen voor meer veiligheidt0 September 2016, http://www.nva.be/nieuws/niveawv-5-voorsteller
voormeer-veiligheid

188 ouis Imbert, ®Apologie d'actes terroristes: des condamnations pour I'exempljé.e Mondg 13 January 2015,
http://www.lemonde.fr/societe/article/2015/01/13/apologid-actes-terroristesdes-condamnationspour-l-exemple_4555102_3224.html

89 | ucie Soullier,@\pologie du terrorisme : Igustice face a I'urgence, 22 January 2015,Le Monde
http://www.lemonde.fr/societe/article/2015/01/22/apologidu-terrorismela-justice-face-a-I-
urgence_4560603_3224.html#dS9S003CQ02zxgiS.99
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http://www.n-va.be/nieuws/niveau-v-5-voorstellen-voor-meer-veiligheid
http://www.n-va.be/nieuws/niveau-v-5-voorstellen-voor-meer-veiligheid
http://www.lemonde.fr/societe/article/2015/01/13/apologie-d-actes-terroristes-des-condamnations-pour-l-exemple_4555102_3224.html
http://www.lemonde.fr/societe/article/2015/01/22/apologie-du-terrorisme-la-justice-face-a-l-urgence_4560603_3224.html#dS9SOo3CQ02zxgiS.99
http://www.lemonde.fr/societe/article/2015/01/22/apologie-du-terrorisme-la-justice-face-a-l-urgence_4560603_3224.html#dS9SOo3CQ02zxgiS.99

state of emergency. Some 255 cases were brought in November after the attédékand up to 570 by 10
Decemberi®t

Crimin k ognbddchmfr “f hmrs odnokd bg gqgfdc vhsg ® onknf x ne
odgrnm-r ®hlldch > sd “~ood g mbd~ adema0l5alonetcourtdl + rnl dshl d
g mcdc cnvm 274 rdmsdmbd¥ enq ® onknfx ne sdgqgnqghrl ~ -

A large proportion of these cases involve young people, a third of them min&tsin December 2015, for

example,aléyearn k¢ anx "~ mc svn rhrsdgr ~fdc 04 "mc 05 vdqd "~ qgqd
s d q g n'§ @rr2IMay-2016, a 25yearold manwhown s d ®Uhud C drg hm ° snhkds v r
fhudm ° rtrodmcdc rdmsdnm¥d eng ® onknfx enqg sdgqgnghrl — -

Nm 2 Itmd 1/05 o gkh Idms o rrdc °~ kv sg°'s | > cd ®qdftk"

hl “fdr nqg gdogdr dms ‘nsgh m®firk ncgchdelxd ¢ s&ng g@hgmtbhhand snh seed mb®&@g d f t
access is not clear in the law. The law came into force in July, even though the Constitutional Court stated in

2012 that criminalizing such online activity was an unnecessary, disproportionagstriction to freedom of

expressiont%

One of the first convictions for such online activity was in August 2016, when a-¥8arold man was jailed
enqg sgqdd xd gr eng+ "I nmf nsgdg sghmfr+ ® onknfx ne sdgq
webstes 1%

Government statistics released on 7 November 2016 indicated that since the beginning of 2015, 54 websites
had been blocked for apology for and incitement to terrorisfi?

4.3 NETHERLANDS

The Christian Democratic Parf! ognonrdc °~ ahkk hm L x 1/05 sn bghl hm khyd
proposal was received with much public criticisnm?

In 2014, the Minister of Security and Justice had advised against a similar proposal, arguing that such
criminalizationthreatened to violate the right to freedom of expressidff. In 2016 the Cabinet affirmed that

existing legal instruments were available to combat incitement to criminal offences such as terrofisthated

acts or incitement to hatred, and that it consideret s t mmdbdrr " gx sn bqd sd rdo q sd ¢
legislation04

19 | ycie Soullierand Damien Leloup ®ansle grand fourres nt s ¢ d k- ° o n k,id Modde t8tDecerdbgr@®lf, hr | d
http://www.lemonde.fr/attaqguesa-paris/article/2015/12/18/dansle-grand-fourre-tout-de-l-apologiedu-terrorisne_4834349_4809495.html

91 Minister of Justice ® F. RCRD+ dwoknhs > shnm r s’ shr s hpgudaed imtwwwriemonsefpdicec - hmengl “shnm céabt
justice/article/2015/12/16/apresles-attentatsune-justice-rapide-et-severecontre-l-apologiedu-terrorisme_4833298 1653578.html

192 Although aperson can argue that they are not readytdefend against the charge and require more time to prepare.

13 Minister of Justce ®R F. RCRD+ dwoknhs > shnm rs shrshptd ct rxrsAld c-hmengl shnm cabt
194 |ucie Soullierand Damien Leloup ®ans le grand fourres nt s ¢ d k- ° o n k,id Modde t8tDecerdbgr@®lf. h r | d

1% | a Depeche,@Apologie du terrorisme : 3 ados arrétés rue d'Alsadeorraine’, 22 December 2015,
http://www.ladepeche.fr/article/2015/12/22/2243107apologiedu-terrorisme 3-ados-arretesrue-d-alsacelorraine.html

1% Stéphanie Forestiey & enette : condamné pour apologie du terrorisme aprés avoir tagué « Vive DaeshLe Parisien 3 May 2016,
http://www.leparisien.fr/compiegneé0200/venette condamne-pour-apologiedu-terrorisme-apres-avoirtague-vive-daeshr03-05-2016-

5764869.php.

197 LawNo. 2016-731 @vhich reinforces the fight against organized crime, terrorism and their financing and which improves efficiency and

guarantees of criminal procedure amending article 4212-5-2 of the criminal code 4 June 2016 (Law No. 2016731 du 3 juin 2016

renforgant la lutte contre le crime organisé, le terrorisme et leur financement, et améliorant I'efficacité et les garamée procédure

pénale) https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEQIWB2627231&categorieLien=id

B n mr di#itkhD ‘ce dn q s 120137, bttp:Hatiameintbrnet.conseietat.fr/consiliaweb/avisadm/386618_20120405.pdf

199 | eparisien.frwith AFP, &Jn Nigois de 19 ans condamné a 3 ans de prison pour apologie du terrorismé_e Parisien 23 August 2016,
http://www.leparisien.fr/faitsdivers/nice un-homme-de-19-ans-condamne-a-3-ans-de-prison-pour-apologiedu-terrorisme-23-08-2016-

6063109.php.

201 hmhr s gx Lutee cdntmededegrdrisnte €t pr@vention de la radicalisati: réunion des préfets et des procureurs # November

2016, http://mobile.interieur.gouv.fr/Leministre/Interventionsdu-ministre/Lutte contre-le-terrorisme-et-preventionde-la-radicalisation
reunion-des-prefets-et-des-procureurs

201 Christen Democratisch Appel (CDA)

22 aw proposal of MP Keijzer to amend theriminal Code to criminalize the glorification of terrorisnNo. 34.466, No. 2 (2 May 2016).

203 Motion of MPs Haersma BumaVan der Staaij concerning the éminalization of glaifying terroristviolence (Parliamentary Paper 29 754,

no. 255), and @ etter of theMinister of Security and Justice about the approach to Jihad fighters and the Cabinet Response to submitted

Motions™ 9 September 2014 No. 29754-266.

MKdssdg ne sgd Lhmhrsdgr ne Rnbh ™k @ee  hqgr CrightsinBpludfarmsnibchrds x " mc 1me Rdbt ghs:
February 2016, Parliamentary Papers 29 614, No. 39, pp.-&.
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Article 131 of the Dutch criminal code already criminalizes public incitemertverbally or through writing or
imagest to violence against public authoritie3’® The maximum punishment is fiveyears in prison.

However, when the incitement is to commit acts related to terrorism or in preparation for or furtherance of a
terrorismrelated offence, the maximum punishment is increased by a third. Article 132 makes it an offence
to disseminate any matrial that would incite others to commit crimes. The maximum punishment is three
years, increased by a third when the incitement is to commit a terrorisrelated offence?°®

4.4 POLAND

The Counterterrorism Law passed in June 2016 includes provision for the Dater of the Internal Security

Agency to order the immediate blocking of specific websites with no prior judicial authorization if he or she

bnmrhcdgr sg°'s ° cdk ™ x bnt kc q# Aftekiige ddysra coummuasimc de hmdc ®s dq
confrmthats gd Hmsdgm k Rdbtghsx @ dmbx-r ngcdq v ' r itrshehdc
and Prosecutor General can appeal if the court rules that the order was not justified. The appeal can be

based on vague national security grounds. It remainsiclear what evidence the Internal Security Agency

and Prosecutor General would need to disclose to win the appé#.The law is silent on whether any other

person or organization can appeal the blocking of a website.

While the blocking of the entire corent of a website in itself raises significant freedom of expressicglated
concerns, in any event such blocking should not happen without prior judicial authorization. Judicial scrutiny
after the fact is not enough. Moreover, the fivday lapse between te blocking and judicial scrutiny means
website content would be unavailable without any prior judicial determination on whether the blocking was
necessary and proportionate.

4.5 SPAIN

Sgd cdehmhshnm hm sgd Ro mhrg Odmqgk ®Bmbdtend dd gladnsne eecemis dl
so broad that it threatens to criminalize lawful forms of expressié.

Hm 1/ 04+ ° gdengl ne sgd Odm k Bncd agn cdmdc sgd cdehmh
distribution or public disseminationof dr r ~ f dr nq rknf > mr "+ hmbktchmf dkdbsgnm
®f knghehb> shnm hr nmd sn sgqdd xd  ¢¥inPfebuay@dis, nm- @ i tcfd

four UN experts expressed deep concern that provisions adopted in the reform prosesolated freedom of
expression and peaceful assembR#!

In 2015, the National Court'? (a specialized tribunal tasked with the prosecution of crimes, including those

gdk > sdc sn sdggqnqghrl ( g mcdc cnvm 08 itOdulyhthesethadmr enq ®f k
been 17 such convictions. Several of those arose from a police operation dubbed Operation Spitfenhich

searched for messages on social networks that could be construed to fall within the legal definition of

®f knghexhmf sdggnghr | = -

25 Criminal Code (2012) http://www.legislationline.org/documents/seicin/criminal-codes/country/12

To fall within this provision, a direct connection must exist between the incitement and the crime incited, but the inciterigself can be

direct or indirect. Moreover, the act of incitement is complete once it is commumitec®? whether the incited act is actually committed is

irrelevant. Incitement must also be done publicly.

26 On 10 December 2015, the District Court of The Hague convicted eight men and one woman for a raféerrorismrelated offensesn

a trial known asthe "Context" case. Nine individuals were found guilty of various terrorism offences, including for online incitement to

terrorism (Art. 131) and the dissemination of terrorismelated inciting content (Art. 132). See District Court of The Hague, 10 Deceetb

2015, ECLI:RBDHA:2015:16102 http://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBDHA:2015:161@@nofficial English

translation).

27 | aw onCounterterrorism of 10 June 2016Tr s “v:- y c¢cmh" 0/ bydqvb' 1/ 05 )dournaof cawh2018," mh  bg "~ msxsd
Article 32cs 4.

)] " m QxMygVvj@®n® mc-r fnudgmldms: hr bnl hmf “esdg sgd Hmsdgmds

Warsaw is tightening control over the Web in the name of national secufity’ mc rdsshmf "~ m nl hmntr oqdbdcdms enqg nsoc¢
Foreign Policy 10 June 2016, http://foreignpolicy.com/201606/10/now-polands-governmentis-coming-after-the-internet/.

Rdd+ enq dw Il okd+ @ mdr sx Hsmsgdgmg hsrhin no cknto NBrR'ok rh mAn tMdev  hommet gnisndfqgd  a > r hb gt | °
2015, https://www.amnesty.org/en/latest/news/2015/02/spaimew-counter-terrorismproposalswould-infringe-basic-human-rights/.

20 Article s 50 (fines) and578 of the Spanish Penal Coderévised 2015)

21N G B G Qwo ledal reform projects undermine the rights of assembly and expression in SpaiN experts™ 12 Edaqt " gx 1/ 04+
http://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?NewsID=15597

22 Audiencia Nacional(Spanish)

213 Operacion Arafia(Spanish)

DANGEROUSLY DISPROPORTIONATE
THE EVER-EXPANDING NATIONAL SECURITY STATE IN EUROPE

Amnesty International 41


http://www.legislationline.org/documents/section/criminal-codes/country/12
http://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBDHA:2015:16102
http://foreignpolicy.com/2016/06/10/now-polands-government-is-coming-after-the-internet/
https://www.amnesty.org/en/latest/news/2015/02/spain-new-counter-terrorism-proposals-would-infringe-basic-human-rights/
http://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?NewsID=15597

Cesar Montana Lehman, also known as Cesar Strawberry and lead vocalist of Madridnagk band Def con

Dos, was apprehended in May 2015 and subsequently detained the course of Operation Spider. He was
ognrdbtsdc engd®fhkghbhkhb  smhnmt hbBkh > shmf uhbshlr ne sdgqgn
in 2013-14. In December 2013, Lehman tweeted "how many more shoufdllow the flight of Carrero

Blanco?" referring to Admiral Luis Carreflanco, a Franceera prime ministerkilled in 1973 in an ETA

car bomb attack in Madrid.?'® In another tweet from January 2014 Lehman joked about offering former King

Juan Carlos a bomb as a birthday gift®

Prosecutors alleged that in the tweets he defended the armed groups ETA and GRAP@ July 2016, the
criminal chamber of the National Court acquitted him of all charges. The case is on appeal at the Supreme
Court.

In February 2016, puppeteers Alfonso Lazaro de la Fuente and Raul Garcia Pérez were arrested after a

performance organizedbygd b hsx bnt mbhk enq L2284 kargecaudiench, indudihgu - k bdkdagq"
children, attended their puppet show, during which a puppet held a banner with a slogan similar to one

used by the ETA. Some of the audience took offence and called the police

The puppeteers appeared before the Second Chamber of the Central Investigative Court of the National

Bntgs hm L cqhc nm 5 Edaqt gx+ “bbtrdc ne ®f knghehb > shnm
They were remanded in custody pending tri&t® On 10 February, the prosecutor in charge of overseeing the

investigation requested their release. Two days later Amnesty International issued an Urgent Action calling

eng sgd bg gqfd qdk’ sdc 2 6onil®AginAgmhesthibterrgidnal and sixsotherad cqnoodc -
organizations wrote to the Working Group on Arbitrary Detention to inform it of the c&8e.

Nm 8 Rdosdladg+ Ro hm-r M" s h n-mrlated cBange sheuld §et dkopped, laitg ° s s gd ®f
upheld an earlier ruling to remitg d ® h m b-helatddl clibrgs to a competent court of investigation in
Madrid.

4.6 UNITED KINGDOM

For a decade under the Terrorism Act 2006, UK counteerrorism legislation has provided for controversial

criminal offences related to direct and indirect forma e ®d mbnt g  f dl dms ~ + hmbktchmf sgd
terrorism. In the same decade, provisions in the Terrorism Act 2000 permitting the proscription of

ngf "mhy > shnmr ®bnmbdgmdc hm sdgqgnghr!l ™ vdgd “~ Il dmcdc sn h
terrorism?222 This legislation was passed in the context of the July 2005 bombings in London, with the then

Prime Minister proposingal2onhms ok " m sn bnla's vg s v 'r bg q bsdghydec
®g - chb 2®hy shnm -

214 Euskadi Ta AskatasungBasque)

2@f dmbd Eq  mbd Ogdrr+ ®Ro mhrg bntgs bkd gqr gq oodg vgn injdc “~ants DS@
https://www.thelocal.es/20160720/spanisttourt-clears-rapper-of-charge-of-glorifyingterrorism

2@f dmbd Eq  mbd Ogdrr+ ®Ro mhrg bntgs bkd gqr g oodg vgn injdc “ants DS@
27 Grupos de Resistencia Antifascista Primero de Octub¢8panish)

218 Amnesty International ®8pain: Puppeteersaccused ofglorifyingterrorism: Alfonso Lazaro de la Fuente and Raul Garcia Péretx2

February 2016 https://www.amnesty.org/en/documents/eur41/3428/2016/en/

219 Articles 578 and 5100f the Penal Code, respectively.

2@ mdr sx Hmsdgm shnm k Tgfdms @b shnm+ ®Ro’ hm9 OEURMUINZBLAE ~bbtrdc ne fkngq
https://www.amnesty.org/download/Documents/EUR4134282016 ENGLISH.pdf

21 Amnesty International®laciones Unidas debe investigar la "detencién arbitraria” de los titiriterpd9 April 2016,
https://www.es.amnesty.org/emue-estamos/noticias/noticia/articulo/variasrganizacionesde-derechoshumanos-piden-a-naciones-unidas-
que-investiguela-detencion-arbi/

222 Terrorism Act 200Q s3 http://www.legislation.gov.uk/ukpga/2000/11/section/Gee amendments at 3(5)AC in particular:
http://www.legislation.gov.uk/ukpga/2000/11/section/3#referenael 6757481). The case ofR v Farazitself highlights the extremely

complex considerations required in terms of intent and directness in order for criminal proceedings to correctly consideetiver a

otakhb> shnm ng sgd dwogdrrhnm ne ° uhd FarazVvR[2002hEVCAICEM 282028 mcdc sn ®dmbnt g f
December 2012), http://www.bailii.org/ew/caseEWCA/Crim/2012/2820.htmbknd discussion by Edward CraverfCase commentR v Faraz

+ Terrorist publications and free speech in the Court of Appeal,” 10 January 2018tps://inforrm.wordpress.com/2013/01/10/case
commentr-v-farazterroristpublications-and-free-speechrin-the-court-of-appeatedward-craven/.

2 "The prime minister's 12point plan," The Guardian, 5 August 2005,

https://www.theguardian.com/politics/2005/aug/05/uksecurity.terrorismehd ®peech: The prime minister's statement on anterror

measures +  4ust @03, (Reprinted inThe Guardian https://www.theguardian.com/politics/2005/aug/05/uksecurity.terrorisf.1The

fnudgmldms s sgd shlddre hmhbhgmokhrognemr skbghkhm kmlylkdtcc ®b nmcnmhmf ™~ sdggnqg
legislative process.
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proscription on wider grounds has been quite extensi Sgd mnshnm ne ®f knghehb"®

In practice, the use of the powertm qnr bghad dmshqgd fgntor nm ®fknghehb  shnm

shnm h
1//5 hr dwsqgdldkx u > ftd+ °~ mc hmbkiamerdary p&&sage, howeder,aq bdkd )
okhd

aq
bk trd v r “ccdc sn dmrtgqd sg° s hs b m nmkx ad "o c Vv
infer that what is being glorified is being glorified as conduct that should be emulated by them in existing
circumstances ?°Sgdqgd hr “krn hmrteehbhdms bk ghsx adsvddm sgd c
®f knghehb shnm - Hmcddc+ “r nmd kdf k bnlldms sng mnsdc+
public encouragements that terrorism would be a goathing, without stating where or when or against
vgnl +~ "mc hm sghr qdf "gc cheedqr rhfmhe®ib mskx eqnl =dm

4.7 EUROPEAN UNION

Initiatives have been taken at the EU level to limit freedom of expression in a manner thaeaaiserious
human rights concerns.

In December 2015, the European Commission rolled out a proposal for a Directive on Combating Terrorism

' ®sgd o0qnon r?dThe propapat] Disettivedh nfs-d mcdc sn “ccqdrr qgqhr hmf bnmbdq
terroristfiggs dgqr~ sq udkkhmf eqgnl DT I dladqg rs sdr vhsg sgd hms
zones such as Syria and Irae remained pending adoption as of 6 December 2016.

Amnesty International and norgovernmental partners submitted a detailed critiquiof the proposed
Directive, including key concerns about how certain provisions threatened the right to freedom of
expression?®

@gshbkd 4 ne sgd nghfhm k cqg es Chgqdbshud+ enq dw Il okd+
terroristneed mbd™ " mc v ' r #8gd  ggbbbkdqgr bthfbdqwretheébarhl hm” khyd h
not' hs hr( chqgqdbskx “cunb’  shmf shiqtgmdrh r sthagcsiecm@ifemped r — + oqnuhc
® ° xbe committed. This established a verjow threshold for the proximity of the criminalized conduct to

the principal offence. Its vagueness made it difficult to see how it would have been applied in practice,

contrary to the principle of legality. Crucially, the potential breadth and uncertairgf/its scope carried risks

of arbitrary or discriminatory interference with freedom of expression.

The revised and consolidated text of the proposed Directive, made public in November 2016, indicated that

sgd needmbd ne ®f kn g hAditlebbasam example gf indirecapdildicprovocato®TAs s n

mnsdc "~ anud+ sgd bghlhm khy shnm ne bnmctbs cddldc sn ®f
ne eqddcnl ne dwogdrrhnm- Nm 4 Cdbdl adcCivillbé&tees;, sgd Dtgnod
Justice and Home Affairs (LIBE) approved the revised and consolidated text of the directive. Final adoption

was expected by the end of 2016 or beginning of 2017.

It is essential that the proposed Directive expressly confirms and effectivel f t " @ msddr odnokd-r eqd
expression, which may only be limited where the authorities can justify restrictions as prescribed by law and

24 An updated list is published regularly by the Home Officéittps://www.gov.uk/government/publications/proscribetrror-groups-or-
organisations-2. As of July 2016, 70 international organizations and 14 Northern Irelasrélated ones had been proscribed; a detailed
breakdown of how many of these are peeribed on grounds of promoting or encouraging (including glorifying) terrorism was not available.
25 David Anderson QCThe Terrorism Acts in 2011: Report of the Independent Reviewer on the Operation of the Terrorism Act 2000 and
Part 1 of the TerrorismAct 2006,
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/228552/9780108511769.utiragraph 10.6.

2%6 See Clive Wder, The Antiterrorism legislation2nd Ed, Oxford: OUP. Para 2.63 (but see 2.663 more generally)

27 Proposal for aDirective of the European Parliament and of the Council on combating terrorism and replacing Council Framework
Decision 2002/475/JHA on ombating terrorism, COM (2015) 625 Final, 2015/0281 (COD), 2 December 2015,
http://ec.europa.eu/dgs/homeaffairs/whatwe-do/policies/europearagendasecurity/legislative
documents/docs/20151202_directive_on_combatting_terrorism_en.pdf

28Amnesty International, International Commission of Jurists, Open Society Justidéidtive, and Ope Society European Policy Institute,

I nhms Rtalhrrhnm gqdf gchmf sgd Dtgnod ™ m Bnl I, h9rFebuary20¥6, Ognonr dc Cq  es Bnl a’
https://www.amnesty.org/en/douments/ior60/3470/2016/en/.

29@q s h bMenhberState®Rshall take the necessary measures to ensure that the distribution, or otherwise making available, of a message
to the public, with the intent to incite the commission of one of the offences listéu points (a) to (h) of Article 3(2), where such conduct,
whether or not directly advocating terrorist offences, causes a danger that one or more such offences may be committed, is pabis as a
criminal offence when committed intentionally.

230 Council of the European Union, Proposal for a Directive of the European Parliament and of the Council on combating terrorism and
replacing Council Framework Decision 2002/475/JHA on combating terrorism,rswlidated text following sixth trilogue of 10 November
2016, 11 November2016, http://statewatch.org/news/2016/nov/ewwouncil-c-t-directive-consolidatedtext-14238-16.pdf. The revised

Article 5 (Public Provocation to Commit a TerrorisDffence9 Ménber States shall take the necessary measures to ensure that the
distribution, or otherwise making availablby any means, whether onor offline, of a message to the public, with the intent to incite the
commissbn of one of the offences listed in points (a) t@) of Article 3(1), where such conduct, directlyor indirectly, such as by the
glorification of terrorist actsadvocaes the commission oterrorist offences thereby causing a danger that one or more suis offences may
be committed, is punishable as a criminal offence when committed intentionally.
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as absolutely necessary and proportionate to a legitimate purpd8eSuch a provision was included in the

2008Frd dvnaqj Cdbhrhnm nm Bnla> shmf Sdgqgnqghrl + vghbg ehgqrs
sn bnl |l hs °~ sdqgqn $htissot aearevidanjistificatioh therezduld ke for emitting a

similar clause from the proposed Directive.

21 Amnesty Internations European Network Against Racism, European Digital Rights, Fundamental Rights European Experts Group,
Human Rights Watch, InternationaCommission of Jurists and Open Society Foundation€Eu®pean Union directive on counterterrorism is
seriously flawed, 30 November 2016, http://www.amnesty.eu/en/news/presgeleases/all/europearunion-directive-on-counterterrorismis-
seriouslyflawed-1010/#.WErAnneZMkg

232 Council FrameworkDecision2008/919/JHA of 28 November2008 amending FrameworkDecision 2002/475/JHA on combating
terrorism http://eur-lex.europa.eu/legatontent/EN/TXT/?uri=celex%3A32008F0919
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9. RIGHT TO LIBERTY

“Everyone has the right to liberty and security of person.”

International Covenant on Civil and Political Rights, Article 9

Many EU member states have implemented laws that allow them to detain individuals suspected of
terrorismrelated offences for an extended period before bringing chargesand in many cases, charges are
never laid. These suspects typically do not have acce®o the secret information on which the detention is
often based and consequently cannot effectively challenge its legality. Prolonged detention without charge or
trial violates the right to be free from arbitrary detention and other fair trial rights suas the presumption of
innocence.

In order to avoid arbitrariness, states must ensure that deprivation of liberty is in accordance with law, is
proportionate and includes procedural safeguards. These safeguards include the rights to:

1 be promptly informedof any charges;

1 be brought promptly before a judge;

1 access counsel of choice from the outset of detention;

1 challenge effectively the legality of the detention before a court; and
l

be afforded an effective remedy in a case of unlawful deprivation of libef*?

Amnesty International calls on all states, including EU member states, to ensure that no person is subjected
to arbitrary detention in the context of counteterrorism operations.

9.1 BELGIUM

The Parliamentary Committee on Countgerrorism in Belgiumis currently considering a proposal to amend
the Constitution to extend the maximum duration of preharge detention from 24 hours for up to 72
hours 23 Initially, this reform was announced as a counteerrorism measure, but it is likely to apply to all
suspects.

23 |CCPR, Article 9ECHR, Aricle 5.

24 The exact scope othe amendment is still under debate. The following proposals have been submitted to Parliament:
http://www.dekamer.be/kvvcghowpage.cfm?section=/flwb&language=nl&cfm=flwbn.cfm?lang=N&legislat=54&dossierID=1741
http://www.dekamer.be/kvvcr/showpagefm?section=/flwb&language=nl&cfm=flwbn.cfm?lang=N&leqgislat=54&dossierID=1713
http://www.dekamer.be/kvvcr/showpage.cfm?section=/flwb&language=ni&cfm=flwbn.cfm?lang=N&legislat=54&dossierID=1712
http://www.dekamer.be/kvvcr/showpage.cfm?section=/flwb&language=ni&cfm=flwbn.cfm?lang=N&legislat=54&dossierID=1,529
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Under Belgian law, a lawyer should be present from the start of the first interrogati®h.But if that
interrogation does not take place until late into the 7Bour period of precharge detention, a person could
go nearly three days without access to counsel.

The change would lead to a substantial weakening of a Constitutional safeguard fbsaspects, regardless
of the seriousness or nature of the offence. The Belgian authorities must ensure effective access to counsel
from the outset for all persons in preharge detention?3¢

9.2 FRANCE

In the immediate aftermath of the November 2015 attack#iParis and after the 26 July 2016 attack on a

church in Normandy, proposals to detain people without charge or trial were raised in FrarféeThe

ognonr kr vntkc s gfds odnokd vhsg ° rdbtghsx ehkd ' Ehbg
ng hr ~s qghrj ne adhmf ®qgq chb khydc - Sn ¢ sd+ sgdrd ogn
has indicated that such detentn would be unconstitutionaP®

3.3 POLAND

Onk ™ mc-r nmeddvg gBingthmrsldgKk™ v ognuhcdr enqg 03 ¢ xr- cdsdmshnm v
®sdggnghrs bghldr a“ rdc nm £%Sncesqch arrestscah behmadeom nm mnsdc h
the bass of information obtained via the broad surveillance powers also contained in the new law, the

suspect and their lawyer may be denied access to the evidence upon which the yiearge detention is

based. This severely undermines the right to contest the l&gy of detention and seek release and remedy.

Because these new surveillance powers primarily target foreigners in Poland, it is likely that thedas pre-

charge detention regime will discriminate against nenationals and have a disproportionate impaain

foreign individuals, their families and communities.

3.4 SLOVAKIA

Constitutional and legislative changes that came into force in January 2016Stovakianewly provided for a
96-hour pre-charge detention period for terrorism suspect¥? That extends the posible pre-charge
detention period in Slovakia from the routine 48 hours to four days for terrorism suspects.

3.3 SPAIN

In May 2015, the UN Committee against Torture called on Spainzn  ®ot s ~m dmc~ sn hmbnl | t mhb

detention that empowers the authorities tdetain terrorism suspects without charge for up to 13 days and

®sn ft g msdd sgd qhfgsr ne "~ kk c¢cds hmddr sn | dchb’ k
o

rdqg
bnmrtks hm bnlokdsd bnmehcdmsh™ k h? kembersor pergeivedb ™ m ad gdrd

2% Code of Criminal Procedure, Aidle 47bis 2, para. 4; and Law on Preventive Detention, Acte 16, s 2, para. 2, as amended by the

Salduz Law.

26 See also, Human Rights Watchtf gnt mcr enq Bn mb d gsnOg gAndok f Qidtrl oomrmrBdnrt nssnd gs gd3 O  ghr  “mc Aqtrrd
November 2016, https://www.hrw.org/report/2016/11/03/groundsoncern/belgiumscounterterrorresponsesparis-and-brusselsattacks

27 @sarkozy propose d'assigner a résidence les individus ayant une fiche Bibération, 15 November 2015,
http://www.liberation.fr/direct/element/sarkozpropose-dassignera-residenceles-individus-ayantune-fiche-s_23259/. See al® Cécile

Barbierer E®@d mbg qghfgs b kkr enqg c¢dsdmsEurachv.iin2bkilg20i6s sqgh  k eng onsdmsh’ k sdqqnqgh
https://www.euractiv.com/section/justicdhome-affairs/news/frenchright-adopts-tougherstance-on-potentiatjihadists/.

28Cécile Barbieree ®Egdmbg ghfgs b kkr enqg cds deorackivifira9 Julip 2006nNote, havever, tiitthe nqg onsdmsh ™ k s
Australian government has proposed indefinite detention for persons who have completed a prison sentence but are still viewedthreat,

so-called postr d ms d mbd hmcdehmhsd c¢ds dmerliedofterroR Aubtral@plandNnclefimite detention &versafieh b j + ®

sentences aresd g u dMashington Post8 October 2016 https://www.washingtonpost.com/news/worldviews/wp/2016/10/08/terrifiexd
terror-australiaplans-indefinite-detention-even-after-sentencesserved/

ZK*v nm Bntmsdgsdgqgnghrl ne 0/ Itmd 1/05 ' Trs v  yJownalfLam8/ bydgvb ™ 1/05
2016.

20 Amnesty International Annual Report 2015 Slovakia https://www.amnesty.org/en/countries/europand-centralasia/slovakia/report

slovakia/.

24 UN Committee against Torture, Concluding observations on the sixth periodic report of i8pa0 July 2015, (CCPR/C/ESP/CO)5para.
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members of the armed group ETA have been the primary subjects of the incommunicado detention regime.
Spain has been criticized repeatedly for the torture and-tleatment of suspects held incommunicado, and
the failure to effectively invesgiate allegations of such abuse.

9.6 UNITED KINGDOM

In the UK, from December 2001 to December 2004, the Home Secretary was empoweredrtdefinitely

detain, without charge or trial, foreign nationals suspected of terrorisiii. The Appellate Committee of the

Housene Knqgcr+ sgd TJ-r sgdm ghfgdrs “oodkk > sd bntgs+
the right to liberty under Article 5 of the European Convention on Human Rightg.

Proposals for terrorisnrelated precharge detention periods in the Uke separate from the indefinite

detention regime for foreigners noted above have ranged from a 96day period to 56 and 42 days. Pre
charge detention of 28 days was in effect from 2006 to 201%* The current precharge detention period is

14 days, one ofthe longest in the EU, with the caveat that the Home Secretary can extend that to 28 days in
case of an unspecified emergency®

242 Anti-Terrorism, Crimeand Security Act 2001, Part IV.

23 A and Others v Secretary of State for the Home Departnig[2004] UKHL 56, 16 December 2004,
http://www.bailii.org/uk/cases/UKHL/2004/56.html

244 Amnesty InternationalUnited Kingdom: Submission for the Review of Countdierrorism and Security Power@index: EUR

45/015/2010), September2010, https://www.amnesty.org/en/documents/eur45/015/2010/enUnited Kingdom: Submission to the UN
Human Rights Committee (Index: EUR 45/1793/2015 29 June 2015, https://www.amnesty.org/en/documents/eur45/1793/2015/én® T J 9

Extensionofprebg " gf d cdsdmshnm "I ntmsr sn hmsdgmldms+~ 'Hmcdw9 DTQ 34./01
reasas why extending precharge detentionisabadd d * +~ 02 Cd bhttps:Awdve.aninésty.6re:uk/presseleases/k-amnesty
releasesten-goodreasonswhy-extendingpre-charge-detentionbad-idea0- Rdd =~ kr n+ Kh abdgqg sgxf+d @& Ddwssddnmschdncm+o g d

https://www.libertyhuman-rights.org.uk/humanrights/counteringterrorism/extendedpre-charge-detention
25 Protection ofFreedoms Act 2012 Part 4,
http://www.legislation.gov.uk/ukpga/2012/9/part/4/crossheading/prechargetention-of-terroristsuspects/enacted
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6. FREEDOM OF
MOVEMENT

In the context of counterterrorism, two aspects of the right to freedom to movement and associated rights
(association, expression, privacy) have come under particular threat in EU member states:

1 the application ofadministrativel d * rt qdr sn bnmsgnk °~ odgrnm-r | nudl dms:

1 the criminalizationof travel and acts preparatory to travel enshrined in new instruments and laws in
gdronmrd sn sgd ogdmnldmnm ne ®enqgdhfm sdggnqghrs ehfg

6.1 ADMINISTRATIVE CONTROL MEASURES

“You are punished without a real proceeding, without any
real possibility to defend yourself.”

Lawyer representing a man subjected to assigned residence order in France?

L > mx DT I dladg rs sdr ~gd hmbgd rhmfkx gdkxhmf nm ~c¢cl hmh
eqddcnl ne | nudldms ' " mc nsgdq ghfgsr( hm ngcdg sn | nmhs
suspected of terrorisrrelated activity. The regionalrend of using such measures instead of charging and

prosecuting people in the criminal justice system is deeply problematic.

The control measures mean:
1 people are punished before any crime has been committed; or

1 controls are applied to people who thewthorities suspect but do not charge and thus do not provide
them with the safeguards normally available in the criminal justice process.

Sghr “oogn bg g hrdr sgd hridghlde hmbhbdpmiséhmser Bgudr $ mmid g
presumption ofinnocence and leave people with fewer and weaker safeguards to challenge restrictions on
their liberty than they would enjoy in the criminal justice system.

Rt bg deendglsos hhusd ®otgrds hbd ™ sxohb ™ kkx hmun kauttorites g~ mf d ne bn
believe might commit crimes. People subjected to administrative controls are not charged, however, and, in

the vast majority of cases, the state has no plan to prosecute them. In most cases, the people subject to

control measures receive littl®r no information to explain why the controls have been applied. Evidence is

often kept secret, which puts a person at a distinct disadvantage in terms of challenging a control measure.

Hs “krn q hrdr bnmbdgmr ° ant atisshgdotiom thét bothipatiessthave e ®d pt *~ k h s x
equal access to the evidencand arguments in the case.

246 Amnesty International France: Upturned Livesp. 16.
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People subjected to such restrictions have reported that their lives have been profoundly disrupted. Many
cannot go to work or school, run a business, acceswecessary medical care, visit family and friends, or
receive visitors. For people living with others, control measures can impact the entire household, often
infringing the rights of people under no suspicion whatsoever.

Generally, control orders mainyj@edbs °~ odqgrnm-r eqddcnl ne | nudldms- Sgd
1 reporting daily or weekly to a police station;
1 forced/assigned residency in a particular home, neighbourhood or region of a country;
1 curfews during which the person cannot leave the home;
T resghbshnmr nm vgn | " x dmsdq sgd odgqrnm-r gnld nqg nsgd
requirement that visitors have security clearance;
1 prohibitions on visiting certain places, such as community centres and places of worship;
1 limitations on access to eleitonic means of communication, including internet and mobile phones;
1 confiscation of travel documents, such as a passport;
1 bans on travelling outside the country or a particular area;
1 exclusion orders prohibiting the person from entering or+entering thecountry;
1 tagging with an ankle bracelet or other means of electronic tracking.
Amnesty International calls on all states, including EU member states, to:
T Dmrtgd sg°s "mx Ild rtgd sn bnmsgnk ° odgrnm-r eqddcnl
affected by the application of administrative control measures is both necessary and proportionate to
achieve a legitimate governmental air#’
1 Ensure that any control measure has prior judicial authorization and ongoing judicial or other
independent supervigon 248
1 Ensure that people are told why they have been subjected to control measures and can access the
information that is the basis for the measures so that they can effectively mount a challenge.
1 Guarantee that if control measures, singularly or taken tetiper, amount to a deprivation of liberty, an
affected person has the full range of fair trial safeguards to challenge such a deprivation of lib&ity.
1 Ensure that if a person is reasonably suspected of having committed a terrorisahated act, he or
she should be charged and prosecuted in a fair trial.
The July 2016 draft Law on Counteterrorism, pending in the Bulgarian parliament at time of writing, would
provide a range of new powers, including the application of administrative control measusea s gnr d ®enq
vgnl sgdgd dwhrsr °~ qd rnm akd rtrohbhnm sg s sgdx ~gd o
preventive measures would include:
1 forced/assigned residency;
247 |ICCPRATticle 12
@L. Everyone lawfully within the territory of a State shall, withthat territory, have the right to liberty of movement and freedom to choose his
residence.
2. Everyone shall be free to leave any country, including his own.
3. The abovementioned rights shall not be subject to any restrictions except those which arepided by law, are necessary to protect
national security, public order ¢rdre public), public health or morals or the rights and freedoms of others, and are consistent with the other
rights recognized in the present Covenant.
4. No one shall be arbitrari} deprived of the right to enter his own country.
See also,ECHR Protocol 4, Article 2
Nm ° mtladg ne nbb rhnmr+ sgd Dtgnod m Bntgs ne Gtl  mts@ihbuysr g r bghshb!

judicial oversight. SeeKlass and others v Germany5029/71), European Court of Human Right$s September 1978, para 5% and Szabo
and Vissy v Hungary(37138/14), European Court of Human Rights, 12 January 2016, para 75.
29 ECHR, Atrticle 6; ICCPR, Article 9.
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bans on visiting certain neighbourhoods, locations or regions;
a ban on leawng the country;

a ban on maintaining contact with specified people;

periodic reporting to a police station;

the withdrawal of a passport or other travel documents; and

=A =4 =4 =4 -4 =

a prohibition on applying for and being granted a new passport or other travel doogimn.?%°

@cl hmhrsq shud bnmsgnk I d rtgdr vntkc ad ngcdgdc ax
the General Secretary of the Ministry of Interior, with no requirement of prior judicial authorization. An appeal
process, which would not sspend the measures, would involve the Supreme Administrative Court under the
Administrative Procedure Code.

If a person is suspected of planning or preparing a terrorisnelated act in Bulgaria, they should be charged
and prosecuted in a fair trial, nosubjected to executive control measures, which offer fewer and weaker
safeguards than those in the criminal justice systef!

6.1.2 FRANCE

The state of emergency and associated laws in France have made it easier to apply administrative controls to
persons suspeced of, but not charged with, terrorisnrelated acts. Between January 2015 and 7 November
2016, 430 people were subjected to an administrative ban against leaving the country and 201 people had
been banned by an administrative order from entering France (@usion order)?52 From November to date

of writing, hundreds of people had been subjected to forced assigned residency, and as of 6 December
2016, 95 people remained under an administrative order requiring assigned residery.

An assigned residence adminigative order typically includes:

1 anight curfew of up to 12 hours in a house (in practice it is usually-20 hours), which is either the
odgrnm-r gdrhcdmbd ng °~ gdrhcdmbd hm °~ rodbhehb

1 aban on travel outside a specific municipal area; and
1 the requirement to report to a police station, typically twice daily.

In the cases examined by Amnesty International, the authorities often justified assigned residence orders by
alleging that those targeted were either a threat because of their religiquactice or supposed

®g - chb> khy shnm + nqg g ¢ bnmmdbshnmr vhsg Ltrkhlr wvgn

without giving the affected person any specific information, let alone formal evidence, indicating why they
were considered a theat to national security or public order, or were suspected of involvement in criminal
activity 254

People subjected to control measures do have a right to appeal them through the administrative court
system and then before the Council of State. Lawyersvetold Amnesty International, however, that the
courts tended to show strong deference to the arguments for assigned residence orders put forward by the
Ministry of Interior on the basis of information collected by the intelligence services, without inqg
sufficiently about the provenance of the information and without requiring authorities to share detailed
information regarding the allegations against those subjected to the ordé¥s.

20 Draft Law on Coutering Terrorism,no. 602-01-42, adopted by the Council of Ministers on 7 July 2016,
http://www.parliament.bg/bills/43/60201-42_PZ%?20protivodeistvie%20ng20terorizma.PDH(in Bulgarian)

1 Amnesty Intenational, Bulgaria: Proposed counteterrorism bill a step back for human rights29 July 2016 (Index: EUR
15/4545/2016), https://www.amnesty.org/en/documents/eur15/4545/2016/en/

21 hmhr s g x Lute cdhtmededegrdrisnte €t pr@vention de la radicalisation: réunion des préfets et des procureu#sNovember
2016, http://mobile.interieur.gouv.fr/Leministre/Interventionsdu-ministre/Luttecontre-le-terrorisme-et-preventionde-la-radicalisation
reunion-des-prefets-et-des-procureurs

23 Dominique Raimbourg andleanFrédéric Poisson®eport tabled [in the National Assembly] in accordance with article 145 of the
Regulation on behalf of the Leal Committee regardingparliamentary control orthe state of emergency

24 Amnesty International France: Upturned Livesp. 17.

25 Amnesty International France: Upturned Lives pp 28-30.
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http://www.parliament.bg/bills/43/602-01-42_PZ%20protivodeistvie%20na%20terorizma.PDF
https://www.amnesty.org/en/documents/eur15/4545/2016/en/
http://mobile.interieur.gouv.fr/Le-ministre/Interventions-du-ministre/Lutte-contre-le-terrorisme-et-prevention-de-la-radicalisation-reunion-des-prefets-et-des-procureurs
http://mobile.interieur.gouv.fr/Le-ministre/Interventions-du-ministre/Lutte-contre-le-terrorisme-et-prevention-de-la-radicalisation-reunion-des-prefets-et-des-procureurs

6.1.3 GERMANY

Administrative control measures can be applied in Germany hon-German individuals who the government
seeks to deport on national security grounds but cannot because they would be at risk of torture or other ill
treatment following deportation.

Outlined in Section 56 of the Residence A¢f? these controls can intude:
1 an obligation to register on a regular, at least weekly basis with a local police station;
1 bans on using certain means of communications; and
1 bans on communicating with and meeting certain groups of people.

The Act for the Reclassification of the ight to Stay and the Termination of Residence, in force since 1
August 2015, was a major revision of the Residence Act that intensified and expanded the control order
powers for the surveillance of foreign nationaf8’ The amendments expanded grounds for mecation of
asylum or residence permits and strengthened controls that could be used to further restrict freedom of
movement258

6.1.4 NETHERLANDS

A draft bill, the Temporary Administrative Powers Count&errorism Act (Temporary Powers bill), was

pending in the Senate at time of writing®® The government had said that the bill seeks to limit the risk to

m shnm k rdbtghsx onrdc ax bdgs  hm h-elatedabtivittes ckthe vgn ®b ™ m
support of them. The bill had been proposedinthb n ms dws ne sgd Ctsbg fnudgmldms-r
®Bnl ogdgdmr hud @bshnm Ogn¥q lld sn Bnla's |hg chrl-"

The bill would impose administrative control measures on such people that would:
restrict their access to certain places and areas;

restrict their contact withspecific people;

restrict their ability to travel;

impose a duty to report regularly to the police; and/or

= =4 =4 =4 =4

provide for the use of ankle tags to ensure compliancé

Under the Temporary Powers Act, the government would also be empowered to declinesgpond to

requests for certain government subsidies or discontinue them, and decline to grant licences or permits (e.g.

for public gatherings) to groups or people deemed at risk of committing or supporting terrorisetated

activities. The bill does not dfine or list what actions might bring a person under consideration for a control

measure. The bill signals a disturbing shift in the Netherlands away from traditional criminal law principles
mc sgd bghl hm k itrshbd rxrsdl-r r edft qcr -

An administrativeorder banning travel outside the Schengen area is also a key feature of the Temporary

Onvdqr @bs- He sgd fnudgmldms g r ®f gnt mcdc rtrohbhnm
join a group deemed to be engaged in acts threatening natioregcurity 26? a travel ban could be imposed

26 Aufenthaltsgeset4German)

7 Gesetz zur Neubestimmung des Bleiberechts und der Aufenthaltsbeendigung
http://dipbt.bundestag.de/extrakt/ba/WP18/643/64395.htmisee alsoEric Topfer, &ontaktsperren fiir "auslandische Gefahrder" geplant+
Burgerrechte & Polizei/CILIPNo. 108, June 2015, p. 85.

26 1bid.

29 @emporary Rules Relating to Restricting the Freedom of People who From a National Security Perspective Pose a Danger orr&/ho a
Considering to Join a Terrorist Group and Refusing or Suspending Orders When There is a Serious Threat of Bleérg Used for Terrorist
Activities (Temporary Administrative Power€ounterTerrorismAct), Parliamentary Papers | 20182016, 34359, A, 17 May 2016. It

passed the House of Representative of the States General on 17 May 2016.

260 Ministry of Security andJustice, National Coordinator for Security and Counterterrorisamd Ministry of Social Affairs and Employment
®Sgd Mdsgdgk mcr bnlogdgdmr hud °~ bshnm o qn fhiaps:Nehglish.ectw.nl/bimaties/ded5- i hg chr | +7 18 ¢
nctvjihadismuk-03-Ir_tcm32-83910.pdf.

*1Temporary Administrative Power€ounterTerrorismAct, 34359, A, 17 May 2016.

22 According to the bill, if a person plans to leave the Schef d m @qd”~ ®vhsg sgd otgonrd ne inhmhmf “~m nqgf  mh
the feelings of the Cabinet, has been placed on a list of organizations that participate in a national or an internatioma¢drconflict and
that pose a threat tanationalsecy hs x ~ - Sgd khrs vhkk ad | " cd oTheMinister hastexplainedtht¢ nt o b mmns "~ oo

includes Al Qaeda and Islamic Statébut not the FARC(a Colombian armed grouppecause the latter does not pose a threat to the national
security d the Netherlands.
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http://dipbt.bundestag.de/extrakt/ba/WP18/643/64395.html
https://english.nctv.nl/binaries/def-a5-nctvjihadismuk-03-lr_tcm32-83910.pdf
https://english.nctv.nl/binaries/def-a5-nctvjihadismuk-03-lr_tcm32-83910.pdf

mc vntkc “tsnl > shb kkx kd> c sn sgd bnr$Ebagokernmeannm ~ mc qdu
g'r rs > sdc sg°'s sgd ahkk englr o qs ne sgd r%¥ sd-r ok ™m

An administrative order mandating the application of a control measutewhich would initially last for six
months but could be extendedndefinitely + would be issued by the Minister of Security and Justice at the
national level or, in the case of ending aubsidy, for example, a local administrative authori#?

The bill contains no requirement for prior judicial authorization or continuing supervision, consolidating
power to issue an order solely in the executive.

The ministerial decision to issue a contt order could be based on secret information from the Dutch

intelligence and security services, which would not be subject to disclosure to the person affected by the

nqcdg ng sgd odgrnm-r k> vxdqg- Sghr v  ateComrditedoftiek x sgd oqn
UK House of Lords in June 20095 A person must be able to access enough information effectively to

challenge the application of a control measure.

Under the Temporary Powers Act, if a person failed to comply with a control measure, tiwm-compliance
would itself be a criminal offence punishable by up to one year in prison or a fine of up to 8,200 euros. Such
penalties raise concerns that sanctions for necompliance would be disproportionate.

He °~ odgr nm-r qghf gesTemporarydPoveed Ad, thayhveutt be ableto appeal the
ministerial order directly to an administrative court, and an administrative judge could consider any facts and
circumstances that had become relevant since the order was issued. However, the juaiceview would be
available only on procedural grounds, not on substance, and only after the control order had been imposed.
The restrictions would remain in force until the appeal was concluded.

Amnesty International has called on the Dutch Senate to egf the bill26” and a range of other actors,
including the Council of Europe Commissioner for Human Rights, has criticized the bill based on human
rights concerns?®

6.1.5 UNITED KINGDOM

The UK has been at the forefront of developing and employing administrata@ntrol measures, first in the

enql ne ®bnmsgnk ngcdqr "mc+ rhmbd Cdbdladg 1/00+ hm sg
| d” rt qdr 2% Ths Appellate(Committee of the House of Lordsled in June 2009 that control

23 The Dutch Senate will vote on an amendment to Article 28 the Passport Act at the same time it will vote on the Temporary Powers bill.
That amendment would empower the Ministry of Security and Justice to order the immediatnfiscagion™ mc gdunb  shnm ne ° odgrnm-r
passportand identification card if a travel ban is imposed.

4 \With respect tothe travel ban in the proposed law, the government has justified it based on its international legal obligations, including
UN Security CouncilResolution 2178, para. 8.2,
https://www.rijksoverheid.nl/binaries/rijiksoverheid/documenten/kamerstukken/2015/03/1 7/wetsvoorsijeelijke-wet-bestuurlijke-
maatregelenterrorismebestrijding/getcontent.pdf® Ne of the obligations that follows from this resolutidi2178) is to preventthe travelling
of-enqgdhf m s dogtside §dhengen, eviofpremare, dacilitate, contribute to, train for, or participate in terrorist activities (and thereby
pose a threat to regional and national security), including through strict border cosltr and ID paper checks.

2% Subsidies forlocal youth associatios, for example, couldbe temporarilywithheld and stoppedaltogetherif there were a suspicion that
sgd " rrnbh’ s hnbelinked olyrgupbengaged in trrotisi celated activignd if subsequentlythere werea risk that the
associationmight use governmentubsidies to organize or supporsuch activities. Alsq governmentsubsidies for education or research

could be withheld from groups and organizations for the sameason.

2 AmMnesx Hmsdgm  shnm k+ ®TJ K v Kngcr qtkd bnmsqngkh rkgcd r/ a’trnddc InWni 8r+«dbgds h
https://www.amnesty.org/en/latest/news/2009/06/dlaw-lords-rule-control-orders-based-secretinformation-violate right-fair-tri/. The Law
Lords were undoubtedly influenced by the European Court of Human Rights February 2009 judgmenthie tase ofA and Others v United
Kingdom, which had concluded, among other things, that the use of secret evidence in internment cases was in violation of fairrights
enshrined in the ECHR. Sed and Others vUnited Kingdom (3455/05), European Courbf Human Rights, 19 February 2009

267 Amnesty International Letter to the Dutch Senate, 2016 POL-2016-6EK voorbereidend onderzoek Tijdelijke wet bestuurlijke maatregelen
(Dutch)

26 Mh k r Lt @ouncilofi§urope Commissioner fagt | ~ m Qh f g Fhe Netherkudds wgkdit® strengthen human rights

r edft > gqcr hm hsr qgdr onmr d htp:Hwwe.dog.igtemweb/dommissidngith&dmethatlandsdrgedtb/ 0 5 +
strengthenhuman-rights-safeguardsin-its-responseto-
terrorism?inheritRedirect=true&redirect=%2R&02Fweb%2Fcommissioner%2Fthematiavork%2Fcounterterrorism See alsoNetherlands
Institute for Human Rights- Aanpak terrorisme vooral symptoombestrijding30 April 2015,
https://www.mensenrechten.nl/berichten/aanpakerrorismevooratsymptoombestrijding and the NIHR response to the Temporary Powers
Act, in particular. https://mensenrechten.nl/publicaties/detail/35614For a response to this bill by the Dutch section of International
Commission of Jurists, seehttp://www.njcm.nl/site/newsposts/show/35@nd the Bar Association, see:
https://www.rijksoverheid.nl/documenten/rapporten/2015/12/01/tkdviesnovainz-tijdelijke-wet-bestuurlijke-maatregelen
terrorismebestrijding

29 Amnesty InternationalLeft in the Dark: The Use of Secret Evidence in the United Kingdpdb October 2012 (Index: EUR

45/014/2012), https://www.amnesty.org/en/documents/EUR45/014/2012/emhd United Kingdom: Terrorism Prevention and Investigation
Measures Bill 2011: Control Orders Redy»30 June 2011 (Index EUR 45/007/2011),
https://www.amnesty.org/en/documents/eur45/007/2011/en/
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https://www.rijksoverheid.nl/binaries/rijksoverheid/documenten/kamerstukken/2015/03/17/wetsvoorstel-tijdelijke-wet-bestuurlijke-maatregelen-terrorismebestrijding/getcontent.pdf
https://www.rijksoverheid.nl/binaries/rijksoverheid/documenten/kamerstukken/2015/03/17/wetsvoorstel-tijdelijke-wet-bestuurlijke-maatregelen-terrorismebestrijding/getcontent.pdf
https://www.amnesty.org/en/latest/news/2009/06/uk-law-lords-rule-control-orders-based-secret-information-violate-right-fair-tri/
http://www.coe.int/en/web/commissioner/-/the-netherlands-urged-to-strengthen-human-rights-safeguards-in-its-response-to-terrorism?inheritRedirect=true&redirect=%2Fen%2Fweb%2Fcommissioner%2Fthematic-work%2Fcounter-terrorism
http://www.coe.int/en/web/commissioner/-/the-netherlands-urged-to-strengthen-human-rights-safeguards-in-its-response-to-terrorism?inheritRedirect=true&redirect=%2Fen%2Fweb%2Fcommissioner%2Fthematic-work%2Fcounter-terrorism
http://www.coe.int/en/web/commissioner/-/the-netherlands-urged-to-strengthen-human-rights-safeguards-in-its-response-to-terrorism?inheritRedirect=true&redirect=%2Fen%2Fweb%2Fcommissioner%2Fthematic-work%2Fcounter-terrorism
https://www.mensenrechten.nl/berichten/aanpak-terrorisme-vooral-symptoombestrijding
https://mensenrechten.nl/publicaties/detail/35614
http://www.njcm.nl/site/newsposts/show/350
https://www.rijksoverheid.nl/documenten/rapporten/2015/12/01/tk-advies-nova-inz-tijdelijke-wet-bestuurlijke-maatregelen-terrorismebestrijding
https://www.rijksoverheid.nl/documenten/rapporten/2015/12/01/tk-advies-nova-inz-tijdelijke-wet-bestuurlijke-maatregelen-terrorismebestrijding
https://www.amnesty.org/en/documents/EUR45/014/2012/en/
https://www.amnesty.org/en/documents/eur45/007/2011/en/

ordersbasedonsecre hmenql " shnm uhnk  sdc sgd gqhfgs sn

control order regime?®

TPIMs, which can be applied to UK nationals and foreigners, are limited to two ye&fsallow among other

things:

1
1
1

1
il

assigned overnight residence;
a ban on travel outside the country or outside a specified area within the UK;

exclusion orders prohibiting a person from entering an area or specific types of places (such as
internet cafes);

restrictions on access to financial services and the use of mabjphones; and

restrictions on association with other people.

On 12 February 2015, the CounteiTerrorism and Security Act became law and amended the TPIM Act by
re-introducing several of the more stringent administrative restrictions found under thesvious control order
regime, including the forced relocation of individuals subject to a TPIVE In addition, the threshold for

hl onrhmf °~ SOHL v r knvdgdc egnl ® gd rnm akd
been involved in terroism-related activities*”

hg sqgh’

adkhde s

The 2015 CounterSdggnghr |l ~mc Rdbtghsx @bs "~ krn hmsqgnctbdc ®sdl o

a British citizen, or others with a right to live in the UK, from returning to the UK unless their return is either

inaccord mbd vhsg ° ®odgl hs sn qgdstgm nq ?%SAdgaiporatyq d

suspects that the individual in question is or hasé®n involved in terrorisrrrelated activity, and reasonably
considers that it is necessary to impose an order to protect people in the UK from a risk of terrorism.

cdongsdc
exclusion orderis an administrative, executive order that can be imposed if the Secretary of State reasonably

The imposition of a temporary exclusionordérmu * khc " sdr sgd rt aindbpsonforredghshrg o r

issue. The temporary exclusion orddests for two years, and can be renewed for as long as the government
hlr sg°'s sgd bnmchshnmr qgqdl hm r shrehdc- Sgd
g d st g m thesro re-ektdr ther UK. The permit states when, where and how the person is permitted to

bk"

return, but it may also be subject to special conditions set by the Secretary of State, such as compulsory

reporting and interviews. Return to the UK in contraventioof those restrictions without reasonable excuse is
a criminal offence, punishable by up to five years in prison. There is limited judicial oversight of the process,

apart from the possibility of eypost facto judicial review, which would have to be pursd from abroad.

In practice, a temporary exclusion order does more than manage and control the return of individuals to the
UK. It temporarily excludes from their home those who have a right to live in the UK, in contravention of the
right to freedomofrm u d | d ms mc sgd qghf gs s Fugtlesmorg, dmnesty n md - r

International considers temporary exclusion orders to be neither necessary nor proportiorféte.

hmchuhec

nvm bni

20Amnesx Hmsdgm  shnm k+ ®TJ K v Kngcr qtkd bnmsqngkh rkgcd /. a’trnddc IWwnt 8r dbgds h
21 Terrorism Prevention and Investigatioheasures Act 2011, http://www.legislation.gov.uk/ukpga/2011/23/pdfs/ukpga_20110023_en.pdf
272 CounterTerrorism and Security Act (CTSA) 201%ttp://www.legislation.gov.uk/ukpga/2015/6/pdfs/ukpga_20150006_en.pdf

273 CTSA, Part 3 [20], miscellaneous amendments.

274 CTSA, Part 1, Chapter

275 |CCPR Atrticles 12 and 15In evidence to the Joint Committee of Human Rights the Minister for Immigration and Security at the Home
Neehbd bnmehqgl dc sgd ognuhrhnmr hm sgd Ahkk rshkk @aduaddoEgd deedbs ne hmu’
preventing heir return unless they comply with conditions imposed by the Secretary of State. See the Joint Committee of Human Rights
report, Legislative Scrutiny: the Counteterrorism and Security Bill HL paper 86/HC 859, 7 January 2015, p. 15,
http://www.publications.parliament.uk/pa/jt201415/jtselect/jtrights/86/86.pdf

276 Amnesty InternationalUnited Kingdom: Submission to the Human Rights Committe29 June 2015 (Index:EUR 45/1793/2015),
https://www.amnesty.org/en/documents/eur45/1793/2015/en/
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6.2 CRIMINALIZATION OF TRAVEL

“Some preparatory offences require only that the
prosecution prove that the suspect intended to commit a
future criminal act. The presumed intention provides the
basis for criminalizing otherwise lawful activity, such as
travelling to an airport.”

McCulloch and Wilson, 201627

The issue of people travelling toonflict zones in foreign countries to participate in armed operations has

gdbdhudc Itbg “ssdmshnm hm sgd DT hm qdbdms xd qr- Bg' ¢
phenomenon, it has focused primarily on Muslim men, women and children who acdizens or residents of

EU member states or other countries and travel to Syria and Iraq allegedly to join and advance the aims of

gldc fgntor- Sghr rdbshnm hr mns hmsdmcdc “r =~ rtqudx n
EU, which has keen expertly done by otherd’® Instead, it addresses some of the key problems with respect

to global and regional initiatives to criminalize preparation to tra¢él.

Initiatives to criminalize travel and acts preparatory to travel are deeply problematidfzesy can have an
adverse effect on freedom of movemeri® They can also undermine the principle of legality, which can lead
to their arbitrary and/or discriminatory application.

Hm rnld bntmsqhdr | dgd ®hmsdms sanfBermpesuMbrIeovermm;ron@dfmbh | d ms
vg s bnmrshstsdr °~ ®ehfgsdg+ vg' s hs | d > mr sn sgq k sn
clearly articulated and leave room for abuse by the authorities, paving the way for the deprivation eftib

on the flimsiest of grounds.

sd
ud

The criminalization of secalled preparatory acts to travel abroad for the purposes of committing a terrorist
offence means that actions far removed from the commission of a principal terroriselated offence+ that
is, the commission of a recognizably criminal terrorist offence, such as planting a bomb, or beheading a
captive - are now being criminalized.

Indeed the extent of the remove can be seen from the fact that states are criminalizing not just the
preparatory actof travelling abroad with the purpose of committing a terrorist offence, but also acts
preparatory to the preparatory act of travelling abroad with this purpose. The problem here is that acts such
r agnvr hmf ®&dwsqgdl hrs v af flighth te idtanbul carcall lender pebptefliableto s gd oqghb
prosecution, long before individuals may have made up their minds to commit a terrorist offence, or without
their ever even having contemplated it in the first place.

21" Jude McCulloch and Dean WilsonPre-Crime: Preemption, Precaution, and the FutureRoutledge, 2016, p.19.

28 Christophe PaulussenRepressing the Foreign Fighters Phenomenon in Western Europe: TowaadsEffective Response Based on
Human Rights ICCT Research Paper, November 201@ttps://icct.nl/wp-content/uploads/2016/11/ICCIPaulussenRule-of-Law-Nov2016-
1.pdf ; Andrea de Guittry, Francesca Capone, Christophe Paulussen, Ed®oreign Fighters under International Law and Beyonésser
Institute/TMC Asser Pres, February 2016, http://www.asser.nl/asserpress/books/?rid=1284International Center for CounteTerrorismz+
The Hague,The Foreign Fighters Phenomenon in the European Union: Profiles, Targ and Policies April 2016, http://icct.nl/wp-
content/uploads/2016/03/ICCIReport_ForeigrFightersPhenomenortin-the-EU_1-April-2016_including-AnnexesLinks.pdf See also,
Working Group on the Use of MercenarieReport of the Working Group on the use of mercenaries as a means of violating human rights
and impeding the exercise of the right of peoples to saletermination on its mission to Belgium A/HRC/33/43/Add.2, 8 July 2016,
https://documentsdds-ny.un.org/doc/UNDOC/GEN/G16/147/71/PDF/G1614771.pdfhere is an on@ing discussion regarding the status of
®engdhfm sdggnghrs ehfgsdgr ™~ tmcdqg h ms dEpreigrsFighters ukderdntetnational kawgh " m k> v: rdd R°
Geneva Academy of International Humanitarian Law and Human Rights, October 2014.

29 The statusof®e n g d hf m s d hag begnhconsiderdbly gany c@mmentators anidternationalbodies. See above footnote.
20]|CCPRArticle 12:

@1L. Everyone lawfully within the territory of a State shall, within that territory, have the rightterty of movement and freedom to choose his
residence.

2. Everyone shall be free to leave any country, including his own.

3. The abovementioned rights shall not be subject to any restrictions except those which are provided by law, are necessary tegrot
national security, public order (ordre public), public health or morals or the rights and freedoms of others, and are corsistith the other
rights recognized in the present Covenant.

4. No one shall be arbitrarily deprived of the right to enter hisvn country.”

See also, ECHR Protocol 4, Article 2.
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The concern is exacerbated by th broader lack of clarity, variously documented above, as to what kind of

act or support to a terrorist group would constitute an offence once actually abroad. How, for instance, will

women and children who have planned to travel or have travelled to placguch as Turkey, considered a

major transit route to Syria, or Syria or Iraq be treated under such la#?Are girls and women who take

preparatory steps or actually travel with the intent to marry fightetsas opposed to joining an armed groug:
tobeladkkdc "r ®engdhfm sdggnghrs ehfgsdgr  "mc rtaidbsdec
guestions arise about their ability to consent and even whether they should be treated as child soldiers as

opposed to voluntary and willing combatantfozens of such cases involving women and children have

been documented across the regiof??

Amnesty International calls on all states, including EU member states, to:

1 Ensure that measures to criminalize preparatory acts such as travel and/or acts prepamato travel
are both necessary and proportionate to achieve a genuinely legitimate governmental aim in
bnmengl hsx vhsg "m hmchuhct " k-r qhfgs sn eqddcnl ne |

1 Comply with the principle of legality and avoid arbitrary and discriminatory applicatim practice, by
ensuring that any preparatory act that is to be criminalized has a sufficiently close and direct
connection to the commission of a principle criminal act, with a real and foreseeable risk that the act
would in fact take place.

1 Establish,before travelrelated measures are imposed, a clear and unequivocal intent on the part of
an individual to commit or otherwise participate in the principal criminal act.

1 Inform people prosecuted for travel or preparing to travel of the grounds for proation and give
them access to the information that forms the basis for the prosecution so that they can mount an
effective challenge.

6.2.1 REGIONAL INITIATIVES

UN Security CouncilQdr nkt shnm 1067+ “~cnosdc hm Rdosdl adat 1/ 03+ qgdpf
and suppress the recruiting, organizing, transporting or equipping of individuals who travel to a State other

than their States of residence or nationality for the purpose of the perpetration, planning, or preparation of, or

participation in, terroristacts or the providing or receiving of terrorist training, and the financing of their travel

"mc ne sgd®Hq “bshuhshdr -~

Following this, in January 2015 the&Council of Europeestablished the Committee on Foreign Terrorist
Fighters and Related Issues to prege a draft Additional Protocol to the European Convention on the
Prevention of Terrorism. That protocol was adopted in May 2015 and opened for signature in October 2015.
It also includes sanctions for travel and for acts in preparation to travé.

TheEuropeanUniong " r "~ ccqdrrdc sgd ®engdhfm sdggnghrs ehfgsdgr
Framework Decision on combating terrorism, already updated in 200®. The draft Directive seeks, among

other things, to criminalize travel and acts preparatoty travel for the purposes of engaging in acts of

terrorism, and was pending final adoption at the time of writing.

21 Edwin Bakker and Seran de Leedeuropean Female Jihadists in Syria: Exploring an UndBesearched Topig¢ April 2015,
https://www.icct.nl/download/file/ICCBakker-de-Leede EuropeanFemaleJihadistsIn-SyriaExploringAn-Under-ResearchedTopic-
April2015(1).pdf.

282 Harriet Sherwood, et al.®@choobirl jihadis: the female Islamists leaving home to join Isis fighters

Hundreds of girls and women are going missing in the west, reappearing in Iraq and Syria to bear children for the caliphdtee Guardian
29 September 2014,

http://www.theguardian.com/world/2014/sep/29/schoolgijihadis-female-islamistsleavinghome-join-isis-irag-syria

283 UN Securty Council Resolution 2178, adopted on 24 September 2014, para. 5,
http://www.un.org/en/sc/ctc/docs/2015/SCR%202178 2014 EN.pdf

284 Council of Europe, Additional Protocol to the Eopean Convention on the Prevention of Terrorism, Riga, 2015,
https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documefff000168047c5ea

285 Council of the European Union, Proposal for a Directive of the European Parliament and of the Council on combating terrauisn
replacing Council Framework Decision 2002/475/JHA on combating terrorism,nswlidated text following sikt trilogue of 10 November
2016, 11 November2016, http://statewatch.org/news/2016/nov/ewcouncil-c-t-directive-consolidatedtext-14238-16.pdf. Orighal proposal:
Proposal for a Directive of the European Parliament and of the Council on combating terrorism and replacing Council Framedexision
2002/475/JHA on combating terrorism, COM (2015) 625 Fad, 2015/0281 (COD), 2 December 2015http://ec.europa.eu/dgs/home
affairs/whatwe-do/policies/europearagendasecurity/legislativedocuments/docs/20151202_directive_on_combatting_terrorism_en.pdf
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6.2.1.1 COUNCIL OF EUROPE

Amnesty International expressed serious concerns regarding the Additional Protocol to the European

Convention on the Prewvetion of Terrorism in submissions in March and April 2015 to the relevant Council of

Europe bodies’®*Vhsg gdrodbs sn @shbkd 3+ vghbg qdpthqgdc rs sdr
ot gonr d n e contarng wagehraisbdtabout how the offex® would impact the right to freedom of

I nudl dms+ hmbktchmf sgd eqddcnl sn kd ud " mx bntmsgx+ hm
human rights law is subject only to limitations that are strictly necessary and proportion#feThe language

undermines the principle of legality because it fails to ensure that any preparatory act which is to be

criminalized £ here, preparation to travel or travel must have a direct and sufficiently close connection to

the commission of the principal offence (a teorism-related act), with a real and foreseeable risk that such a

criminal act would in fact take place.

Article 4 thus requires states to criminalize conduct several stages removed from, and therefore lacking a
proximate causal link to, any principal ofince that may take place. It also fails to clarify that, in keeping with
the principle of presumption of innocence, the burden of proof lies solely with the prosecution. This is crucial
in respect of offences where actual and not just presumed intentionseacentral yet difficult to prove. The
prosecution must establish beyond reasonable doubt not only that an accused had definitely decided to
travel abroad, but also that the purpose of this travel was the commission of an actual criminal offence. The
defendant should never bear the burden of proof in establishing that their travel would be for a legitimate
purpose?8®

6.2.1.2 EUROPEAN UNION

Similar concerns arise from the EU draft Directive noted abo%¥8.Article 9 requires states to criminalize

®sq udkkbhmbnedgnsegddgqnghr!l~ “mc rteedqgr sgd r I d cdehbh
the Additional Protocof®? It is notable that Article 9 criminalizes a wider range of conduct than the

equivalent offence under the Additional Protocol, as it would alsaminalize acts in preparation to travel for

sgd otqonrdr ne ®o gshbho> shnm hm sgd “~bshuhshdr ne °~ sd
Chgqdb®hud\ -

286 Amnesty International and the International Commission of Juris®reliminary public observations on the terms of reference to draft an
Additional Protocol supplementing the Council durope Convention on the Prevention of Terrorisi® March 2015,
https://www.amnesty.org/download/Documents/IOR6011722015ENGLISH.pdfmnesty International and the International Commission of
Jurists, Submission to the Committee on Foreign Fighters and Related Issues (GOTE)on the Draft Additional Protocol to the Convention
on the Prevention of Terrorism19 March 2015, https://www.amnesty.org/download/Documents/IOR6012812015ENGLISH.péimnesty
International and the International Commission of JuristSubmission to the Council of Europe Committee okjgerts on Terrorism
(DODEXTER) on the Draft Additional Protocol to the Council of Europe Convention on the Prevention of Terratispril 2015,
https://www.amnesty.org/denload/Documents/IOR6013932015ENGLISH.pdSee alsoOpen Society Justice InitiativeComments on the
Draft Additional Protocol to the Council of Europe Convention on the Prevention of TerrortMarch 2015,
https://www.opensocietyfoundations.org/publications/commentiaft-additionalprotocotcouncil-europe-conventionpreventionterrorism

27 Article 4 + Travelling abroad for the purpose of terrorisn® ( Eng sgd otgqonrd ne sghr Ognsnbnk+ ®sqg udkkhn
sdggnghr!l ~ I d>mr sq udkkhmf sn ° Rs sd+ vghbg hr mranmsspiad, ne sgd sqg udkkc
contribution to or participation in a terrorist offence, or the providing or receiving of training for terrorism.

1( D bg O gsx rg kk “cnos rtbg I d rtqgqdr “r | > x ad mdbddefinedjpmx sn dr s akhrg

paragraph 1, from its territory or by its nationals, when committed unlawfully and intentionally, as a criminal offence untdedomestic law.
In doing so, each Party may establish conditions required by and in line with its constitutional principlg@sEach Party shall also adopt
such measures as may be necessary to establish as a criminal offence under, and in accordance with, its domestic law thenptteo
commit an offence as set forth in this article.

28 ECHRArticle 2 Protocol 4; ICCPRurticle 12.

259 The same concerns apply to an even greater degree with regard to Article 4.3, which criminalizes the attempt to carry out sats.

2% Amnesty International, International Commission of Jurists, Open Society Justidéidtive, and Open Soiety European Policy Institute,
I'nhms Rtalhrrhnm gdf gchmf sgd Dtgnod ™ m Bnl I, h9rFebuary20¥6, Ognonr dc Cq es Bnl a’
https://www.amnesty.org/en/documets/ior60/3470/2016/en/.

21 Article 9: Travelling(...) for the purposeof terrorism (consolidated and revised text as of 11 November 2016):

®L. EachMember State shall take the necessary measures to ensure thegtvelling to a country other than that Membe8tate (...)for the
purpose of the commission of or contribution to a terrorist offence referred to in Articlef@; the purpose ofthe participation in the activities
of a terrorist groupwith knowledge of the fact that such participatin will contribuie to the criminal activities of such a group aseferred to in
Article 4, or for the purpose otthe providing or receiving of training for terrorism referred to in Articles 7 and 8 is punishable as a criminal
offence when committed intentionally. 2Each Member State shall take the necessary measures to ensure that one of the following
conducts is punishable as a criminal offence when committed intentionallg) travelling to that Member State for the purpose of the
commission or contribution to a teworist offence, as referred to Article 3, for the purpose of the participation in the activities of a terrorist
group with knowledge of the fact that such participation will contribute to the criminal activities of such a group as reféo in Article 4,or
for the purpose of the providing or receiving of training for terrorism referred to in Articles 7 and 8; optgparatory acts undertaken by a
person entering that Member State with thiatention to commit or contribute to a terrorist offence, as rafed to in Article 3.

292 Article 4: Offences relating to a terrorist group

@& ach Member State shall take the necessary measures to ensure that the following acts, when committed intentionally, arsipabie as a
criminal offence: (a) directing a terrast group; (b) participating in the activities of a terrorist group, including by supplying information or
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This element of the offence has a particularly unclear scope, given the uncertainfittte meaning of

®o " gshbho>shnm hm sgd “~bshuhshdr ne °~ sdggnghrs fgnto t
minor involvement, such as supplying information or resources, involves participation, and that it does not

require that swch participation bewillful or voluntary. Taken together with the wide definition of terrorism,

this is likely to mean, among other things, that anyone travelling to a zone controlled by a party to an armed

conflict for any purposet+ where provision of sora information, funds or services to the group may be

unavoidable+ would be at high risk of facing criminal sanction3®

material resources, or by funding its activities in any way, with knowledge of the fact that such participation will contetha the criminal
activities of the terrorist group.

293 Amnesty Internations European Network Against Racism, European Digital Rights, Fundamental Rights European Experts Group,
Human Rights Watch, International Commission of Jurists and Open Society Foundatiof&®opean Urion directive on counterterrorism is
seriously flawed, 30 November 2016, http://www.amnesty.eu/en/new/pressreleases/all/europearunion-directive-on-counterterrorisnis-
seriouslyflawed-1010/#.WErAnneZMkg

DANGEROUSLY DISPROPORTIONATE
THE EVER-EXPANDING NATIONAL SECURITY STATE IN EUROPE

Amnesty International 57


http://www.amnesty.eu/en/news/press-releases/all/european-union-directive-on-counterterrorism-is-seriously-flawed-1010/#.WErAnneZMkg
http://www.amnesty.eu/en/news/press-releases/all/european-union-directive-on-counterterrorism-is-seriously-flawed-1010/#.WErAnneZMkg

1. STRIPPING OF
NATIONALITY

“Everyone has the right to a nationality. No one shall be
arbitrarily deprived of his nationality...”

Universal Declaration of Human Rights, Article 15

The stripping of nationality is one of the most severe namiminal sanctions used in the EU against people

odgbdhudc “r ®dwsqgdl|l hrsr ™~ nq r-telatedddiss Id someegtrege’ u h mf dmf ~ f dc
instances, the measure is applied to people whaave no other nationality, but generally it is applied to dual

nationals.

The alleged activities giving rise to the possibility of such a sanction run the gamut of those associated with

®dwsqgd!l hrl = ng ®sdgqgnghr |l = ° rdomedte lvwndhese cas madublethek k x udgx agq
commission of a terrorisrrrelated crime for which a person is convicted and, as part of the formal

sentencing or after serving a sentence, nationality is stripped on the basis of the conviction. Increasingly,

however, sates are adopting laws that do not require the commission of a terroriselated crime, but a

l dgd rtrohbhnm sg°s rnldnmd | >x ad dmf > fhmf hm bnmctbs s
Such conduct includes:

1 various forms of expressionitqo gqdsdc ~r hmbhsdl dms sn+ ng ® onknfx e
(online or in public), with or without an actual conviction for such offence;

1 suspected association with certain groups (banned or otherwise);
1 suspected or actual travel to confit zones; and

f rtrohbhnm sg° s °~ odgrnm cndr mns gnkc sgd r I d ®u ktd
population of a state.

Some of these activities are already criminalized under domestic law, leaving the impression that nationality
stripping is a punitive proxy for the formal laying of charges in the context of the criminal justice system with
all its attendant safeguards.

Nationality-stripping in the context of counteiterrorism initiatives can be extremely divisive. It can:

1 strengthenf k r d mc wdmnognahb m gq shudr “ants ®sqtd bhsh
people perceived to have divided loyalties due to their dual nationality;

1 lead to a perception that foreignness is associated with terrorism;

1 adversely impact on the envinement in which nationals of foreign origin or certain
racial/ethnic/religious groups are able to enjoy their human rights on the basis of equality.
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groups of immigrants and others of certain national origins may find themselves victims of discrimination,
regardless of their beliefs or behaviounr whether or not they have dual nationality.

Other problems linked to this measure include:

1 the absence of procedural safeguards to effectively challenge nationadityipping, including stripping
processes that occuiin absentia;and

1 lack of access taall the information/evidence upon which a nationalitgtripping decision is made at
both the initial consideration stage and upon appeal.

All these issues give rise to deep concerns that EU member states may be applying this measure in an
arbitrary manner

States can, in exceptional and narrowly defined circumstances, lawfully strip a person of nationafity.
International human rights law, however, puts clear limits on this:

1 No person should be rendered stateless; nationality enables a person to enjoy oy citizenship,
but all the other attendant privileges that flow from #¢°

1 No distinction should be made between people who obtained citizenship by birth and those who
obtained it by naturalization, in conformity with the principle of nediscrimination2°

1 States must ensure that the stripping of nationality is not undertaken if it would be a disproportionate
measure in the particular case: the proportionality assessment should take into consideration all
relevant factors, including age, physicaland mentk gd > ksg+ qghfgs sn e |l hkx khed+
both countries of nationality (for example, family ties, employment history, and ability to speak the
language and navigate socially and culturally); it should also consider the strength and credipof
the evidence that an individual has committed or intends to commit a serious criminal act that would
trigger as severe a penalty as stripping a person of nationality.

1T Sgd ®adrs hmsdqgdrsr ne sgd bghkc  ippingampersogagedr gnt kc f nu
under 18 of their nationality.

1 Stringent procedural safeguards must attach to any deprivation of nationality. Such guarantees would
include a person having access to due process and the evidence that forms the basis for any
decision towithdraw nationality. The decision should be appealable to a court that should have full
jurisdiction, including on the merits. A person stripped of nationaliip absentiamust be permitted, if
they appeal the decision, to return to the state that hasfetted the stripping.

1 No one should be stripped of nationality and sent to any place where they would be at risk of torture
and other ilHtreatment.

Amnesty International calls on all states, including EU member states, to ensure that any nationality
stripping measure fully conforms with international human rights law by:

1 including a rigorous proportionality assessment taking into account the impact on the human rights
of the individual(s) concerned;

1 respecting the right of everyone to a nationality artierefore avoid the consequence of
statelessness;

2941997 European Convention on Nationality, Article 7,
https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentld=090000168007f2c8
2% 1961 Convention on the Reduction of Statedsness 1997 European Convention on Nationality. The avoidance of statelessness is a

fundamental principle of internationallawT M Gt | " m Qhf gsr Bnt mbhk+ ®Gtl "m ghfgsr "~mc ~gahsqgq gx c
SecretaryF d md g © k — + (2813, @AHRQI25/a8d para. 6 See also Explanatory Report to the European Convention on Nationality,
o ' q - 229 ®Sgd nakhf > shnm sn “unhc rs sdkdrrmdrr g r adbnld o gs ne btrsr

2% 1997 European Convention on Nationality, Article 5Nondiscriminationt ® The rules of a State Party on nationality shall not contain

distinctions or include any practice which amount to discrimination on the grounds of sex, religion, race, colour or nati@madthnic origin.

2 Each State Party shall be guidkby the principle of nordiscrimination between its nationalswhether they are nationals by birth or have

acquired its nationality subsequenty Rdd ~krn TM Gtl " m Qhfgsr Bntmbhk+ ®Gtl " m ghfgsr “mc “gah
theSecetaryFd mdq* k ~ + 018 0Qdt+b dd. a&Gd)B. 14. 17+ o q - 59 ®@mnsgdg sqgdmc sg s b m ad n
differentiation between nationals by birth and nationals by naturalization. A nationality acquired by naturalization is détes secure ttan

one acquired by birth or otherwisel-or example, fraud, absence or ordinary crime are often only recognized as grounds for the loss or

deprivation of nationality conferred by naturalization. This form of inequality between nationals may raise concenteuinternational law.

However, the increased vulnerability of naturalized nationals to loss or deprivation of nationality is mitigated in manytdesrby the

establishment of temporal limitations for the subjection of a nationality acquired by natwalis hnm sn knrr ng cdoghu  shnm-"—
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1 respecting the principle of nondiscrimination and the absolute ban omefoulement

1 giving a person subjected to such a measure a meaningful right to appeal the stripping and the right
to a full and effectve remedy.

1.1 BELGIUM

Belgianlawg " r ognuhcdc rhmbd 0808 enqg sgd onrrhahkhsx sn rsqgh
ghr nakhf > s hnmr .2 This old piavsiorihds been apdiied nya dumber of terrorisarelated
cases involvirg dual nationals?°®

In 2013, a new article was introduced, specifically listing the crimes that can lead to stripping of nationality,
including certain terrorismrelated crimes?®® However, to avoid statelessness, such stripping can only be
applied to peoplewith dual nationality, and requires prior judicial authorization. Loss of nationality is never
automatic.

In July 2015, an amendment to the Code of Belgian Nationality introduced Article 23/2. This provides for the
possibility to strip Belgian nationaltfrom people with dual nationality who obtained Belgian nationality in the
course of their life if they are convicted of a terrorismelated act and sentenced to five or more years in
prison 3%

Since 2009, there have been four known cases of nationaksyripping in terrorismrelated cases, all applying
the old provision. In November 2016, Human Rights Watch reported that there were three pending cases of
nationality-stripping2°! in at least two of these, theold provision was being applied.

There is no pubic information indicating that the 2015 provision has yet been applied. Its adoption,

however, caused significant concern that Belgium had established a tier citizenship system, with

Belgians of North African heritage: many of whom hold dual nationaty+™ r r hf mdc sn ®r dbnmc bk rr
®bnmchshnm> k™ bhshydmrgho rs str-

Another key concern regards the simultaneous applicability of the old and new provisions when they do not
offer the same safeguards and have differing scopes. The differences could l@adliscriminatory practices.

1.2 FRANCE

In January 2016, President Francois Hollande outlined plans to change the Constitution to allow deprivation
of French nationality for dual nationals who had acquired French citizenship at bid.These plans were
dropped in March as the Senate and the Assembly could not agree on the reforffis.

At present, French citizens who acquired nationality at birth cannot be deprived of their nationality. Article
25 of the Civil Code allows a naturalizelfrench citizen to be deprived of citizenship, unless it would render
them stateless, if they are convicted of certain offences, including terrorismlated crimes3%*

A recent highprofile case involved four dual FrenctiMoroccan nationals convicted of terrasm-related
offences in 2007. They were stripped of their French citizenship in 2015 and have lost all appeals regarding

27 Code of Belgian Nationality, Article 23.

%S5gd Adkfh ™ m Bg | ad Bullatie n°@aB6 nQuestiomet rémohsa écritern® @0 Législature 54,
https://lwww.lachambre.be/kvvcr/showpage.cfm?section=grva&language=fr&cfm=grvaXml.cfm?legislat=54&iéoD=54-b036-866-0405-
2014201503702.xml, 27 July 2015

2% Code of Belgian Nationality, Article 23/1.

30 Code of Belgian Nationality, Article 23/2, as introduced by the Law of 20 July 2015,
http://www.ejustice.just.fgov.be/cqgi_loi/change_lg.pl?language=fr&la=F&table _name=loi&cn=2015072008

31 Human Rights WatchF gnt mcr eng Bnmbdgm9 Adkf htl -r Bnt ms daplksddoventer0dé, onmr dr sn sgd
https://www.hrw.org/report/2016/11/03/groundsoncern/belgiumscounterterrorresponsesparis-and-brussels-attacks.

392 ucie Soullier ®échéance de nationalité : qui serait concerné par le projet de loi constitutionnellee Mondeg 4 January 2016,
http://www.lemonde.fr/societe/article/2016/01/04/decheancde-nationalitequi-seraitconcerne-par-le-projet-de-loi-

constitutionnelle_4841434 3224.html Aisha Maniar,&Citizenship Deprivation: 21st €ntury Banishment, One Small Window4 May

20186, https://onesmallwindow.wordpress.com/2016/05/04/citizenshideprivation21st-century-banishment/.

%3 @rangois Hollande renonce a la déchéance de nationalité et au Congrékse Monde 30 March 2016, http://www.lemonde.fr/attaques
a-paris/article/2016/03/30/francoishollanderenonce-a-la-decheance-de-nationalite et-au-congres_4892426_4809495.html

304 Civil Code Section 3De la déchéance de la nationalité francaige
https://www.legifrance.gouv.fr/affichCode.do;jsessionid=94686ECEBF67326C733FDC410FD668B7.tpdilal2v_2?idSectionTA=LEGISCTAOO0
0006150513&cidTexte=LEGITEXT000006070721&dateTexte=20151229
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https://www.lachambre.be/kvvcr/showpage.cfm?section=qrva&language=fr&cfm=qrvaXml.cfm?legislat=54&dossierID=54-b036-866-0405-2014201503702.xml
http://www.ejustice.just.fgov.be/cgi_loi/change_lg.pl?language=fr&la=F&table_name=loi&cn=2015072008
https://www.hrw.org/report/2016/11/03/grounds-concern/belgiums-counterterror-responses-paris-and-brussels-attacks
http://www.lemonde.fr/societe/article/2016/01/04/decheance-de-nationalite-qui-serait-concerne-par-le-projet-de-loi-constitutionnelle_4841434_3224.html
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https://onesmallwindow.wordpress.com/2016/05/04/citizenship-deprivation-21st-century-banishment/
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https://www.legifrance.gouv.fr/affichCode.do;jsessionid=94686ECEBF67326C733FDC410FD668B7.tpdila12v_2?idSectionTA=LEGISCTA000006150513&cidTexte=LEGITEXT000006070721&dateTexte=20151229
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this and against return to Morocco®® In September 2016, the men decided to lodge applications with the

European Court of Human Rightsarguing that they would be at risk of torture and other-titeatment if

gdstgmdc sn Lngnbbn "mc gdptdrshmf hmsdqghl Il d rtgdr sn g
of their cases3®

1.3 NETHERLANDS

In April 2016, amendments to the Nationality@b s dwo mcdc sgd fgntmcr sn qgdunjd
nationality if they had been convicted of terrorissrelated crimes3°” Such crimes now also include

oqdo g sngx ~bsr rtjhgd hm®sgdhMHmfdg Ftmrembinsktleas nq  ~ aqn” ¢ -
whether and how the nationality of the children of Dutch dual nationals who have moved abroad will be

"eedbsdc- Ctsbg k' v cndr mns “kknv ° odgrnm-r m shnm khs
leave them stateless.

A bill to further amend the Nationality Act was introduced in May 2016 and was pending in the Senate at

time of writing3®® These amendments would only affect people already outside the country and thus would

revokein absentiatheir Dutch nationality. Such people would have le® deemed a threat to national security

nm sgd a rhr ne fnudgmldms bk hlr sg' s sgdx g ¢ kdes sgd
service®®ng °  ®s dqqn g3 he Cabiget wonidhryaintsim anlist of such organizatio& Pegple

subject to this deprivation of nationality could include minors (people 16 years and older) and they would not

need to have been charged or previously convicted of terrorisrelated crimes?'® No prior judicial

authorization would be required. Upon thetsipping of nationality, the affected individual would automatically

ad cdbk > gdc " m ®t mv'  msdc -ehktéridgrthe countng votind or eupiting withh s dc eqnl ¢
family members.

A person would be able to appeal a nationalistripping order, hut the bill fails to expressly provide for
suspensive effect of the order while an appeal is pending. If individuals have been effectively notifieehich
could be difficult given that they would be abroad and/or in a conflict zoreand have lodged an apeal,

they can appoint a person of choice (such as a lawyer or family member) to engage in the appeals process.
If the affected person does not personally lodge an appeal within the required timeframe, an automatic
appeal at the District Court of The Hagueould begin, with legal counsel appointed by the court to represent
the person. An appeal of the District Court ruling could then be lodged at the Council of State (Administrative
Jurisdiction Division, the highest general administrative court).

Ministerial decisions to strip a person of Dutch nationality are often based on secret information from the
intelligence and security services. Such information is generally not accessible to the affected person or their

S®Egdmbg bntgs tognkcr r s qhRFh&Iomfe 2016 httpo/ers rhfrfrancdé/20 68608drengh-ceud-gphoidst h r |~ +
stripping-nationalty-terrorism

3% JeanBaptiste Jacquin,@© Bnt q dtgnodadmmd cdr cgnhsr c¢cd k-,d&Nohdd 5 8eptambérd cd k° cdabgada  m
2016, http://www.lemonde.fr/policejustice/article/2016/09/05/lacour-europeennedes-droits-de-I-homme-saisie de-la-decheancede-
nationalite_4992603_1653578.html

397 The act, amending the Dutch Nationality Act®Broadening the Grounds to Revoke DukcCitizenship when Convicted for Terrorist

Crimes was implemented in April 2016. See Dutch Nation#y Act, Stb.1984, 628, entered into force 19 Decemér 1984 (amended 1

April 2016).

308 Section 134a Criminal Code and Aitle 14, para 2(b) of Dutch Nationality Act®\ny person who intentionally obtains or attempts to

obtain for himself or another persomeans or information for the commission of a terrorist offence or a serious offence for the preparation

or facilitation of a terrorist offence, or gains knowledge or skills for that purpose or imparts this knowledge or thesks siianother person,

shalad kh > akd sn ° sdqgl ne hloghr nmldms mns SettwoblB4hwasmddedddtfe €sminald* qr ng °~ ehm
Code in 2010 and was included as an additional deprivation ground under Article 14, para. 2(b) of the Dutch Nationahtst in April 2016.

399 The bill, Revoking Dutch Citizenship in the Interest of National Security, which will amend the Dutch Nationality Retfliamentary

Papers | 20152016, 34356 (R2064), A, 24 May 2016.

%10 1t has been possible since 2003 to deprive an adt of his or her Dutch nationality for voluntarily joining a foreign military service that has

participated in an armed conflict against the Dutch state or one of its coalition partngsection101 Criminal Code andArticle 15, para.

1(e) Nationality Ac). The current proposed amendment to the Nationality Act, if adopted, would move Atrticle 15, para. 1(e) to Article 14,

para. 3, and the deprivation of nationality would no longer be automatic but a result of a Ministerial decision.

31 1n conformity withthe &etherlands comprehensive action programme to combat jihadism+the @Netherlands Nationality] Act will be

further amended to allow Dutch nationality to be stripped without prior criminal conviction when Dutch nationals voluntaiist in the

armed farces of a terrorist milita ' o - 5 + The biltaiihtg to Saude this new deprivation ground in Article 14 of the Nationality Act,

mn s ° a k x thé parsdn inguksti@ has joined an organisation which is taking part in a national or internatiosahed conflict and

which has been placed by the Minister of Security and Justice on a list of organisations that constitute a threat to natesalrity =~ H's

gdl " hmr tmbkd g vg' s oqdbhrd “bshnmr vntkcmédmbemr shstsd ® nhmhmf ™~ rtbg ~ f
Hm sgd ognonr  k-r dwok > m sngx | dl ng®inhcgt'lcth rssgd flLghnnthorrs dagd be ntbrtdr dfrg nhtno ro “rgns hk
perceived by the government akaving the objective oflisrupting Western societies and can thus constitute a threat to the national security

of the Netherlands, see Proposal 2 and explanatory memorandum 2014, pp. 5 andAn individual cannot appeal the listing of an

organization.

313 The Minister has stated that age cabe a mitigating factor in the proportionality assessment regarding stripping of Dutch nationality.
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gdogdrdms  shud+ q  hrkhhnsfx bnnemb dgg mr “catngthsmf®dspgtd "~ ood k- @m °
access to enough information to effectively challenge the stripping of his or her Dutch Nationality.

The proposed amendment to strip nationality raises a number of pressing human rights cormce Not least

of these is the problematic nature of a ministerial order issued absentia based on secret information and
with no provision for the affected person to be heard or represented in the course of ministerial deliberations.
While an automatt appeal provides a safeguard, it is deeply problematic for similar reasons, including
obvious obstacles to timely and effective notification and the consequent potential lack of full and effective
access and representation.

The nationality strippingmeat qd g r addm ogqnonrdc hm sgd bnmsdws ne sgd

"bshnm ognfg Il d sn bnla“s i hg" chr | 3%|hgeneral matonatlith g vnt kc o
stripping measures in the context of counteterrorism initiatives can be diwive, and buy into and promote
e krd “mc wdmnognahb m gg shudr “ants ®sqgtd  bhshydmr+ e

citizens of a second tier, possibly perceived to have divided loyalties due to their dual nationality. Nationality

stripping can thus have a detrimental impact on the environment in which Dutch nationals of foreign

origin/descent or certain racial/ethnic/religious groups are able to enjoy their human rights on the basis of

equality. The ultimate risk is thatin fueling s dqdnsxodr ne vgn hr ° ®sdggnqghrs sg
to create a climate in which certain groups of immigrants and others of certain national origins may find

themselves victims of discrimination, regardless of whether or not they come itthe remit of the stripping

provisions or whether they have dual nationality.

Amnesty International has called on the Dutch Senate to refrain from adopting the bill, which runs counter to
sgd Mdsgdgk ™ mcr - g% bnd athes bxpeagtshaveaisadkhainian rigttsncamcerns about
the stripping measure3*®

1.4 UNITED KINGDOM

At the extreme end of the spectrum in the EU, under a July 2014 amendment to the Immigration Act, the
UK Home Secretary can deprive a foreighorn, naturalized British citizen oflieir sole nationality even if it
renders them stateless?’

David Anderson QC, a senior lawyer and independent reviewer of terrorism legislation, reviewed the power to

deprive someone of nationality and render them statele®$.His April 2016 report noted that between July

2014 and April 2016, the power had not been exercisedt®Gnvdudg+ hs ghfgkhfgsdc “r ®rsq
chrbgdshnm fhudm sn sgd Gnld Rdbgds gx+ hmbakt chmf sn hmu
conducted him or herself in a manner which is seriously prejudicial to the vital interests of the United

Kingdom~ ° mc reasonable @rounds for believing that the person is able, under the law of a country or

territory outside the United Kingdom, to becoma national of such country or territory®?° The government

g'r rs sdc sg°'s sgd sdgl ®uhs k hmsdqdbemgoftheont kc hmbktcd
bnt m¥qx" ™ -

The report noted that a second striking feature of the power is the absenceanfy requirement for judicial
authorization prior to deprivation of nationalifi#?

S4Ministry of Security and JusticeNational Coordinator for Security and Counterterrorisamd Ministry of Social Affairs and Employment
®Sgd Mdsgldgdgdgamr bimd “bshnm oqgnfqg I | d sn bhitgs:Aengish.nctvgl/bicahes/te5- 18 @t ftrs 1/ 03
nctvjihadismuk-03-Ir_tcm32-83910.pdf.
315 Amnesty International, Letter to the Dutch Senate, 201€01-2016-EK-Wijziging Rijkswet op Nederlanders@p in belang van nationale
veiligheid
6Mh k r L t, @ounciloti§urope Commissioner fadt | " m Qhf gsr + ®Kdssdg9 Sgd Mdsgdgk mcr tqgfdc sn r
r edft gqcr hm hsr gdronmrd sn sdgqgqnghrl ~+ 18 Mnudladq 1/ 05-
317 Section 66 of the ImmigrationAct 2014, which inserts the new section 40(4A) into the British Nationality Act 1981. The UK has ratified
the 1961 Convention on the Reduction of Statelessness, but retained in a reservation the power to strip naredlitizens of British
nationalitye sgdx bnmctbsdc sgdlrdkudr ® | "mmdqg rdghntrkx ogditchbh >k sn sgd u
http://www.refworld.org/docid/3ae6b39620.htmIThe UK has not ratified the 1997European Convention on Nationality,
http://www.refworld.org/pdfid/3ae6b36618.pdf
318 David Anderson QCCitizenship Removal Resulting fromt&telessness Independent Reviewer of Terrorism, 21 April 2016,
https://www.gov.uk/government/uploads/system/uploads/attement_data/file/518120/David_Anderson_QC__
CITIZENSHIP_REMOVAL__web_.pdf
9 David Anderson QC report, p. 4, para.1.9.
320 David Anderson QC report, p. 3, para. 1.2.
321 Joint Committee on Human Rights: Twelfth Report, Legislative Scrutiny: Immigration Bild@d Report), Deprivation of UK Citizenship,
26 February 2014, para. 62 http://www.publications.parliament.uk/pa/jt201314/jtselect/jtrights/142/14Zhtm#a4
322 David Anderson QC report, pp. 186, para. 3.18.
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The Home Office stripped 70 people: all dual nationals+ of their British nationality between 2010 and

2016. Of these, 33+ most of whom were abroad at the time: were deprived of nationality because it was

cddl dc sn ad ®bnmctbhud sn sgd otakhb fnnc-relatedv hcdkx adkh
activities3?

Appeals against such a decision are heard by the Special Immigration Appeals Commission. The

Commisshnm bnmctbsr gd ghmfr hm ansg nodm rdrrhnmr ~mc hm ®b
fnudgml dms sn gdkx nm rdbgds duhcdmbd hm bknrdc rdrr hnmr
damaging to national security or otherwise harmful toetpublic interest if such evidence were disclosed.

This material is withheld for the entire case from the individual(s) facing the deprivation of citizenship, their

lawyer of choice and the public, none of whom has access to the closed hearing.

The indivdual's interests are represented by a coudppointed special advocate whose ability to
communicate with the individual and their lawyer of choice is limited. In practice, in some cases, the
overwhelming majority of the hearing takes place in closed sess$o As a result, the individual may never
know the content of the material leading to deprivation of nationality, even though the court can rely on it to
determine the facts and outcome of the cas&*

Sgd TJ-r -stipgng provisidnsfer people wh only British nationality undermine the international
legal imperative to avoid statelessness. For dual nationals, there are pressing human rights concerns,
including:

1 the broad basis on which such a decision can be taken;
1 the lack of access to the infamation and evidence on which a stripping order is made; and

1 the fact that many stripping orders can be and are issueid absentig creating obstacles to
challenging them.

32 Victoria Parsons®ounter-terrorism: Gtizenship stripping: new figures reveal Theresa May has deprived 33 individuals of British
citizenship+ Bureau of Investigative Journalisp21 June 2016, https://www.thebureauinvestigates.com/2016/06/21/citizenshigtripping-
new-figuresreveattheresamay-deprived-33-individuals-british-citizenship/.

324 For further information setting out Amnesty International's concerns around the use of closed material procedures,lssein the Dark:
The Use of Secret Evidence in the United Kingem (Index: EUR 45/014/2012), October 2012,
https://www.amnesty.org/en/documents/EUR45/014/2012/en/
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8. PRINCIPLE OF NON
REFOULEMENT

“The nonrefoulemerubligation is a specific manifestation
of a more general principle that States must ensure that
their actions do not lead to a risk of torture anywhere in the
world.”

Juan Méndez, UN Special Rapporteur on Torture, October 2015%2

A number of EU memberstates were complicit in unlawful rendition, torture and enforced disappearance
during US-led rendition and secret detention programmes between 2001 and 20G& Yet not one has
conducted a timely and effective investigation into its involvement in thesedgél operations®?” Nevertheless,
the EU and key member states have reasserted their commitment to the absolute ban on torture and other
cruel, inhuman or degrading treatment or punishment in a seeming attempt to return to the rule of law after
a long periodof shocking disregard for human right§2®

Such assertions, however, ring a little hollow in light of the ongoing practice in many EU member states of
expelling, deporting or extraditing alleged national security and terrorigelated suspects to places wére
they are at a real risk of torture and other itteatment, thereby violating the principle ofion-refoulement32®
Indeed, governments have been more than willing to ignore the fact that the absolute ban on torture and
other ilFtreatmentincludes a prohibition on sending anyone to a place where they would be at risk of such
abuse, regardless of their alleged offence.

L mx rs > sdr g ud hmunjdc " m hmchuhct k-r rs > str nq bshn
terrorism suspect in effortdo remove that person from their territory. They brush aside the jurisprudence of

the European Court of Human Rights, which has repeatedly and categorically concluded that balancing the

risk of harm to the person if removed from the country against the dger a person presents to the

bnl Il t mhsx he mns rdms a bj hr ® hrbnmbdhudc™ 9

&gd bnmbdosr ne -ghrj- "mc —-c mfdgntrmdrr- hm sghr bnmsd
because they are notions that can only be assessed independently of each otHgther the evidence

®Sgd b rd “f hmrs a bjrkhchmf nm sgd, sngstgqd a m+  Jdxmnsd @ccqdrr+ 1 N
https://www.freedomfromtorture.org/sites/default/files/documents/juan_mendez_proving_torture_eveningaddress_final.pdf

3% See for example, Amnesty Internationabh gd * j hmf sgd Bnmrohg bx ne Rhkdmbd9 TR@ r -0 gsmdgr hm
Torture Report 20 January 2015(Index: EUR 01/002/2019, https://www.amnesty.org/en/documents/EUR01/002/2015/en/

%27 European Parliament Committee on Civil Liberties, Justice and Home AffaBsudy: A Quest for accountability? EU and Member State

inquiries into the CIA Rendition and Secret Detentidirogramme 2015,
http://www.europarl.europa.eu/RegData/etudes/STUD/2015/536449/IPOL_STU(2015)536449_EN.pdf

®DT r " xr BH@ snqgst qBEUBgsithesncqns,10 Decembear 204 hhttpd/wwwsedbasiness.com/newsu/us-torture-

politics.z2z.

329 ECHR Article 3; UN Convention Against Torture and Other Cruel, Inhuman or Degrading Treatment, Article 3; ICCPR, Article 7.
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adduced before the Court reveals that there is a substantial risk if the person is sent back or it does not. The
prospect that he may pose a serious threat to theommunity if not returned does not reduce in any way the
degree of riskof ill-treatment that the person may be subject to on retur®>

In 2015, the Court issued two illustrative judgments one againstBelgium and the other againsfrance
These reiterated that no matter what a person has been accused of, the absolute barreturning a person
to a risk of torture or other iltreatment trumps any other consideratiod3!

Sgd enkknvhmf bntmsgx dw |l okdr hkktrsqg sd gnv rnld fnudgq
Nsgdqgr g ud gdrngsdc s n eh® dojustifym transfeh they reach ageeérmmt ditha + v g d g
government with a poor record on torture. That government allegedly promises not to do what it otherwise

does, namely torture or ittreat people in custody, to the specific person being transferredmnesty

Hmsdgm shnm >k noonrdr sgd trd ne ®choknl > shb “rrtq mbdr
unreliable 332

The practice of returning people to risk of torture or other-illeatment is one more indication of how
governments across the region hashunned their obligations under the European Convention on Human
Rights in the name of security.

Amnesty International calls on all states, including EU member states, to:

1 Comply with their international obligations and decline to extradite, deport, expel or otherwise
transfer any person to a place where they would be at real risk of torture or othetriatment.

7T Qdeq hm egqnl rddjhmf nq nsgdqygmhdd qgdkXhmfsnsn®shq#dnl i
treatment as they are inherently unreliable and cannot provide an effective safeguard against the risk
of exposure to such abuse.

8.1 BULGARIA

A 2016 case in Bulgaria did indeed have all the hallmarks of an unlawful reitidn to risk of torture. On 10

August 2016, the Bulgarian authorities in Sofia apprehended Abdullah Biyik, a Turkish national and

businessman who had been living in Bulgaria since late 2015. The arrest was based on an Interpol warrant

issued atthereques ne sgd Stqjhrg fnudgmldms sg°' s rntfgs @act kk g
money-laundering and terrorism linked to his alleged association with what the Turkish state has deemed the
®Edsgtkk> g FEkdm Sdggng Ngqgf mhBiyilwassecretly hadked aversothe | | dc h ™ s dk
Turkish authorities and transferred to Turkey, apparently without further process, including the opportunity

to consult legal counsel or his family, or otherwise initiate an appeal against the transfer.

Beforethe d dudmsr + bntgsr g ¢ svhbd gtkdc ~f hmrs @actkk g A
any relevant evidence from the Turkish government, the charges appeared to be politically motivated, and
Turkey could not guarantee him a fair tria#*

In the aftermath of a failed coup on 15 July 2016, the Turkish government declared a state of emergency
and rounded up and detained anyonet including military officers, teachers, university professors,
businesspeople, and journalists suspected in relation tathe coup or accused of links with Fethullah Gilen.

330 Saadi v Italy (37201/06), European Court of Human Rights, 28 February 2008, para. 138tp://hudoc.echr.coe.int/eng?i=00185276.

331 Quabour v Belgium (26417/10), European Court of Human Rights, 2 June 2015ttp://hudoc.echr.coe.int/engpress?i=0035095935-

6279464 (Article 3 violation if person convicted of terrorisfrelated offences in Belgium and wanted on similar charges in Morocco were to

be extradited to Morocco)RK v France (61264/11), European Courbf Human Rights 9 July 2015 http://hudoc.echr.coe.int/eng

press?i=0035129465-6330836 (removalof Chechen man wanted in Russia on terrorisirelated charges would expose him to reaisk of

torture in violation of Aiitle 3).

332 Amnesty InternationalC™ mf dgntr Cd "  kr 9 Dtgnod-r Qdkh ™ mbd,12April20CHh @ndex EURs hb @r rt g mbdr -
01/012/2010), https://www.amnesty.org/en/documents/EUR01/012/2010/en/

333 0On 29 July 2016, the Office of the Vicdresident of Bulgaria rejecteduyik- request for political asylumfailing to disclose the grounds

for the refusal.The Bulgarian Migration Directoratissued an order on 9 August foBlyik- r engbhakd qgdl nu® k eqnl sgd bnt ms
the Ministry of Interior and media reportsBiyitkv * r r snoodc hm °~ ®q mcnl b g d bhgnded bfteritRase h~ nm 0/ @t f tr
determined that he did not posses a valid residency permit. That same day, he was handed over to the Turkish authorities at the border.

@bbngchmf sn sgd Atkf > gh ™ m Enqgdhfmdqr- K v+ sgd LhmhiasNaionahe Hmsdqghng rgnt
Ombudsman or a independentNGOshould have been present during the transfer to guarantee that it was carried out in accordance with

the rule of law. No such protocol was followed with respect®@Ex Ej -r rdbgds sqg mredgq-

334 In March 2016, both the Sofia City Court and thBulgarian Court of Appeal in Sofia ruled againBiyik- r d ws g~ Aspas hn m- Rdd

Mandzhukovar  ® F tost: Oustrage in Bulgaria over secretive transfer of Turkishhcs h 'y d m  sRair T@afsj Integnatienal 19 August

2016, https://www.fairtrials.org/guespostoutragein-bulgaria-oversecretivetransferof-turkish-citizen-to-ankara/
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https://www.amnesty.org/en/documents/EUR01/012/2010/en/
https://www.fairtrials.org/guest-post-outrage-in-bulgaria-over-secretive-transfer-of-turkish-citizen-to-ankara/

Amnesty International and many other human rights organizations and bodies had documented a range of

human rights violations by the Turkish authorities at that time, including torture and othettittatment.33°

Cdrohsd sghr+ @actkk> g AEXEj v'r gdstgmdc sn Stgjdx- Nm
sg s sgd gdstgm g ¢ bnmsg udmdc sgd Bnmrshstshnm+ cnldrs
obligations33¢

8.2 IRELAND

On 6 July 2016, Irelanddeported a Jordanian national of Palestinian descent to Jordan on the basis of

allegations that he was a recruiter for the armed group calling itself Islamic State and as such posed a threat

sn Hgdk mc-r m shnm k r dbt g hdepertatio@n the basisthatthensodidjbmats hn m™ k n o
real risk of torture and other iftreatment upon return®” The Irish government successfully argued in court

that the man was not at such a risk because he was so lgwofile that the Jordanian authorities wodlnot

dudm mnshbd ghr qgqdstgm- Sghr v'r cdrohsd "m Hghrg fnudgm
the deportation because the man was both a domestic and an international security threat.

In an 11 July letter to Amnesty International, hosver, the Irish government openly acknowledged that its

rrdrrldms ne sgd | "m-r ghrj nm gdstgm v r fnudgmdc ax s
Dt gnod m Bntgs ne Gtl " m Qhfgsr9 ®@kk rtbg “ookhb > shnmr v
individual concerned were weighed and balanced against the rights of the State to ensure the security and
safety of the State%®

@ mdrsx Hmsdgm shnm k “mc sgd | "m-r k3 xdqr qdl "hm bnmbd

In another case, lawyers currentlyra challenging before the High Court a deportation order against a man

nm kkdfdec m shnm k rdbtghsx fgntmcr- Sgd nqcdg v ' r | cd
had previously determined that the man faced a risk of torture in his country arigin if returned there34

The man had been granted refugee status in Ireland in 2000. He was subsequently convicted of offences in

another European stat&! for activities considered to have provided support to a political grouping in his

country of orign deemed to be a terrorist organization. After his release from prison in 2009 he returned to

Hgdk mc+ vgdgqd ghr qdetfdd rs str v r gdunjdc- Ghr 1/01
was rejected in 2015. In February 2016, the Refugee Ayal Tribunal rejected his appeal against that

decision on the basis that he was excluded from such protection due to the offences he had committed and

adb trd gd v r bnmrhcdgdc ° sggd's sn Hgdk'ibwa-r m> shnm’
decided that there was "a personal, present, foreseeable and substantial risk of serious harm by the [country

ne nqhfhm-r\ " tsgnghshdr! he gd vdqd cdongsdc sgdqgd- Hs
ad sngstgdocf srghldlgak X qadgrtars msh >k fgntmcr enqg adkhduhmf

Sgd I "m “ookhdc sn sgd Lhmhrsdg enq |Itrshbd "~ mc Dpt khsx
ehm k gqdbntqgqrd adengd cdongs shnm+ vghbg AncidXof cdr " m " rr
sgd TM Bnmudmshnm ~f hmrs Snqstqgd- Sgd ~ookhb shnm v ' r q
acknowledge any risk of torture and found that no Article 3 obligation to avoid deportation existed. In

Cdbdl adqg 1/ 05+ "~ esdcg Is'gedd |""mm-srg dkg v xodogdr™ kg 'sn sgd Lhmhrsdgqg

35 Amnesty Interns hnm™ k+ ®Stqjdx bg bjcnvm ax sgd mtlatdqgrd9 BRI shkshhrfOBm aqts k a
https://www.amnesty.org/en/latest/news/2016/07 /turkegrackdown-by-the-numbers-statisticson-brutal-backlash-after-failed-coup/; also,

®St gj dx9 Hmc do dustbecaliowed to aardssdetgimeeslamid torturekak d f “ s hnmr +~ 13 It kx 1/ 05+
https://www.amnesty.org/en/latest/news/2016/07/turkeépdependentmonitors must-be-allowedto-accessdetaineesamid-torture-

allegationsy "~ mc ®St gjdx9 Rs sd nehfdddmgf dmbxk llthkxs ImG5fHnkka bj g
https://www.amnesty.org/en/latest/news/2016/@rkey-state-of-emergencymust-not-roll-back-human-rights/.

3¥Rneh” Mdyv Bulg@fa'd @Gntbudsmarmcalls 'unconstitutional' expulsion of Gllemso ongsdqgq sn Stqgqjdx+~ 01 @tftrs 1/0
http://www.novinite.com/articles/175869/Bulgaria’'s+Ombudsman+Calls+'Unconstitutional'+Expulsion+of+G%C3%BClen+Supporter+to+Tu
rkey#sthash.V7T2yxKV.dpuf

S"A mdr sx Hmsdgm shnm k+ ®Hgdk mc9 Cdongs shnm vntkc ghrj a " bjrkhchmf nm
2016, https://www.amnesty.org/en/latest/news/2016/07/irelandeportationto-jordan-would-risk-backsliding-on-absolute ban-on-

torture/ The man claimed previous torture in Jordan, which was supported by an independent medical examination. His sons had also been

"oogdgdmcdc "mc | hrsqd sdc hm Ingc ™  m a rdc nmmangubmited defaiedNG@Qand ~ kkdf dc ~ bst
government reports (US Depament of State, for example) noting the escalation in torture and othersligd ~ s1 dms ne rtrodbsdc ®Hr k|
and those alleged to be associated with Islamic Stalbg the Jordanian intelligenceservices.

3% | etter from Michael Kirrane, Acting Director General, Irish Naturalisation and Immigration Service (INIS), 11 July 2016jlewfith

Amnesty International.

339 Amnesty International Annual Report 2015 Jordan, https://www.amnesty.org/en/countries/middieastand-north-africa/jordan/report

jordan/seeat n+ | hkkh > m Rbgvdck dspofd@rosragocd enm ghlideie &ast Resgarch ang thfsrohation Project

(MERIP) 28 April 2016, http://www.merip.org/jordardrops-pretense-democratic-reform.

340 Reporting restrictions imposed by the Irish Court are still in place at the time of writing so his country of origin remains confidén

341 At the time of writing the name of that state is also subject to the High Court restriction on reporting.
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deportation on Article 3 grounds, the Minister declined and ordered the man deported. At time of writing, the
deportation order had not been executed.

8.3 SPAIN/BELGIUM

The Spanish government extraditediPAarrass, a dual BelgianVioroccan national, from Spain to Morocco in
2010. Ali Aarrass was wanted in Morocco for suspected involvement in arms trafficking to a group allegedly
engaged in terrorisrarelated activity. He had argued against the extraditiosaying that he would be at real
risk of torture and other human rights violations if sent to Morocco. In September 2014, the UN Human
Rights Committee concluded that his extradition had violated Article 7 (the ban on torture and other ill
treatment) of thelnternational Covenant on Civil and Political Right&.

The UN Working Group on Arbitrary Detention stated in 2013 that on return to Morocco Ali Aarrass had
been held incommunicado, tortured, and forced to confess under duress, and as a result should be
immediately released*® In May 2014, the UN Committee against Torture concluded that Morocco had
violated the UN Convention against Torture by failing to protect Ali Aarrass from just such abuse upon his
return to Morocco**

With respect to Spain, the UN Huran Rights Committee held that despite information regarding the use of

snqgstqd ax oqghrnm ft gcr " mc rdbtqghsx engbdr hm Lngnbbn+
the risk to Ali Aarrass when considering his extradition to Morocco. The Contegetordered Spain to

compensate him adequatel§#® and cooperate with the Moroccan authorities to ensure effective oversight of

his treatment in Morocco.

In 2015, Aarrass went on a 72day hunger strike to protest against his conviction and the delay in the

jtcfldms eqgnl Lngnbbn-r Bnt qg¥°Todate, Bhe Spanisis duthantiesshavegoh r e h m™ k
oqnuhcdc @kh @ gq rr vhsg " m deedbshud qgqdldcx hm qdk  shn
decision.

Because Ali Aarrass also holds Belgian tianality, his lawyers repeatedly requested consular assistance
from Belgian diplomatic representatives, first in Spain and subsequently in Morocco. The Belgian authorities
consistently refused to provide such assistance until instructed to do so in Septeen 2014 by the Brussels
Court of Appeals. The Court ruled that Belgium was obliged to try to stop serious human rights violations, in
particular treatment that contravenes the absolute prohibition of torture, by the means at its disposal,
including by ofering consular assistancé#” The Belgian authorities have since reported that they have

asked to meet Ali Aarrass, but that the Moroccan authoritie®clined the request.

Mnmdsgdkdrr+ Adkfh ™ m “tsgnghshdr bnmshmtd sn hfmnqd nqgq c
torture and have not voiced any support for the recommendation of the Working Group on Arbitrary

Detention that Ali Aarrass be released immediatelgimultaneously, the Belgian authorities have appealed

sgd Bntgs ne @ood k-r cdbhr hnm-

Amnesty International has issued Urgent Actions on behalf of Ali Aarraés.

342 UN Human Rights Committee Ali Aarrass v SpainCommunication ro. 2008/2010, U.N. Doc. CCPR/C/111/D/2008/2010 (2014),
http://hrlibrary.umn.edu/undocs/20082010.html.

343 Working Group on Arbitrary Btention, Ali Aarrass v MoroccpOpinion No. 25/2013, U.N. Doc. AAHRC/WGAD/2013/25 (2014),
http://hrlibrary.umn.edu/wgad/252013.html.

344 UN Committee against TortureAli Aarrass v MoroccpCAT/C/®/D/477/2011, 24 June 2014,

%5 UN Human Rights Committee Ali Aarrass v Spainpara. 12.

36 Amnesty Internation® k + ®@k h @ qq rr 9 KdsmdlgdrerginT ®3 hChbndl Sy T/ x4+ " gd d
https://www.amnesty.org/en/latest/news/2015/12/adiarrassletter-from-prison-the-days-are-endlessbut-i-try-to-stay-positive/

Hmsdgm shnm  k Rs ' sd Bghl d Hmhs h" s h bttg:Astatechindelofg/btatensrimb-redeaych/belgiadecaimt- g x eng @k h @
victory-for-ali-aarrass/.

%8 Amnesty International, Urgent Actiost Spain: Risk of Torture if Man Returned to Moozo, 23 November 2010(Index: EUR

41/004/2010); and Spain: Man Returned to Morocco from Spajri6 December 2010(Index: EUR 41/005/201Q. See also, Amnesty

Hmsdgm shnm  k Otakhb Rs sdl dms+ ®Lnqgnbbn9 mSealigtsrelepse (Indexq MDEUNng r shkk cds ™ hmdc
29/4119/2016), https://www.amnesty.org/en/documents/mde29/4119/2016/en/
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8.4 UNITED KINGDOM

Sgd TJ hr rddjhmf sn qdstgm sn ghpoisdeaniedtolerathrmagx -~ | " m qd
national security. N2 challenged the deportation on the ground that he would be at risk of torture and other
ill-treatment if returned. The UK government has acknowledged that he is terrified of being deporté&d.

Thegovernmes g~ r rntfgs ®choknl >~ shb *rrt thatmelvill notbeegnl sgd |~ m-
tortured or given an unfair trial; the assurances have not yet been agreed.

The UK government has been particularly aggressive about seeking, securing and relying onodigitic

rrtqg mbdr sn cdongs odnokd hs " kkdfdr “~qgqd sggd sr sn m
tmcdgrs mchmf vhsg fnudgmldmsr ' hmbktchmf sgnrd hm Dsgh
broad framework under which a person can beeturned to those countries with assurances of treatment that

allegedly complies with the international human rights obligations of the UK and the other country involved.

However, Amnesty International and other human rights organizations have documenteslations of

®choknl “shb " rrt g andcbnsider suchcgreersemtd empty pramises.

Lngdnudg+ sgd TJ-r Rodbh k HIIT hfg shnm @ood > kr Bnll hrrhn
deport a group of Algerian nationals because the assuraex provided by Algeria did not mitigate the risk of

harm the men could face on returr®>* The Commission concluded that the system for verifying assurances

v r mns ®qgnatrs - Mnsdr egqnl sgd Aghshrg DI asticrrx hm @kfh
prospect of being able to monitor the whereabouts and welld h mf n e £ 3¢ thes was s thajor -

setback for the UK authorities. It was also a nod to the stark reality that promises of humane treatment from

governments that routinely torture and o#irwise abuse national security suspects cannot be relied on.

Uhbsngh™ O grnmr+ ®@mnsgdqg -@at P shki-bnmihbs&gddasgdLhxssigm qpddccdon q:¢
Bureau of Investigative Journalism, 24 July 2015ttps://www.thebureauinvestigates.com/2015/07/24/anothetbu-gatada-sagatheresa
may-defeatedjudge-bails-n2-extremistsiac-deportation/

®Hahc- Rdd " krn+ @c cdseiBnovnbls d § x ® @alip Wit $asi2 hOctober 2014 (updated 27 December

2014), http://www.huffingtonpost.com/adarrcoogle/abu-gatada-case-is-no-vic_b_6054974.html (Jordan violated assurance of a fair trial

by admitting torturetainted evidence into proceedings against defendant).

%1 Special Immigration Appeals Commissiof8B and others v Secretary of State for the Home Departmed8 April 2016,
http://statewatch.org/news/2016/may/usiac-judgment-w-others-deportationwith-assurances18-4-16.pdf

®@hrg™ L mh g+ ®@ r hf mhehbt g5 ObhdiSmall Wedow Rress6Mays2016,h n m v hs g
https://onesmallwindow.wordpress.com/2016/05/06/aignificantblow-to-deportationwith-assurances/

DANGEROUSLY DISPROPORTIONATE
THE EVER-EXPANDING NATIONAL SECURITY STATE IN EUROPE

Amnesty International 68


https://www.thebureauinvestigates.com/2015/07/24/another-abu-qatada-saga-theresa-may-defeated-judge-bails-n2-extremist-siac-deportation/
https://www.thebureauinvestigates.com/2015/07/24/another-abu-qatada-saga-theresa-may-defeated-judge-bails-n2-extremist-siac-deportation/
http://www.huffingtonpost.com/adam-coogle-/abu-qatada-case-is-no-vic_b_6054974.html
http://statewatch.org/news/2016/may/uk-siac-judgment-w-others-deportation-with-assurances-18-4-16.pdf
https://onesmallwindow.wordpress.com/2016/05/06/a-significant-blow-to-deportation-with-assurances/

AMNESTY INTERNATIONAL

IS A GLOBAL MOVEMENT
FOR HUMAN RIGHTS.
WHEN INJUSTICE HAPPENS
TO ONE PERSON, IT
MATTERS TO US ALL.

CONTACT US JOIN THE CONVERSATION

W info@amnesty.org f www.facebook .com/AmnestyGlobal

k} +44 (0)20 7413 5500 | @Amnestyonline



mailto:info@amnesty.org
http://www.facebook.com/AmnestyGlobal
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THE EVER-EXPANDING NATIONAL SECURITY STATE IN EUROPE

Hundreds of people were killed and woutted in violent attacks in the
European Union in 2015 and 2016. The need to protect people from such
wanton violence is obvious and urgent.

In response, states and regional bodies have proposed and adopted wave
after wave of counteiterrorism measures that have enhanced executive
powers, limited judicial controls, restricted freedoms and exposed everyone
to government surveillance. Brick by bk, the edifice of rights protection
that was constructed after the Second World War, is being dismantled.

Sghr qgqgdongs fhudr °~ ahgc-r dxd uhc
rgnvr itrs gnv vhcdroqd ¢ "~ mc cddc
become. It focuses on eight themes: states of emergency, principle of
legality, right to privacy, freedom of expression, right to liberty, freedom of
movement, stripping of nationality, and the prohibition on sending people to
places where they risk tortureThe report covers developments at regional
level and in 14 EU member states, including Austria, Belgium, Bulgaria,
Denmark, France, Germany, Hungary, Ireland, Luxembourg, Netherlands,
Poland, Slovakia, Spain, and United Kingdom.

Amnesty International cis on all EU member states to renew their
commitment in law and in practice to protecting human rights while
countering terrorism. The steady regression in rights protection in Europe
must end.

INDEX: EUR 01/5342/2017
JANUARY 2017
LANGUAGE: ENGLISH

amnesty.org

AMNESTY

INTERNATIONAL



